AGENDA
UTILITY BOARD OF THE CITY OF KEY WEST, FL
ORGANIZATIONAL /REGULAR MEETING 5 P.M. - WEDNESDAY, DECEMBER 5, 2018
KEYS ENERGY SERVICES BOARD ROOM - 1001 JAMES STREET, KEY WEST, FLORIDA
1. Pledge of Allegiance
2. Invocation
3. Mission and Vision
4. Roll Call
5. Set Agenda
6. ORGANIZATIONAL MEETING
a) Election – ● Elect Chairperson to the Utility Board
● Elect Vice Chairperson to the Utility Board
b) Committee Appointments
7. Recognition & Presentations:
a) KEYS Outstanding Employee of the Fourth Quarter – Tom Schuler
8. Informational Items:
a) Department Staff Report
b) Rate Comparison Report – October
9. Consent Agenda*
a) Approve Minutes - Regular Utility Board Meeting – November 14, 2018
b) Approve Disbursements Report
c) Request for Excused Absence for Steven Wells from the November 14, 2018 Regular
Utility Board Meeting
d) Declare Aluminum Street Lightheads with Arms and Insulated Aluminum Wire as Surplus
e) Declare Transformers as Surplus
10. Action Items:
a) Approve and Reaffirm Utility Board Policies
b) Approve revisions to the Customer Service Policy Manual
c) Accept 2018 Annual Report for Compliance with the Fair and Accurate Credit
Transactions Act of 2003 and Revisions to the Identify Theft Detection and Prevention
Program
d) Approve Good Friday, April 19, 2019, as an Additional Holiday for KEYS Employees
11. Public Input/ Other Business
12. Adjournment
*Item is considered to be routine and enacted by one motion with no separate discussion, unless requested
by a Utility Board Member or citizen, in which event the item will be considered independently.

Peter Batty, Chair ● Mona Clark, Vice Chair
Robert Barrios, Member ● Timothy Root, Member ● Steven Wells, Member

ORGANIZATIONAL MEETING AGENDA
DECEMBER 5, 2018

6a)

Election
 Elect Chairperson to the Utility Board
 Elect Vice Chairperson to the Utility Board

6b)

Committee Appointments
Adjournment

Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Manager’s
Agenda Item #: 6a, 6b

AGENDA ITEM WORDING:

Organizational Meeting

REQUESTED ACTION: Motion to Elect Chairman and Vice-Chairman to the
Utility Board, and Approve Committee Appointments for 2019/2020
DISCUSSION: Article V, Section, of the By Laws of the Utility Board of the
City of Key West, Florida states: “At the first regular meeting following the

induction of new board members after an election, the Board shall organize
by selecting a Chairman, Vice-Chairman and a Secretary.” Article V,
Section 2 states: “The Board shall have authority to establish such standing
and special committees as it see fit. Appointments to all committees shall
be made by the Chairman.” A Memorandum listing the proposed
Committees and
consideration.

associated

appointments

is

attached

There are no recommended changes to the By Laws at this time.

for

your

MEMORANDUM
DATE:

DECEMBER 5, 2018

TO:

UTILITY BOARD MEMBERS

FROM:

LYNNE E. TEJEDA, GENERAL MANAGER & CEO

SUBJECT:

COMMITTEE APPOINTMENTS

Please find the recommended appointments to various KEYS Committees as well as
State and Local Committees.
COMMITTEE APPOINTMENTS
Committee
Employee Relations Committee
Audit Committee
Investment Planning Committee
Land Use
General Manager Performance Evaluation
Local Governmental Liaison
APPA Voting Delegate*
APPA Policy Makers Council*
FMEA Board of Directors*
FMEA Legislative & Regulatory Committee*
FMPA Board of Directors*
FMPA Executive Committee*
FMPA Policy Makers Liaison Committee*
*External Committees

Board Member(s)
Mona Clark
Chairperson & Robert Barrios
Timothy Root & Steven Wells
Peter Batty
Mona Clark as Chair and Peter Batty
Peter Batty
Lynne Tejeda
Peter Batty
Lynne Tejeda & Peter Batty as alternate
Lynne Tejeda & Mona Clark as alternate
Lynne Tejeda & Peter Batty as alternate
Lynne Tejeda & Jack Wetzler as alternate
Robert Barrios & Tim Root as alternate
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- - - - - - - - - - IOU Average = $125.83
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Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Executive
Agenda Item #: 9a

AGENDA ITEM WORDING: Approve the Minutes of the Regular Utility Board
Meeting – November 14, 2018
REQUESTED ACTION: Approve the Minutes of the Regular Utility Board
Meeting– November 14, 2018

MINUTES FROM A REGULAR MEETING
OF THE UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA,
HELD AT 5:00 P.M. ON WEDNESDAY, NOVEMBER 14, 2018
KEYS ENERGY SERVICES BOARD ROOM
1001 JAMES STREET, KEY WEST, FLORIDA
1. Pledge of Allegiance
2. Invocation
3. Mission and Vision
4. Roll Call
Present: Mr. Charlie Bradford, Ms. Mona Clark, Mr. Timothy Root,
Chairman Peter Batty. Absent: Mr. Steven Wells.
Also present at the meeting:
Lynne Tejeda, General Manager/CEO; Nathan Eden, Board Attorney; Jack
Wetzler, Asst. General Manager & CFO; Fred Culpepper, Transmission &
Distribution Director; Dan Sabino, Engineering & Control Center Director; Julio
Torrado, HR & Communications Director; Joseph Weldon, Generation Director and
Erica Zarate, Customer Services Director.
5. Set Agenda
6. Informational Items:
a) Department Staff Report
Upcoming Events- Julio Torrado, HR & Communications Director
b) Power Supply Report – October
c) Generation Report – October
d) Rate Comparison Report – September
e) Quarterly Inaccessible Easements Update
f) Tentative Utility Board Meeting Dates for 2019
g) Florida Municipal Electric Association (FMEA) Building Strong Communities Award/
American Public Power Association (APPA) Excellence in Public Power
Communications Award
h) Investment Committee Update
i) Upcoming Dates
j) Introduction of KEYS Safety Coordinator
7.

Consent Agenda*
a) Approve Minutes – Regular Utility Board Meeting – October 24, 2018
b) Approve Disbursements Report
c) Approve Sole Source Purchase of Doble F6150e Protection Relay Test Set,
Associated Accessory Equipment, and Software and Declare Multi-amp Epoch-1
Testing Equipment as Surplus
Motion: To Approve Consent Agenda, Moved by Mr. Bradford, Seconded by
Mr. Root.

Regular Utility Board Meeting Minutes
Wednesday, November 14, 2018
Page 2

8. Action Items
a) Award Contract for 69 kV Transmission Pole Replacement at Cow Key Bridge,
Bid 18-18
Motion: To Award a Contract for 69 kV Transmission Pole Replacement at Cow Key
Bridge, Bid 18-18, to Whitefish Energy Holdings, LLC in the not-to-exceed amount of
$116,610.00, Moved by Mr. Root, Seconded by Ms. Clark.
Board Discussion
Vote: Motion carried by unanimous roll call vote (summary: Yes = 4).
Yes: Mr. Charlie Bradford, Ms. Mona Clark, Mr. Timothy Root, Chairman
Peter Batty.
b) Approve Four Hours Miscellaneous Leave on Monday, December 31, 2018,
New Year’s Eve, as an Additional Holiday for KEYS Employees
Motion: to Approve Four Hours Miscellaneous Leave on Monday, December 31,
2018, New Year’s Eve, as an Additional Holiday for KEYS Employees, Moved by Ms
Clark, Seconded by Mr. Root.
9. Public Input / Other Business
Chairman Batty thanked Mr. Bradford for his 12 years of service.
10. Adjournment
Motion: To Adjourn the Regular Utility Board Meeting of November 14, 2018, at
5:13 p.m., Moved by Mr. Root.
APPROVE:
_______________________________
Peter Batty, Chairman
ATTEST:
_________________________________
Lynne E. Tejeda, General Manager & CEO
/ed

UTILITY BOARD OF THE CITY OF KEY WEST
AGENDA ITEM SUMMARY SHEET
MEETING DATE:

December 5, 2018

FROM:

Jack Wetzler, Assistant General Manager & CFO

AGENDA ITEM #:

9b

PROPOSER:

Lynne Tejeda, General Manager & CEO

AGENDA ITEM WORDING:

Approve Disbursement Report

BRIEF BACKGROUND:
Payments are processed under Section 11 of Florida Statute 69-1191 and in accordance with Resolution No.
679 approved October 13, 1999. Staff has processed payments from the Operation & Maintenance Fund,
from the Renewal & Replacement Fund and the Construction Fund . Check Registers and listings are attached
for review.

Operation &
Maintenance
Fund:

Type of Disbursement

Renewal &
Replacement
Fund:

Check Payments

$

186,846.54

$

100,402.00

EFT Payments

$

481,184.67

$

56,401.25

Wire/Debit Payments

5,212,477.68

-

Voided Checks
Voided EFT Payments
Total Disbursements

$ 5,880,508.89

$

156,803.25

STAFF RECOMMENDATION:
Approve the Disbursement Report for the Operation & Maintenance Fund, Renewal & Replacement Fund.

DISPOSITION:
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Utility Board of the City of Key West
Disbursement Report
For the Period November 9, 2018 to November 29, 2018

Ref #

Date

Amount

Payee

Purpose

AMERICAN BATTERY COMPANY

VEHICLES PARTS, SERVICES

O&M EFT Payments
1575

11/15/18

629.52

1576

11/15/18

3,122.90

1577

11/15/18

14,608.49

1578

11/15/18

16,543.20

ASPLUNDH TREE EXPERT CO

TREE TRIMMING SERVICES

1579

11/15/18

7,704.60

BENEFITS WORKSHOP

INSURANCE PAID BY EMPLOYEE

1580

11/15/18

1,105.75

D&V COMMERCIAL AC

CONTRACTED SERVICES

1581

11/15/18

5,581.00

1582

11/15/18

55.94

1583

11/15/18

4,100.00

1584

11/15/18

300.00

1585

11/15/18

7,600.00

1586

11/15/18

1,306.03

STUART C IRBY CO

DISTRIBUTION MATERIALS

1587

11/15/18

2,215.30

TYNDALE CO INC

SAFETY MATERIAL

1588

11/15/18

2,017.36

UTICOM SYSTEMS INC.

PARTS

1589

11/15/18

750.00

1590

11/16/18

12.00

1591

11/16/18

162,476.99

1592

11/20/18

5,514.40

ASPLUNDH TREE EXPERT CO

TREE TRIMMING SERVICES

1593

11/20/18

2,319.59

BENEFITS WORKSHOP

INSURANCE PAID BY EMPLOYEE

1594

11/20/18

1,200.00

BURNDY TOOL REPAIR

REPAIRS

1595

11/20/18

2,008.28

D&V COMMERCIAL AC

CONTRACTED SERVICES

1596

11/20/18

220.00

ERIC CYRUS BROWN

MEAL ALLOWANCE

1597

11/20/18

9,516.28

INFOSEND INC.

CONTRACTED SERVICES

1598

11/20/18

220.00

JOAL RIVERO

MEAL ALLOWANCE

1599

11/20/18

523.00

KEYS ARMORED EXPRESS INC

ARMORED SERVICES

1600

11/20/18

220.00

RAY GARCIA

MEAL ALLOWANCE

1601

11/20/18

18,330.86

RS&H, INC.

CONTRACTED SERVICES

1602

11/20/18

999.00

SNAP-ON

TOOLS

1603

11/20/18

21.58

STRUNKS ACE HARDWARE

MATERIALS

1604

11/20/18

66.83

STUART C IRBY CO

DISTRIBUTION MATERIALS

1605

11/20/18

118.37

1606

11/20/18

2,934.25

1607

11/29/18

1608
1609

AMERICAN FAMILY LIFE

INSURANCE PAID BY EMPLOYEE

ANIXTER INC

HURRICANE ITEM

DIVERSIFIED SERVICES CO

JANITORIAL SERVICES

DYNA SYSTEMS

SUPPLIES

KEY IRON WORKS INC

SERVICES

KEY WEST TRANSFER STATION

DISPOSAL SERVICES

PLANET FORWARD, LLC.

CONTRACTED SERVICES

WIIS - ISLAND RADIO

ADVERTISING

CANCER FOUND OF FL KEYS

ADVERTISING

KEYS PENSION FUND

PAYROLL SERVICES

SUNSHINE STATE ONE CALL

SERVICES

WESCO DISTRIBUTION

DIST HURRICANE ITEM

274.94

AIRGAS USA

SUBSTATION MATERIALS

11/29/18

255.00

ALACHUA PEST SERVICES LLC

FACILITIES SERVICES

11/29/18

30,289.00

ALTEC CAPITAL

LEASE AGREEMENTS

1610

11/29/18

4,780.43

AMERICAN SAFETY UTILITY

DISTRIBUTION MATERIALS

1611

11/29/18

6,023.00

ANIXTER INC

EQUIP HURRICANE ITEM

1612

11/29/18

5,514.40

ASPLUNDH TREE EXPERT CO

TREE TRIMMING SERVICES

1613

11/29/18

2,635.23

BENEFITS WORKSHOP

INSURANCE PAID BY EMPLOYEE

1614

11/29/18

704.17

CHOICE RADIO KEYS

ADVERTISING

1615

11/29/18

105,260.57

FLORIDA KEYS ELECTRIC COOP

CONTRACTED SERVICES

1616

11/29/18

3,189.69

INFOSEND INC.

CONTRACTED SERVICES

1617

11/29/18

248.55

METRO WIRE & CABLE CORP

FREIGHT
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1618

11/29/18

7,600.00

1619

11/29/18

116.80

1620

11/29/18

37,145.37

1621

11/29/18

1,800.00

1622

11/29/18

275.00

1623
11/29/18
Total OM EFT

731.00
481,184.67

Ref #

Date

PLANET FORWARD, LLC.

CONTRACTED SERVICES

STRUNKS ACE HARDWARE

MATERIALS

STUART C IRBY CO

DISTRIBUTION MATERIALS

UTICOM SYSTEMS INC.

PARTS

VICTOR LINARES

TRAVEL

WESCO DISTRIBUTION

TOOLS

Amount

Payee

Purpose

OM Wire Payments
5515

11/09/18

41,286.94

FIRST TENNESSEE

PCARD PURCHASE

5516

11/13/18

50,754.57

CIGNA HEALTHCARE

INSURANCE

5517

11/13/18

184,392.76

DEPARTMENT OF REVENUE

GROSS RECEIPTS TAX

5518

11/13/18

195,204.54

DEPARTMENT OF REVENUE

SALES TAX EXPENSE

5519

11/16/18

313,463.94

ADP ACH NET PR

PAYROLL SERVICES

5520

11/16/18

66,851.26

ADP TAXES

PAYROLL SERVICES

5521

11/16/18

1,311.48

ADP WAGE GARNISHMENT

PAYROLL SERVICES

5522

11/16/18

7,804.49

FL LEAGUE OF CITIES

PAYROLL SERVICES

5523

11/16/18

289.40

5524

11/16/18

5525
5526

FLORIDA PREPAID COLLEGE

PAYROLL SERVICES

9,484.36

NATIONWIDE RETIREMENT

PAYROLL SERVICES

11/16/18

2,518.06

VOYA RETIREMENT INS

PAYROLL SERVICES

11/20/18

149,492.80

CIGNA HEALTHCARE

INSURANCE

5527

11/29/18

39,522.85

CIGNA HEALTHCARE

INSURANCE

5528

11/29/18

111,983.29

FLORIDA KEYS ELECTRIC COOP

PURCHASE COST/TRANS

5529
11/29/18
Total OM WR

4,038,116.94
5,212,477.68

FL MUNICIPAL POWER AGENCY

PURCHASE POWER

Disbursements from the Operations & Maintenance Fund (Expenses):
174146

11/13/18

500.00

RHDOD 3 ENTERISES LLC

CUSTOMER REFUND

174147

11/13/18

300.00

RHDOD 3 ENTERISES LLC

CUSTOMER REFUND

174148

11/14/18

1,931.18

SHARON R PERRY

CUSTOMER REFUND

174149

11/15/18

4,793.66

ADP INC

PAYROLL SERVICES

174150

11/15/18

5,259.20

ALTEC INDUSTRIES INC

VEHICLES, PARTS, SERVICES

174151

11/15/18

3,040.52

AT&T

TELEPHONE EXPENSE

174152

11/15/18

1,392.51

CARQUEST

PARTS, SUPPLIES
UNIFORM SERVICES

174153

11/15/18

149.87

CINTAS CORPORATION

174154

11/15/18

480.65

COLONIAL LIFE & ACCIDENT INSUR

INSURANCE

174155

11/15/18

180.77

COMCAST

CABLE SERVICES

174156

11/15/18

75.10

CURRY & SONS PRINTING

PRINTING SERVICES

174157

11/15/18

1,635.00

DUNN & BRADSTREET

CONTRACTED SERVICES

174158

11/15/18

4,105.99

FIRST STATE BANK OF FL KEYS

BANKING SERVICES

174159

11/15/18

918.96

FISHER SCIENTIFIC

HURRICANE ITEM

174160

11/15/18

4,003.85

FLORIDA KEYS MEDIA

ADVERTISING

174161

11/15/18

38,482.00

174162

11/15/18

79.46

174163

11/15/18

2,500.00

174164

11/15/18

198.00

174165

11/15/18

30.00

FLORIDA MUNICIPAL ELECTRIC ASSOC

MEMBERSHIP DUES

GRESCO CAPSTONE UTIL SUPPLY INC

HURRICANE ITEM

ICON INC

TRAINING

JUAN LLERA

REIMBURSEMENT

KEY WEST CHAMBER COM GREATER

SERVICES
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174166

11/15/18

2,101.50

KEY WEST SIGN CO

PRINTING SERVICES

174167

11/15/18

1,545.56

HOMESTEAD TIRE & AUTO CTR

VEHICLES, PARTS, SERVICES

MCWANE POLES

DISTRIBUTION MATERIALS

174168

11/15/18

48,579.22

174169

11/15/18

1,568.37

NAPA AUTO PARTS ROYS AUTO PARTS

PARTS, SUPPLIES

174170

11/15/18

1,425.00

TRAVIS BOLLER

ELECTRICAL REBATE

174171

11/16/18

142.00

174172

11/20/18

1,606.06

174173

11/20/18

704.01

174174

11/20/18

1,335.29

174175

11/20/18

117.98

174176

11/20/18

2,657.21

174177

11/20/18

972.92

174178

11/20/18

7,508.34

174179

11/20/18

499.50

174180

11/20/18

11.25

174181

11/20/18

13,065.50

174182

11/20/18

5,723.64

174183

11/29/18

404.33

174184

11/29/18

1,538.31

ALTEC INDUSTRIES INC

VEHICLES, PARTS, SERVICES

174185

11/29/18

2,130.62

AT&T

TELEPHONE EXPENSE

174186

11/29/18

200.07

CINTAS CORPORATION

UNIFORM SERVICES

174187

11/29/18

1,015.10

COCONUT INK

PRINTING SERVICES

174188

11/29/18

781.80

174189

11/29/18

75.10

UNITED WAY OF MONROE COUNTY

PAYROLL SERVICES

ALTEC INDUSTRIES INC

VEHICLES, PARTS, SERVICES

AT&T

TELEPHONE EXPENSE

CINTAS CORPORATION

UNIFORM SERVICES

FASTENAL

EQUIPMENT

FLORIDA MUNICIPAL POWER AGENCY

SAFETY TRAINING

KEY WEST RESORT UTILITIES CORP

DISPOSAL SERVICES

NATHAN EDEN

LEGAL SERVICES

PHSI

FACILITIES SERVICES

ROSSMAN & CO OF FLORIDA

CONTRACTED SERVICES

STANDARD INSURANCE COMPANY

INSURANCE

SUNSHINE GASOLINE DISTRIBUTOR

FUEL

AFFINITY APPAREL

UNIFORM SERVICES

COOKE COMMUNICATIONS LLC

ADVERTISING

CURRY & SONS PRINTING

PRINTING SERVICES

ESRI

COMPUTER SOFTWARE/MAINT

FLORIDA KEYS AQUEDUCT AUTHORITY

WATER-SEWER

174190

11/29/18

6,300.00

174191

11/29/18

535.51

174192

11/29/18

306.09

JACK WETZLER CUSTODIAN

REIMBURSEMENT

174193

11/29/18

1,395.00

KEY WEST URGENT CARE INC.

MEDICAL SERVICES

174194

11/29/18

1,031.76

HOMESTEAD TIRE & AUTO CTR

VEHICLES, PARTS, SERVICES

174195

11/29/18

446.82

174196

11/29/18

4,633.88

174197

11/29/18

239.85

174198

11/29/18

5,579.04

174199 11/29/18
Total O&M

613.19
186,846.54

MONROE COUNTY TAX COLLECTOR

TAXES

NATHAN EDEN

LEGAL SERVICES

PHSI

FACILITIES SERVICES

SUNSHINE GASOLINE DISTRIBUTOR

FUEL

VERIZON WIRELESS

TELEPHONE EXPENSE

RS&H, INC.

CONSULTING SERVICES

D&V COMMERCIAL AC

AIR CONDITIONING SERVICES

RR EFT Payments
71

11/20/18

37,755.00

72

11/29/18

5,200.00

73

11/29/18

12,571.25

74
11/29/18
Total EFT R&R

875.00
56,401.25

FLORIDA KEYS ELECTRIC

CONTRACTED SERVICES

KEY WEST TRANSFER

DISPOSAL SERVICES

RR Payments
20082 11/15/2018

2,000.00

TERRAMAR ENVIR SERVICES INC.

APPLICATION

20083 11/20/2018

87,402.00

DUVAL FORD FLEET SALES

VEHICLES

20084 11/29/2018
Total R&R

11,000.00
100,402.00

TERRAMAR ENVIRONMENTAL

ENVIRONMENTAL
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Agenda Item Summary Sheet
Meeting Date: December 5, 2018
Proposer: Steven Wells, UB Member
Department: Utility Board
Agenda Item #: 9c

AGENDA ITEM WORDING: Request for Excused Absence for Steven Wells
from the November 14, 2018 Regular Utility Board Meeting.
REQUESTED ACTION: Approve Request for Excused Absence for Steven
Wells from the November 14, 2018 Regular Utility Board Meeting.

Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Finance
Agenda Item #: 9d

AGENDA ITEM WORDING: Declare Aluminum Street Lightheads with Arms and
Insulated Aluminum Wire as Surplus.
REQUESTED ACTION: Motion to Declare Aluminum Street Lightheads with Arms and
Insulated Aluminum Wire as Surplus.
DISCUSSION: Aluminum Street Lightheads with Arms and Insulated Aluminum Wire
has been determined to be surplus to KEYS’ needs. After the Utility Board declares the
items as surplus, KEYS will contact Paradise Recycling to pick up the surplus wire. KEYS
has previously obtained written permission from the local governmental agencies
relinquishing any interest in submitting a bid for surplus wire and streetlights. Therefore,
KEYS can immediately schedule pick-up following Board action.
KEYS requested quotes for the items and received 1 response, 1 no quote, and 3 did not
respond. Paradise Recycling was the only vendor to submit pricing, as follows.
Paradise Recycling
Aluminum Street Lightheads with Arms

Insulated Aluminum

Estimated
Price Per
Weight
Pound
7,000 lbs
.05
5,000 lbs
.11
Total Estimated Proceeds

There are no fees associated with the pick up or transportation of this surplus material.

FINANCIAL IMPACT:
Estimated Proceeds: $ 900.00

Budget: No
Source of Funds: Not Applicable

Estimated
Proceeds
$ 350.00
$ 550.00
$ 900.00

Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Finance - Purchasing
Agenda Item: 9e

AGENDA ITEM WORDING: Declare Transformers as Surplus
REQUESTED ACTION: Motion to Declare Transformers as Surplus.
DISCUSSION: KEYS is currently part of a Joint Purchase Agreement with FMPA for
Refurbish, Repair and Disposal of Transformers. FMPA’s bid IB#2018-105 was awarded
to Miami Transformers and Emerald Transformers, Inc.
The attached listing of transformers have been determined to be surplus. After the Utility
Board declares the items as Surplus, staff will contact Miami Transformers to pick up the
surplus transformers. The proceeds are based on Miami Transformers contract cost of
$1.39 per kVa for pole mount, $1.03 per kVa for single phase pad mount, and $0.52 per
kVa for three phase pad mount transformers. The total proceeds KEYS will receive is
$6,215.52.
KEYS cannot utilize Emerald Transformers’ higher three phase pad mount transformer
pricing since a full truck is mandatory for pick-up. KEYS only has 1 three phase pad
mount transformer listed as surplus.

FINANCIAL IMPACT:
Proceeds: $ 6,215.52

Budget:
No
Source of Funds: Not Applicable

UTILITY BOARD OF THE CITY OF KEY WEST
TRANSFORMERS TO BE DECLARED SURPLUS
December 5, 2018
Padmount
kva Single
Phase

Padmount
kva Three
Phase

Surplus #

Co #

Mfg

Serial #

Pole mount
kva

7295

13078

ABB

05A181616

25

7/23/2018

7296

11379

Cooper

38026787

50

7/23/2018

7297

11867

ABB

00A481342

75

7/23/2018

7298

16091

Prolec

M09J15802

15

7/23/2018

7299

N/A

Allis

7412-6319630

75

7/23/2018

7300

N/A

Allis

7351-6180593

75

7/23/2018

7301

N/A

Central Maloney

1861639-03

75

7/23/2018

7302

(NOT FOUND)

Date

7/23/2018

7303

15740

Prolec

M08I13672

50

7/23/2018

7304

14179

Cooper

755126824

50

7/23/2018

7305

16115

Ermco

A0908968703

100

7/23/2018

7306

10237

Prolec

M98I17649

25

7/23/2018

7307

11428

Cooper

3806102

50

7/23/2018

7308

11710

Cooper

38068103

50

7/23/2018

7309

11707

Cooper

38068104

50

7/23/2018

7310

17868

Soloman

175041

25

8/1/2018

7311

13837

Prolec

M07811027

50

8/8/2018

7312

7261

Howard

2486044931

10

8/8/2018

7313

12894

Prolec

M04F12684

50

8/8/2018

7314

12893

Prolec

M04F12683

50

8/8/2018

7315

12895

Prolec

M04F12687

50

8/8/2018

7316

17517

Howard lmd

3092603417

50

7317

8120

Pauwels

93E51483

7318

6554

GE

P630005-YSD

8/8/2018
45
25

8/8/2018
8/15/2018

7319

12908

Prolec

M04F12991

50

8/15/2018

7320

10400

ABB

N/A

25

8/15/2018

7321

10011

Howard

1538790998

5

8/15/2018

7322

6526

Westinghouse

89A173759

250

9/7/2018

7323

6541

Westinghouse

89A17376

250

9/7/2018

7324

6540

Westinghouse

89A172873

250

9/7/2018

7325

7289

Kalman

N/A

100

9/7/2018

7326

13073

ABB

05A172573

75

9/7/2018

7327

11267

Cooper

38023265

50

9/7/2018

7328

10892

Cooper

9938064540

15

9/7/2018

7329

15225

Central Maloney

CM10831510

75

9/7/2018

7330

11014

Prolec

M00B13215

25

9/7/2018

7331

11511

Cooper

38066965

50

9/7/2018

7332

13922

Cooper

755129451

50

9/7/2018

7333

13071

ABB

05A172574

75

9/7/2018

Padmount
kva Single
Phase

Padmount
kva Three
Phase

Surplus #

Co #

Mfg

Serial #

Pole mount
kva

7334

16220

Central Maloney

CM110485447

50

7335

11407

Cooper

38066978

50

9/7/2018

7336

13920

Cooper

755126977

50

9/18/2018

7337

13942

Cooper

755129746

50

9/18/2018

Date
9/7/2018

7338

10306

N/A

N/A

15

9/18/2018

7339

17341

Prolec

M16H11387

25

9/18/2018

7340

N/A

Prolec

M99H15932

15

9/18/2018

7341

18272

Prolec

M17K22458

25

9/18/2018

7342

17139

Cooper

1555035924

25

9/18/2018

7343

13238

Ermco

60508048441

50

9/25/2018

7344

12070

Prolec

M01J13533

50

9/25/2018

7345

10702

Prolec

M99G14890

50

10/4/2018

7346

13224

Ermco

60508048452

50

10/23/2018

7347

13140

Ermco

60508048518

50

10/23/2018

7348

10036

Ermco

11B5766728

15

11/1/2018

7349

N/A

Central Electric

P235874-YNB

25

11/1/2018

7350

11121

Prolec

M00C11764

25

11/1/2018

7351

13621

ABB

N/A

25

11/1/2018

7352

10287

N/A

N/A

25

11/1/2018

7353

16914

Cooper

1255133540

50

11/1/2018

7354

13797

ABB

N/A

50

11/1/2018

7355

9618

Howard

3299184096

25

11/1/2018

7356

12286

Prolec

M01J13361

15

11/1/2018

7357

8571

ABB

955772292

167

11/1/2018

7358

8569

ABB

95J772283

167

11/1/2018

7359

8560

ABB

95J772251

167

11/1/2018

7360

8568

ABB

95J772277

167

11/1/2018

7361

8570

ABB

95J772263

167

11/1/2018

7362

10109

Cooper

981039719

167

11/1/2018

7363

10104

Cooper

981039722

167

11/1/2018

7364

11155

Cooper

38019504

15

11/1/2018

7365

11739

Cooper

38069382

25

11/1/2018

7366

17614

Prolec

M16F12368

50

11/1/2018

7367

17635

Prolec

M16F12344

50

11/1/2018

7368

17647

Soloman

174847

25

11/1/2018

7370

17897

Ermco

A1510220924

50

11/1/2018

7371

17904

Prolec

M16F12341

50

11/1/2018

7372

17905

Prolec

M16F12336

50

11/1/2018

7374

17907

Prolec

M16F12361

50

11/1/2018

Total KVA by transformer type

3570

1194

45

Price per KVA from Miami Transformers $

1.39

$

1.03

$

0.52

Price per KVA from Emerald Transformers $

0.25

$

0.25

$

0.70

Total Proceeds from Miami Transformer $ 6,215.52

Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Executive
Agenda Item #: 10a

AGENDA ITEM WORDING:
Policies

Approve and Reaffirm Utility Board

REQUESTED ACTION:
Motion to Approve and Reaffirm Utility
Board Policies per the attached documentation
DISCUSSION: During the Strategic Planning Workshop in May
2010, the Board members stated they would like to see a
compilation of policies created and approved by past Boards. It
was agreed that going forward, staff would present all policies to
the Board during the regular meeting that the Organizational
Meeting occurs to ensure that the Board is aware of and up-todate on all Board policies. The last summary was presented to
the Board on December 14, 2016. With this meeting including
the Organizational Meeting it is time once again for the Utility
Board to re-affirm all of its existing policies. Staff has compiled
the current Utility Board policies shown on the attached Excel
spreadsheet. Also included are summary sheets of each policy
approved for the period December 14, 2016 through December 5,
2018.

UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Governance Policies

Enabling Act, original approval 7/9/1969, as amended

1.1

Can be changed - requires Legislative approval

Governance Policies

Utility Board By-Laws, amended 11/9/2011, amended 10/14/2015

1.2

How the Board runs its meetings - Board approval

1.3

Sets requirement for UB to set rates that covers 100% of operating expenses, and
125% of the debt service requirements; prohibits free service; requires mandatory
cut off if a user doesn't pay; requires report or survey of System by Consultng
Engineer every five years; requires annual audit; sets parameters for mortgaging
or selling property; requires adequate insurance; sets criteria for transfer to the City
as and for the return of the City's equity in the System - can be updated with UB
Resolutions but these resolutions require approval of Bond Counsel and Rating
Agencies

1.4

Agenda #8b - Subsequently, at the August 13. 2014 Budget Workshop, the Board
directed staff to pursue restructuring of the Series 2006 bonds only if this option
would produce both an actual cash flow savings and a net present value. In
addition, the issuance of a new series of bonds would provide an opportunity to
completely update and modernize the Master Bond Resolution #532.
The Springing Master Resolution will become effective on October 1, 2018, the
final maturity date of the Board’s Electric System Refunding Revenue Bonds,
Series 1991, or such earlier date that the Series 1991 Bonds are defeased within
the meaning of Section 5.03 of the Original Resolution.

Governance Policies

Bond Resolutions, as amended, Res #795 approved 7/19/2014

Governance Policies

Res #797 - Approve Springing Master Bond Resolution, approved 10/8/2014

Governance Policies

Res #798 - Approve Supplemental Resolution and Issuance of Electric System
Refunding Revenue Bonds Series 2014 for the Advance Refunding of Series 2006
Bonds, approved 10/8/2014

1.5

Agenda #8c - Approve Supplemental Resolution and Issuance of Electric System
Refunding Revenue Bonds Series 2014 in the Not-To-Exceed Amount of
$46,500,000 for the Advance Refunding of Series 2006 Bonds.

Governance Policies

Res #781 - Methodology for Setting Compensation of the Chairman and the Members
of the Utility Board - as amended 2/27/2013

1.6

Any changes must be through resolution per the Enabling Act

Governance Policies

Res #640 - Requirements for a Franchise Agreement with KEYS - approved 1/8/1997

1.7

KEYS intends to approve, regulate, and enfranchise any person or entity that sells
or proposes to sell electric utility services within KEYS' service territory

Governance Policies

BOCC Resolution Granting KEYS ROW of Certain Public Streets, Roads, Bridges,
and/or Highways in Monroe County, Florida - approved 9/4/1951

1.8

Permission granted to KEYS to construct and maintain an electrical system on and
over any of the public streets, roads, bridges and/or highways under BOCC
jurisdiction and control, with certain conditions applied per this Resolution

Governance Policies

Territorial Agreement - Keys Energy and FL Keys Electric Cooperative - approved
9/27/1991

1.9

FL PSC approved this agreement which defines the geographic areas to be served
by each utility

UB Policy Project Binder Integrated Index.xlsx
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

1.10

Agenda Item #8b - The Utility Board grants signatory authority for all contracts that
are approved by the Utility Board to the Board Chairman, the Vice Chairman,
Acting Chairman, and/or the General Manager & CEO.

Financial Policies

Res #679 - Bidding Thresholds Amounts - approved 10/13/1999, Res # 806 approved
10/25/2017, Res# 812 Approved 5/9/2018

2.1

UPDATED - Enabling Act, Sections 11 & 13 refer to spending limits authorized by
Resolution. Res 679 established limits which can only be changed by another
Resolution.

Financial Policies

KEYS Budget and Budget Amendment Policy - codified 9/11/1996

2.2

Describes the Budget Process, Method to Handle Budget Amendments with
conditions noted; links to Res #679.

Governance Policies

Res #792 - Regarding Signatory Authority for Utility Board Approved Contracts,
approved 3/19/2014

Financial Policies

Approve Revisions to Budget Amendment Policy, approved 9/9/2015, effective October
1, 2015

2.3

Agenda Item #8b - Staff has the authority to make changes within either the Capital
or O&M Budget as long as the Combined Board Approved Budget does NOT
change. Changes in the Budget that affect Board approved Bids or increase the
Combined Board Approved Budget require additional Board approval.

Financial Policies

Keys Energy Services Audit Committee Charter - approved 2/23/2005

2.4

Establishes the organization, authority, and responsibility of the Audit Committee

Financial Policies

P-Card Policies and Procedures - established 11/1/2001 and revised 3/23/2007

2.5

Describes policies and procedures of KEYS' Purchasing Card Program

Financial Policies

Res #751 - Declaration of Surplus Threshold Amounts to support the disposition of
assets - approved 6/13/2007

2.6

Enabling Act Section 16

Financial Policies

Res #783 - Declaration of Surplus Threshold Amounts, Section 16, Enabling Act (691191)

2.7

Agenda Item #7a - Board shall have sole discretion to classify as surplus any of its
property that is obsolete, uneconomical or inefficient, or serves no useful function,
and is valued over $5,000, which is the capitalization threshold (based on original
cost).

Financial Policies

Capitalization of Fixed Assets Policy, amended 9/25/2013

2.8

Latest changes to the Policy occurred 8/26/2009

Financial Policies

Approve Revisions to Capitalization Policy, approved 9/9/2015, effective October 1,
2015

2.9

Agenda Item #8c - Tagging and tracking Fiduciary assets is eliminated. Tagging,
where practical, and tracking assets meeting the GFOA best practice threshold of
>$5,000 will be continued.

Financial Policies

Supplemental Utility Investment Policy - approved 12/9/2009, amended 2/13/2013

2.10

Policy was also reviewed and recommended by the Investment Planning
Committee

UB Policy Project Binder Integrated Index.xlsx
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Financial Policies

Res #715 - Renewal of Contracts by Manager is authorized if base contract has been
previously approved by Utility Board - approved 8/13/2003

2.11

Manager may alone exercise renewal options contained in contracts previously
approved by the Board

Financial Policies

Res #752 - Contract Change Order limits and Inventory Purchase Threshold approved 5/23/2007

2.12

clarified Enabling Act sections 11.6, 13.1, 13.3, and 13.9

Financial Policies

Self Insured Health Insurance Contingency Fund Reserve Amount - approved 9/8/2010

2.13

Established said fund equal to four (4) months activity plus 1/2 the value of any
laser imposed by the reinsurance

Financial Policies

Res #791 - Creating a Local Preference in Bidding, approved 3/19/2014

2.14

Agenda Item #8a - In the purchase of or the contract for goods, services, or
construction of capital improvements, the Utility Board, or in the case of purchases
and contracts which are not required to be approved by the Utility Board, the KEYS
finance department may give preference to a responsive and responsible local
business enterprise, as specified in the Resolution.

Customer Policies

Res #722 - Keys Cares Program - approved 8/11/2004

3.1

A voluntary customer donation program through customer electric bills

Customer Policies

Advisory Committee By-Laws - approved 1/6/1999, amended 2/16/201, Committee
Sunset 12/2018

3.2

*UPDATED - Purpose of Advisory Committee is to provide Utility Board with input
about the community's vews on various KEYS' issues. Changes to By-Laws may
be made by Advisory Committee.

Customer Policies

Implementation of the Convenience Fees for Credit Card Payments

3.3

Use of a third party provider was originally approved 5/10/2006

Customer Policies

Annual Maximum Income Qualification for Senior Citizen's and Disabled American
Veteran's Discount - 12/13/2006

3.4

Criteria and amount can be changed from Enabling Act Section 11 Paragraph 5

Customer Policies

Bill Insert Policy - approved 10/14/1998, amended 8/22/2007, 3/16/2016

3.5

allows staff to respond fairly to requests from businesses and non-profit
organizations

Customer Policies

Customer Service Policy - amended 11/30/11, 8/8/12, 11/20/2013, 2/12/14, 6/11/14,
8/26/15, 02/10/16, 11/16/16, 5/10/17, 10/25/17, 12/5/18

3.6

*UPDATED - Formalizes relationship between Customer and KEYS.

Customer Policies

KEYS' Community Sponsorship & In-Kind Service Policy - approved 1/23/2008,
amended 7/23/2008, 8/8/2012, 5/11/2016, 10/25/2017

3.7

*UPDATED - Provides procedures and guidelines for Sponsorships and In-Kind
contributions

Customer Policies

Identity Theft Prevention Program - approved 10/22/2008, 12/5/2018

3.8

*UPDATED - Comply with Section 114 of the Fair and Accurate Credit
Transactions Act of 2003 (FACT Act)
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Employee Policies

Res #718 - KEYS' Code of Ethics Policy - approved 7/13/2005, as amended

4.1

Code of Ethics serves as a guideline and statement of policy to ensure that KEYS
business transactions and professional affairs will be carried out in a professional
and ethical manner without conflicts of interest of the appearance thereof.

Employee Policies

Retirement Plan Document amended 05/22/2014

4.2

Incorporates numerous Resolutions that established the benefits of KEYS' Pension
Plan to be reviewed every two (2) years.

Employee Policies

Res #670 - New Hire Retirement Benefits - approved 6/9/1999

4.3

stops paid health insurance for employees hired after June 10, 1999

Employee Policies

Management Employee Handbook - amended 9/28/2005, amended and approved
10/11/2006, amended 10/24/2012, 5/13/2015, 8/22/2018

4.4

*UPDATED - Describes the benefits and policies that pertains to management
employees

Employee Policies

KEYS Rules and Regulations Handbook - amended and approved 11/30/2011,
amended 11/20/2013, amended 11/18/2015, 11/16/2016

4.5

Explains some of KEYS philosophies and beliefs, and describes employment
guidelines

Employee Policies

KEYS' Travel Policy - amended 6/10/2009, amended 11/20/2013, amended 11/18/2015

4.6

Describes policies and procedures for the payment and/or reimbursement of
expenses incurred while traveling on official KEYS' business

Employee Policies

Sick Leave Bank Policy - approved 1/1/1991, amended 11/30/2006

4.7

Provides KEYS' employees an emergency sick leave bank in cases of prolonged
absence due to illness. Revisions permitted by the Sick Leave Bank Committee

Employee Policies

Award Miscellaneous Leave as reward for participating in payroll deductions for
charitable organizations - approved 11/30/2011

4.8

Authorize GM&CEO to award Miscellaneous Leave to employees as reward for
participating in payroll deductions for charitable organizations

Employee Policies

Award Miscellaneous Leave as reward for participating in local Blood Bank drive approved 11/30/2011

4.9

Authorize GM&CEO to award Miscellaneous Leave to employees as reward for
donating blood to the local Blood Bank.

Employee Policies

Give-Away Vacation Leave Days as the Grand Prize at the Awards Banquet - approved
11/9/2005

4.10

Provides incentive for employees to attend the Annual Awards Banquet

Employee Policies

Impasse Hearing Procedures - approved 11/18/2009

4.11

In the event collective bargaining negotiations between the Utility Board and IBEW
Local 1990 reach an impasse, KEYS will follow FL Admin Code Chapter 60CC-3.

Employee Policies

Contract between the International Brotherhood of Electrical Workers - Effective
05/01/2018 - 4/30/2021, approved 8/8/2018

4.12

*UPDATED - Provide framework for orderly collective bargaining relations,
equitable disposition of grievances, establish wages, hours, and other working
conditions.
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

Employee Policies

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Grant General Manager Authority to Sign Memorandum of Understanding with Local
Union 1990, approved 12/10/2014

4.13

Agenda Item #7h - regarding Holiday Schedule

Employee Policies

Approve Memorandum of Understanding with International Brotherhood of Electrical
Workers, Local 1990, approved 4/27/2016

4.14

Agenda Item #8a - Motion to Approve "Memorandum of Understanding" (MOU)
with International Brotherhood of Electrical Workers (IBEW) Local 1990 Consolidation of Job Duties and Transferring Senior Meter Service Technician (I
Urbay) from Meter Services to Electrical Section

Employee Policies

Management Compensation Plan - approved 7/11/2007

4.15

Compensation and Classification Study of KEYS' management positions

Employee Policies

Career Service Council - established 6/29/1969 HB 2658; Monroe County FL adopted
10/1/1969; Monroe County adopted various amendments 8/8/2000, UB ReAppointment 10/24/18

4.16

* UPDATED - designating certain employees as career service employees;
providing for procedures to handle disciplinary action, grievances; employee
appeals.

Employee Policies

Safety Incentive Program - approved 12/11/2002, as amended

4.17

Provide for procedures, recognition, rolling 6-month no recordable lost time
accidents by any employee

Employee Policies

Res #619 - Indemnification of Employees related to Clean Air Act - approved
10/26/1994

4.18

Grants certain UB employees indemnification for monetary penalities arising from
the employee's duties as "Designated Representative" or "Alternate Designated
Representative" under the Clean Air Act Amendments of 1990

Employee Policies

Authorize Hiring Four (4) Additional Apprentices - approved 4/13/2005

4.19

Hiring additional apprentices to prepare for future staffing concerns

Employee Policies

Res #780 - Establish Deferred Compensation and Defined Contribution Plan with the
Florida Municipal Pension Trust Fund, approved 12/12/2012

4.20

Establish a 457(b) Deferred Compensation Plan and a 401 (a) Defined Contribution
Plan with the Florida Municipal Pension Trust Fund

Employee Policies

Approve KEYS Bright Ideas Employee Suggestion Program

4.21

UB Approved 12/9/2015 - Encourage employees to share their ideas that will
improve reliability, productivity and efficiency; save money; or provide a new
stream of revenue for Keys Energy Services.

Employee Policies

Retirement Plan Document, as amended, 05/22/2014

4.22

Incorporates numerous resolutions that established the benefits of KEYS' Pension
Plan to be reviewed every two (2) years

4.23

Agenda Item #6g - Added an Article Eleven which created an Excess Benefit Plan
to allow eligible members of the Plan to receive those retirement benefits to which
they would be otherwise entitled, if not for the benefit limitation contained in Section
415 of the IRS Code and the Plan.

Employee Policies

Res #787 - Amending the Retirement Plan Document, Article Six, 6.04(a), Maximum
Benefits, Basic Limitation, approved 2/12/2014
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

Employee Policies

Employee Policies

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Res #788 - Amending the Retirement Plan Document, Article Eleven, Preservation of
Benefits Plan, approved 2/12/2014

Res #793 - Amending and Restating the Pension Plan Document to Comply with IRS
requirements, approved 6/11/2014

4.24

Agenda Item #6h - Revision to Section 6.04 (a) to provide that the COLA shall be
disregarded in calculating the dollar limit on benefits prescribed by Section 415 (b)
of the IRS Code.

4.25

Agenda Item #7b - The Retirement System for the General Employees of the Utility
Board is amended and restated as provided for in the Plan document, which shall
constitute in its entirety the Retirement System for the General Employees of the
Utility Board of the City of Key West FL.

Employee Policies

Res #794 - Amending the Plan Document, approved 6/11/2014

4.26

Agenda Item #7c - Article Item #7c - Article Eight, Section 8.01, Appointment of
Trustees, to increase the number of Retiree trustees by adding an additional
Trustee and providing for an election; Section 8.02, Terms of Office, Providing for
an initial term and subsequent terms of four (4) years.

Employee Policies

Res #800 - Amending the Plan Document, Article Eight, Sections 8.01 and 8.02

4.27

Agenda Item #7b - 1/13/2016 - Increase number of trustees from 14 to 17 until the
retiring employees terms as trustees end.

Employee Policies

Pension Plan Procurement Policy, approved 7/14/2010

4.28

codify spending limits and approval levels to be followed

Employee Policies

Res #769 - Amending Retirement Plan Document - approved 3/10/2010

4.29

Creates the two tier pension plan - incorporated in the next version of the plan
document issued in March 2011.

Employee Policies

Retirement System for General Employees of the Utility Board Investment Policy
Statement, as amended 1/23/2013

4.30

Board adopted Policy to provide for performance and return on assets in Plan over
a number of years

Employee Policies

Approve Revisions to Pension Plan Investment Policy Statement

4.31

UB Approved 1/13/2016 - Expand language to incorporate benchmarking language
to all allow flexibility for multiple strategies with different investment objectives.

Employee Policies

Res #807 Amend the Retirement Plan Section 2.04, Section 2.06, Section 2.10, and
Section 4.03(b) Disability Retirement Benefit, approved 10/25/2017

4.32

*NEW -The Retirement System for the General Employees of the Utility Board to
Amend Section 2.04 (Career Average Compensation); and Section
2.06(Compensation); Section 2.10 (Final Average Compensation); and Section
4.03(b) Disability Retirement Benefit,

Employee Policies

Approve Hiring Replacement for Pending Retirements Policy, approved 10/25/2017,
5/23/2018

4.33

*UPDATED- Allows GM/CEO to temporarily increase headcount for a period of
overlap between a retiring/resigning employee and his/her successor
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UTILITY BOARD OF THE CITY OF KEY WEST, FLORIDA
UTILITY BOARD POLICY INDEX
CATEGORY

POLICY NAME

POLICY DESCRIPTION AND COMMENTS

Employee Policies

Res #813 Amend Plan Document Article Four, Section 4.09

Other

Res #696 - Delegation of Authority during an Emergency Situation - approved
7/31/2001

60% On-island Generation Requirement - approved 7/10/1996

Other

4.34

*NEW - Clarify that Beneficiaries will receive the Cost of Living Adjustment to
Conform to Long-Standing Practice of the Retirement Board.

5.1

Delegation of authority to GM during an emergency situation wherein a System
emergency has been declared by GM and GM will immediately notify the Board of
such declaration and the incurring of any expenses.

5.2

the 60% on-island generation requirement will provide the people of the Lower
Keys with enough generation to 60% of the area's electricity demand in the event of
a major transmission tieline failure

REVISION HISTORY:
UB APPR DATE

POLICY NAME

REASON FOR ISSUE/REVISION

11/20/2013

Approve and Reaffirm Utility Board Policies

Agenda Item #8.d

11/18/2015

Approve and Reaffirm Utility Board Policies

Agenda Item #8.d

Approve Changes to KEYS' Customer Service Policy

Agenda Item #7.a

11/16/2016

Approved Enabling Act Sections 1, 2, 3, 5, 11, 13 and 19

Agenda Item #8c

11/16/2016

Approve Changes to KEYS' Customer Service Policy

Agenda Item #8.a

11/16/2016

Approve Changes to Rules & Regulations Handbook

Agenda Item #8.b

12/14/2016

Approve and Reaffirm Utility Board Policies

Agenda Item #10a

5/10/2017

Approve Changes to KEYS' Customer Service Policy

Agenda Item #7d

5/10/2017

Approve Pension Contribution Percentage

Agenda Item #8a

6/28/2017

Approve Sunset of Advisory Committee

Agenda Item #9b

10/25/2017

Approve Changes to KEYS' Customer Service Policy

Agenda Item #9b

10/25/2017

Approve Changes to KEYS' Community Sponsorship & In Kind Service Policy

Agenda Item #9c

10/25/2017

Approve Resolution No. 806 Revise GM/CEO Disbursement Thresholds

Agenda Item #9d

10/25/2017

Approve Resolution No. 807 Amend Retirement Plan Section 2 and 4

Agenda Item #9f

10/25/2018

Approve Hiring Replacements for Pending Retirements Policy

Agenda Item #9g

Approve Resolition No. 812 Revise Staff Change Order Thresholds

Agenda Item #9a

Approve Hiring Replacements for Pending Retirements Policy

Agenda Item #9a

2/10/2016

5/9/2018
5/23/2018

UB Policy Project Binder Integrated Index.xlsx
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Approve Resolution No. 813 Amending Plan Document Article 4 Section 4.09

Agenda Item #9b

8/8/2018

Approve IBEW Contract May 1, 2018- April 30, 2021

Agenda Item #10a

8/8/2018

Approve Changes to KES Management Handbook Effective 8/22/2018

Agenda Item #10b

Re-Appoint KEYS Career Service Council

Agenda Item #7c

12/5/2018

Approve and Reaffirm Utility Board Policies

Agenda Item #10 a

12/5/2018

Approve Changes to KEYS' Customer Service Policy

Agenda Item #10b

12/5/2018

Accept 2018 Annual Report Fair & Accurate Credit Transactions

Agenda Item #10c

5/23/2018

10/24/2018

UB Policy Project Binder Integrated Index.xlsx
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Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Customer Services
Agenda Item #: 10b

AGENDA ITEM WORDING: Approve revisions to the Customer Service
Policy Manual
REQUESTED ACTION: Motion to approve revisions to the Customer Service
Policy Manual
DISCUSSION: The Customer Service Policy Manual is reviewed and
modified on an as-needed-basis. The last revision to the Customer Service
Policy Manual was made on October 25, 2017.
The proposed revisions to the Customer Service Policy Manual are updates
and clarifications as a result of an internal review by KEYS’ staff
The attachments to this AIS include an Executive Summary, a copy of the
manual in legislative format, and a final version of the manual. The
proposed revisions have been reviewed by Nathan Eden, P.A., Utility Board
Attorney and he concurs with the recommendations. A copy of this
Customer Service Policy Manual, with the approved revisions, will be
available on KEYS’ website.
SUPPORTS STRATEGIC PLAN: Goal #1 – Improve the Customer Experience
in regards to Reliability and Service.
FINANCIAL IMPACT:
Total Cost: $0

Budgeted: N/A
Source of Funds: N/A

EXECUTIVE SUMMARY
List of significant changes:
TABLE OF CONTENTS
Added the following:
“BACK BILLING AND REFUND”
“FINAL ACCOUNT CREDIT BALANCES”
“MEDICALLY ESSENTIAL SERVICE”
HOURS OF OPERATION
Added the following:
(Subject to change without notification)
Bill Pay Address:
Added the following:
(Subject to change without notification)
SERVICE LOCATIONS
Added the following:
“When KEYS’ elevation requirements conflict with city/county flood
requirements…”
“…which will allow the meter center to be installed not more than six (6)
feet above finish grade. If KEYS or the city/county building department
determines the customer is unable to install the flood proof meter center
enclosure, the customer shall install a fixed permanent platform
acceptable to KEYS. All platform designs shall be submitted to KEYS
for approval.”
REFUNDING OF SERVICE DEPOSIT
Added the following:
“…Customer of Record, and the balance remaining will be refunded to
the Customer of Record. If the Customer of Record has a remaining
account credit balance of $10.00 or less and an active account, the credit
balance will be transferred to the active account and KEYS will not issue
a refund check unless requested by the Customer of Record.

METER TAMPERING
Added the following:
“City police or county sheriff’s deputies may be called in as needed. All
meter tampering cases will be referred to the State Attorney’s Office
regardless of dollar amount or payment for diverted power.”
METER CENTERS
Added the following:
“KEYS has the right to replace any existing meter(s) with a new
meter(s). If the customer’s meter center is not compatible with KEYS
meter, the customer shall be required to update the meter center at the
customer’s sole expense. Failure to update the meter center within a
reasonable timeframe as determined by KEYS may result in a
disconnection of service until such time the meter center is updated and
compatible with KEYS meter.”
“For new installations, KEYS will prohibit raceways or troughs ahead of
the meter center.”
Following sections added:
BACK BILLING AND REFUND
“Any account found to be under billed or over billed shall be corrected
immediately. Accounts found to have been under billed will be back
billed for the correct amount for the period of the under billing and if the
under billing was the result of a KEYS error, the back bill will not
exceed 12 months. The Customer of Record will be liable for payment of
the under billing and if the amount exceeds the Customer of Record’s
current ability to pay, KEYS will allow the Customer of Record to sign a
promissory note and pay for the unbilled service over the same time
period as the time period during which the under billing occurred.
Failure to make payment as agreed upon will result in an interruption of
service. In the event of an overcharge in billing, KEYS will refund the
overcharge to the Customer of Record for the period during which the
overcharge occurred up to 24 months. KEYS may estimate the amount
of any under billing or over billing as needed. The General Manager &
CEO will make a determination regarding the full or partial back billing
amount after considering the cause of the error, the cost of research and
correction, the knowledge and/or intent of the customer, past payment
history and other circumstances that deserve considerations.”
FINAL ACCOUNT BALANCES
“If the Customer of Record has a final account credit balance and has
any outstanding debt owed to KEYS, the credit balance will first be
applied to any outstanding balance owed and the remaining balance will

be refunded to the Customer of Record. If the Customer of Record has a
final account credit balance of $10.00 or less and an active account, the
credit balance will be transferred to the active account and KEYS will
not issue a refund check unless requested by the Customer of Record.”

MEDICALLY ESSENTIAL SERVICE
“KEYS offers medically essential service customers that are certified in
accordance with this policy with notice of scheduled power interruptions, to
allow customers time to secure back-up power for medically essential equipment.
A medically essential service customer is a residential customer whose electric
service is medically essential and who has been certified as a medically essential
service customer by a physician licensed to practice in the State of Florida.
The term “medically essential” means the medical dependence on electricpowered equipment that must be operated continuously, or as circumstances
require, as specified by a physician to avoid the loss of life or immediate
hospitalization of the customer or another permanent resident at the residential
service address.
In order to qualify for the program, the customer must complete a certification
form. The customer will need to complete Part A and have a licensed physician
complete Part B. A copy of the certification form may be obtained in person or
from our website at KeysEnergy.com. The completed certification form must be
submitted to KEYS’ Safety and Risk Coordinator at 1001 James Street, Key
West, FL or mailed to:
Keys Energy Services
Medically Essential Service
Attention: Safety and Risk Coordinator
P.O. Box 6100
Key West, FL 33041
Medically essential service must be recertified once every 12 months. KEYS
will send the certified customer, by regular mail, a recertification form, at least
30 days prior to the expiration of the customer’s certification. The recertification
form must be completed and received within 30 days after the expiration of
customer’s existing certification. If the recertification form is not received within
the 30-day period, KEYS may terminate the customer’s certification.
False certification of medially essential service by a physician is a violation of
section 458.331 (1) or 459.015(1) I, Florida Statues, and as such is grounds for
disciplinary action by the Board of Medicine or Osteopathic Medicine.
KEYS may interrupt electrical service to a residence whenever an emergency
may threaten the health or safety of a person, the surrounding area, or KEYS’
distribution system. KEYS shall act promptly to restore service as soon as
possible.

KEYS shall attempt to contact certified customers by telephone no later than 24
hours prior to any scheduled disconnection of service for nonpayment of bills in
order to provide notice of the scheduled disconnection. If KEYS does not have a
telephone number listed on the account, or if the customer or other adult resident
of the premises cannot be reached by telephone, KEYS shall send a
representative to the customer’s residence to attempt to contact the customer, no
later than 4:00 p.m. of the day before disconnection. If contact is not made,
however, KEYS may leave written notification at the residence advising the
customer of the scheduled disconnection date. Thereafter, KEYS may disconnect
service on the specified date.
KEYS may provide a one-time 14-day extension of time beyond the date service
would normally be scheduled for disconnection in order to pay past due bills
before scheduled service disconnection. After the expiration of such 14-day
grace period, customer’s service shall be subject to disconnection pursuant to this
policy. Penalty charges will apply as outlined in the Miscellaneous Fees Tariff.
Each customer who requires medically essential service is solely responsible for
any backup equipment or power supply and a planned course of action in the
event of a power outage or interruption in service.
In administering medically essential service, KEYS cannot provide notice of
power failures due to natural causes or unforeseen system problems.
Furthermore, KEYS does not assume, and expressly disclaims, any obligation or
duty to monitor the health or condition of the person requiring medically
essential service; to insure continuous service; to call, contact, or otherwise
advise of service interruptions, or take any other action (or to refrain from any
action) that differs from its normal operations.
Nothing in this policy shall impose any special duty upon KEYS or create any
liability not previously existing. The policy shall not create any private right of
action.”
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UTILITY BOARD OF THE CITY OF KEY WEST
CUSTOMER SERVICE POLICY MANUAL
INTRODUCTION
The purpose and objective of these policies is to provide a description of various elements which
must be considered in establishing the Customer Service Policy for Keys Energy Services,
hereinafter referred to as KEYS (Utility Board of the City of Key West, Florida).
The Customer Service Policy formalizes the relationship between the customer and Keys Energy
Services (KEYS) and must be clearly defined in order to avoid misunderstandings between the
customer and the utility.
The Customer Service Policy is developed with the interest of the customer first and foremost. It
is KEYS’ policy to avoid unnecessary restrictions on the customer, and to foster good customer
relations.
In any case not specifically covered, or if questions arise as to application of these policies, please
contact KEYS’ Customer Services Department prior to design and construction.

DEFINITIONS
AMPERE: Unit of electrical current. A measure of the rate of flow of electrical charge.
BOARD: The word "Board" appearing herein means the "Utility Board of the City of Key West,
Florida."
KEYS: Utility Board of the City of Key West, Florida d/b/a Keys Energy Services.
CONNECTED LOAD: The sum of the ampere or watt ratings of all electrical apparatus
comprising the cConsumer’s facility.
CUSTOMERONSUMER OR CONSUUSTOMER: "Customeronsumer," or "Consumustomer,"
as used herein, means party, person, firm, corporations, or associations using electricity in any
premise supplied by KEYS.
CUSTOMER OF RECORD: “Customer of Record” as used herein, means customer, consumer,
party, firm, corporation(s) or association(s), who is KEYS authorized account holder and legally
responsible party.

Formatted: Font: Bold

DEMAND: The electrical load at the terminals of an installation or system averaged over a
specified period of time. Demand is usually expressed in kilowatts.
ENERGY: Units of electric energy consumed, expressed in kilowatt-hours (an average onekilowatt demand imposed for one hour).
KILOWATT (kW): One-thousand (1,000) watts.
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KILOWATT-HOUR (kWh): Unit of electrical energy. The use of an average of one kilowatt
for one hour.
LOAD: 1)
2)

The customer's equipment requiring electrical power.
The quantity of electric power required by the customer’s equipment, usually
expressed in kilowatts or horse power.

OWNER: The word "owner," appearing herein, means the person, firm, corporation, association,
occupant, or tenant having an interest, whether legal or equitable, sole or only partial, in any
premises which is, or is about to be supplied with electric service by KEYS and the word "owner"
means all interested parties.
POWER: Rate of doing work. Unit of electrical power is the watt.
POWER FACTOR: The ratio of real power (kW) to apparent power (kVa). KEYS requires a
minimum power factor rating of 90% as registered by the meter at the time of peak demand.
POINT OF CONNECTION: The point where the customer's wires or equipment connect with
those of KEYS. This point is to be determined by KEYS. The physical point at which KEYS’
responsibility ends.
SERVICE: The supply of electric energy to the customer. The wire connections between KEYS’
lines and the customer's wiring is a service connection, and is sometimes called "a service."
SECONDARY SERVICE: Service supplied to the customer's equipment at voltages less than
600 volts.
SERVICE DROP: The overhead or underground service conductors between a KEYS’ pole or
facility and the point of connection to the customer's property.
SERVICE LOCATION: The specific physical location where the point of connection is located.
This location is designated by KEYS.
VOLTS, VOLTAGE: Unit of electrical potentialressure.
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HOURS OF OPERATION
Keys Energy Service’s office hours are as follows:
(Subject to change without notification)
Monday
Tuesday
Wednesday
Thursday
Friday

8:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.
9:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.
Formatted: Indent: Left: 0.25"
Formatted: Indent: Left: 0"

Please note -- on Wednesday, Keys Energy Services offices do not open until 9:00 a.m.
REQUEST FOR SERVICE: CONNECTION OR DISCONNECTION AT METER
For same day service:
From Sunshine Key to Ramrod Key -- sign up for service before 1:30 p.m.
From Summerland Key to Sugarloaf Key -- sign up for service before 2:30 p.m.
From Bay Point to Rockland Key -- sign up for service before 3:30 p.m.
From Key Haven to Key West -- sign up for service before 4:30 p.m.
All other connections/disconnections will be completed on the next business day.
Service Building Address:

1001 James Street
Key West, FL 33040
305-295-1000
(Entrance to parking is on Grinnell Street)

Bill Pay Address:

P.O. Box 6048
Key West, FL 33041
(Subject to change without notification)

All Other
Correspondence Address:

Website Address:

P.O. Box 6100
Key West, FL 33041
KeysEnergy.com

USE OF SERVICE
SERVICE
Service includes all power and energy required by the customer by service agreements. Thus the
maintenance by KEYS of approximately the agreed voltages, frequency, and capacity at the point
of connection shall constitute the rendering of service, whether or not actually used by the customer.
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All facilities, equipment, maintenance, and responsibilities past the point of connection are the
responsibility of the customer, with the exception of those customers entering into a specific
contract with KEYS that provides otherwise.
The Customer shall not alter his facilities in such a way as to cause the customer or KEYS facilities
not to be in compliance with all applicable electrical codes and KEYS policies. Such conflicts, if
not corrected within a reasonable time, will constitute cause for termination of service to such
customer until conflicts are corrected. The most common conflicts are:
1. Enclosing the meter in such manner as to make it difficult for KEYS’ employees’ to
have easy access to the meter, for the purpose of repair, replacement, inspections and
reading.
2.

Building swimming pools under or near service drops.

3. Adding to a building in such a way as to cause the service drop to cross over or under a roof.
Formatted: Font color: Auto

4. Receiving power from a non-accessible facility (See pg. 17 Non-Accessible Facilities).
KEYS has undertaken a project of relocating all electrical facilities from easements located at the
rear of any property to the street whenever practical. For any upgrade or modification to a
customers’ service that would require KEYS to disconnect the service wires, the customer will be
required to relocate said service to the new facility as directed by KEYS at the customer’s expense
unless customer is otherwise eligible for an easement rebate offered by the Utility Board.
KEYS’ transmission and distribution facilities are subject to Public Service Commission (PSC)
jurisdiction. The Florida Public Service Commission (FPSC) uses the National Electrical Safety
Code (ANSI C-2) as its standards. KEYS shall also follow the standards of the latest version of
the National Electrical Safety Code (NESC), as adopted by the FPSC. In some cases, service drops
must also comply with National Electric Code (NEC) as adopted by the local City and County
Government. All new and/or modified facilities, including meter centers and service drops, must
comply with these standards. KEYS must review and approve any modifications or new facilities
before construction. It shall be the customer's responsibility to locate/re-locate meter centers to
conform with NESC standards. If you have any questions concerning NESC or PSC requirements,
please contact our Customer Services Department. If you have any questions relating to the NEC,
please contact the City or County Building Department. Commercial customers are reminded that
annual inspections of the electrical facilities and maintenance are required by NEC-NFPA 70B if
any electrical issues are identified.
BILLING RATE SCHEDULES
KEYS will classify service for purposes of identifying the appropriate rate application that best
describes the customer’s electric service requirements, see KEYS’ Electric Services Rate Tariffs
for rate schedule descriptions.
The customer shall be billed based on the applicable rate schedule, including any billing
adjustments that may apply, and the terms and conditions of service established by the Board.

AVAILABILITY OF SERVICE
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Upon proper application, including payment of any applicable charges, KEYS will supply electric service
to any customer within the City of Key West and Lower Keys up to the north easternmost end of the
Seven Mile Bridge, subject to the following conditions:
COASTAL BARRIER RESOURCE ACT
Any request to extend electrical services that fall within a location designated as a Coastal Barrier
Resource Act (CBRA) location, will require an additional deposit. Said deposit will be set on a
case by case basis. This requirement of a funded escrow account by the owner/developer requesting
a line extension is necessary because under a CBRA designation federal funding for repairs after a
hurricane or other natural disasters may not be available.

OVERHEAD LINE EXTENSION
Should an extension of KEYS’ overhead line facilities be required to supply energy to an owner’s
service, the owner will be required to enter into a “Standard Electric Extension Agreement” and
pay the applicable Line Extension Charge. The applicable Line Extension Charge is set forth on
the Miscellaneous Fees Tariff. If such “line extension” request is is non-standard for example, over
water, under water or in a Coastal Barrier Resource Act (CBRA) area as designated by the federal
government, the standard line extension agreement does not cover the unique circumstances of
these projects and will be subject to KEYS approval and may require a non-standard agreement.
KEYS shall impose and collect a Line Extension Charge from any owner subsequently requesting
service from the line extension covered by the agreement. The Line Extension Charge shall be
applied proportionally to the properties based on the number of services that could be fed by the
subject line extension. KEYS shall reimburse the owner of the property covered by the particular
Standard Electric Extension Agreement; eighty-five percent (85%) of amounts collected from the
Line Extension Charge imposed on any owner subsequently receiving service from said line
extension. Fifteen percent (15%) shall be maintained by KEYS to cover administrative costs;
provided that the total refunds do not exceed the amount paid by the owner to KEYS. No refunds
will be made to an owner who is in default in the payment of any bill, or bills, for service furnished
to the owner by KEYS. The provisions of the Line Extension Agreement associated with future
customers receiving power from the agreement shall terminate ten (10) years from the effective
date of the line extension agreement (or as otherwise designated in the existing line extension
agreements). Should environmental permitting be necessary, KEYS shall be responsible for
securing the permits; however, all costs associated with permitting shall be the responsibility of the
owner. All litigation and mitigation shall be the sole responsibility of the owner. The
owner/developer shall also be responsible for the cost to upgrade the existing nearby electrical
infrastructure to accommodate additional load for large developments. KEYS reserves the right to
review and study the load impacts. If KEYS determines in its sole discretion that the additional
load requires the Utility to upgrade the existing distribution system, the owner/developer will be
responsible for the upgrade cost in addition to the typical line extension charges.
UNDERGROUND SERVICE (SECONDARY)
KEYS does not install any underground secondary service. The customer does have the option to
install an underground service to their property. Should the underground secondary require a
service -riser installed on a KEYS pole, it must be pre-approved by KEYS and subject to a final
inspection. The installation of meter centers and breaker panels on KEYS’ poles is strictly
prohibited. It is the customer's responsibility to supply all the material and labor for this
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installation, to maintain this service after its installation, and to comply with all federal, state, local
government, and utility codes. Any relocation of customer owned secondary underground services
is the responsibility of the customer. All underground service locations shall be labeled with a
permanent identification indicating which service conductors provide power to what service
location (address). In the event appropriate labeling is not in place, KEYS reserves the right to
charge the customer additional service fees as set forth under the Miscellaneous Fees Tariff, if
KEYS crews have to make multiple trips to the site. It is expressly understood and agreed by the
customer that any service riser must be moved off of KEYS’ poles when requested by KEYS for
the purpose of pole replacements or upgrades. All requests to remove risers from KEYS’ poles
must be completed in a timely manner as determined by KEYS. Failure to remove the service riser
will result in an interruption of the electrical service until the riser has been relocated to the new
pole location. All costs for the transfer of electrical service risers are to be at the customer’s
expense.

PRIMARY UNDERGROUND LINE EXTENSION
Upon request by an owner/developer and pursuant to the terms and conditions that are established
by KEYS, the owner/developer may request KEYS to install primary underground distribution
facilities. The owner/developer will be required to enter a “Standard Primary Underground
Extension Agreement” and pay the applicable Line Extension Charge. The established charges are
for typical underground line extensions and are set forth under the Miscellaneous Fees Tariff. If
such “line extension” request is non-standard, for example, over water, under water or in a Coastal
Barrier Resource Act (CBRA) area as designated by the federal government, the standard line
extension agreement does not cover the unique circumstances of these projects and will be subject
to KEYS approval and may require a non-standard agreement. The owner/developer shall be
required to pay for any atypical or extraordinary costs associated with the request for a Primary
Underground Line Extension. KEYS reserves the right to determine the circumstances that are
atypical or extraordinary, which may include but are not limited to permitting requirements of
KEYS, larger cable size, capacitor bank switches or electrical equipment regulators. The
owner/developer shall also be responsible for the cost to upgrade the existing nearby electrical
infrastructure to accommodate additional load for large developments. KEYS reserves the right to
review and study the load impacts. If KEYS determines in its sole discretion the additional load
requires the Utility to upgrade the existing distribution system, the owner/developer will be
responsible for the upgrade cost in addition to the typical line extension charges.
AFFORDABLE HOUSING DISCOUNT POLICY
KEYS will participate in joint-funding for installation of underground primary high-voltage
distribution services for Affordable Housing to the extent such Affordable Housing status is
verified with the City of Key West and/or Monroe County. To obtain this joint-funding, the
owner/developer must obtain all appropriate State and Local permits, certifications and approvals
(e.g. City and/or Monroe County Recorded Deed Restriction). This discount is only applicable to
new services that will be served under schedule R (Residential Service) and does not apply to any
part of mixed-use developments that will have any portion of its electric service provided under
any other schedule. The owner/developer will be responsible for costs associated with trenching
and foundations for the transformers. KEYS will be responsible for the cost associated with the
high-voltage cable, cable terminations, riser poles and any associated hardware. The above
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discounts shall only apply to projects that have three (3) or fewer padmounted transformers and
less than 300 feet in overall high voltage cable length.
TRANSFORMER VAULTS AND PADMOUNT TRANSFORMERS
KEYS will periodically inspect all existing transformer vaults containing KEYS owned
transformers and the owner and/or customer is expected to initiate repairs immediately upon
notification. Failure to do so will result in the owner and/or customer becoming liable for damages
to KEYS equipment in the vault caused by vault condition and the service will be subject to
immediate disconnection. All transformer vaults and enclosures will be replaced with padmounted
transformers at the discretion of KEYS or when mechanically necessary. The cost to relocate the
customer’s secondaries shall be at the customer’s expense. For existing transformer vaults
containing customer-owned transformers the property owner and/or customer is required to inspect
and maintain their facilities in accordance withto the NEC Code and local building codes.

THREE-PHASE SERVICE
Line construction for the distribution of three-phase services will not be provided for equipment of
less than 20 kW, nor if the total aggregate rating of a group of three-phase equipment is less than
20 kW.
KEYS has standardized the installation of three-phase service. Three-phase services must be run
A, B, C, in clockwise-phase rotation, with the high leg on the right, facing the meter can. Contact
KEYS’ Engineering Department for more specific details.
KEYS will require a gradual starting arrangement for three-phase motors; 75 horsepower or larger.
NON-STANDARD LOAD
All new electrical services that can possibly affect KEYS’ transmission/distribution system or its
customers are subject to a thorough technical evaluation by KEYS. KEYS may consider this to be
a non-standard load. Therefore, KEYS may be required to perform certain North American Electric
Reliability Corporation (NERC) compliance related task specific to the customer’s impact on the
utility. All costs associated with any technical impact studies as part of the “interconnection review
process” are to be paid in advance by the customer. KEYS reserves the right to charge additional
construction costs (e.g. transformers, switches, metering, etc.) for non-standard load projects as
designated by KEYS, for example, projects that have high demand (kW), low Load Factor (LF)
orand are considering the utility as a backup power source.
TEMPORARY SERVICE
Temporary service refers to service required for a short-term duration, such as, exhibitions,
displays, bazaars, fairs, construction work, camps, etc. It will be supplied only when KEYS has
readily available capacity of line, transformers, generating, and other equipment for the service
required. Before supplying temporary service, KEYS shall require the customer to provide a
service deposit. KEYS may require the customer to bear the cost of installing and removing the
necessary service facilities.
A temporary service to be utilized only for construction purposes may be installed on a 4" x 4"
post, with the wire not less than sixteen (16) feet above ground-level at any given point. The post
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shall be secured in the ground or braced and guyed so that it will support the service without
bending or leaning. The location of this service pole will be determined by KEYS. A copy of
KEYS approved drawing for construction of the temporary services is available upon request. All
temporary services will be installed away from the building that is under construction or being
renovated.
RIGHT-OF-WAY
The customer shall grant, or cause to be granted to KEYS, and without cost to KEYS, all rights,
easements, permits, and privileges, which, in the opinion of KEYS, are necessary for the rendering
and maintenance of service to the customer. This is to include the clearing of the right-of-way by
the customer for rendering of service.
Formatted: Normal

APPLICATION FOR SERVICE
APPLICATION FOR SERVICE
All customers applying for service must complete and sign a “Contract for Service” with KEYS.
The following information shall be obtained from the person applying for service: Applicant's
name, date of birth, a valid government issued photo identification, address (including street, house
number or apartment number, or the name of subdivision with lot and block number), and an
executed rent receipt/lease agreement or proof of ownership. Effective October 1, 2012, the Board
amended the “Contract for Service” with additional verbiage to allow two customers to establish
electrical services collectively, with both parties having full authorization to transact business as
they may determine necessary. This change in policy allows either customer to connect service,
disconnect or change any information necessary to conduct and maintain electrical services with
KEYS. By entering into this agreement to have this account in joint names, it is agreed that both
parties are responsible for payment and may request a disconnection of service without consent,
knowledge, acquiescence, or notice to the other party.
Any account that is established in a corporation’s name must be signed for by an officer of the
corporation, and a copy of the articles of incorporation must be furnished to KEYS. The documents
must list the corporate officer who is requesting electrical service. If the above is not available,
KEYS may accept a Corporate Statement on company letterhead (see required sample verbiage
online @ keysenergy.com/forms/corporate-verbiage-template.pdf) or in lieu of letterhead the
statement must be submitted with a business card attached for the representative requesting the
service. The statement must either be notarized or accompanied by a copy of valid government
issued photo identification.
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Effective October 1, 2012, the Board approved an exemption to the policy for Realtor/Property
managers obtaining electrical services for foreclosures/bank owned properties. In addition to KEYS
normal process, Realtor/Property managers must submit the notarized Realtor/Property Manager
Affidavit (this can be located online at keysenergy.com ), provide a copy of the fully executed
Listing/Property Management Agreement and provide a copy of the Certificate of Title or Warranty
Deed.

11

Effective October 1, 2012, the Board approved an exemption to the policy to obtain electrical
services for condominium properties where by electrical services may be established by the
Condominium Manager for health/safety reasons for those condominium units that are in
foreclosure, and/or abandoned property within the Homeowners Association. The Condominium
Manager may establish electrical services by signing a “Condominium Association Affidavit”
which can be obtained either in person or by calling our office when requesting electrical services.
Effective August 26, 2015, the Board approved an exemption to the policy for residential property
owners or property managers reinstating electrical service in their name with prior service at the
same location. By request, KEYS will not require an updated signed contract for service, KEYS
will verbally verify the property owner/manager’s identification with their driver’s license or
equivalent. By requesting reinstatement of service, the customer acknowledges and agrees that the
original signed contract on file with KEYS will become effective as of the new service date and
furthermore, the customer agrees that the terms of the presently existing Customer Service Policy
Manual will supersede and control over any conflicting provision in the original signed contract.
If electrical service has been disconnected for more than one (1) year, KEYS will require a reinspection by the local government building official. Inspection shall state the electrical service can
be safely re-established to the service location.
Service is furnished to the customer upon acceptance of the customer’s Contract for Service by
KEYS. Applications are accepted by KEYS with the understanding that there is no obligation to
render service if not available, or other than the character of service then available at the point of
connection. A copy of the written contract, accepted by KEYS, with the applicant’s signature, will
be furnished to the applicant for their records and information. Copies of the Customer Service
Policy Manual are available in the office and online at Keysenergy.com.
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The owner or tenant of the property must sign all applications for the introduction of electric service
into any premises, or for the extensions of a distribution line for the conveyance of such electric
service, on forms furnished by KEYS. All applications for electric service shall remain in effect
until the owner or tenant making the service deposit wishes the service to be discontinued. The
Ccustomer of Rrecord is responsible for advising KEYS of any change in ownership of property
and/or change in the parties responsible on the contract. Absent such notice from the Ccustomer of
Rrecord, the new party utilizing the service will be deemed to have adopted and agreed to be
responsible on such existing contract with KEYS provided, however, that such provisions shall not
relieve the Ccustomer of Rrecord of responsibility for any charges incurred. Anyone signing for
service for someone else must bring a notarized letter of authorization.
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All customers applying for residential service will be required to initial a “Residential Household
Affidavit” on the “Contract for Service” certifying that until the Ccustomer of Record notifies
KEYS in writing, the electrical service provided to the customer’s account will be exempt from
Florida's Sales Tax for the following reasons: (1) The electric service provided to this account will
be used exclusively to service a residential household and the meter will not service any commercial
or business activities. Commercial or business activities include, but are not limited to, rental
operations that cater primarily to transient guests (hotel, motels and room rentals), the provisions
of day care facilities, and the performance of any activity that is not residential in nature. (2) The
electrical service provided to this account will be used exclusively to serve common areas of
residential housing complexes, and the meter will not serve any commercial or business activities
such as vending machines, coin operated laundry facilities, sewage/lift station equipment, or any
activity that is not residential in nature. (3) The electric service provided to this account will be
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used exclusively to serve a residential model home. The meter will not serve any commercial
activity such as a sales or business office, or any activity that is not residential in nature. This
affidavit affirms the tax exemption for residential use of electrical service. The customer
understands that if such purchases of electricity do not qualify for the exemption indicated above
the customer will be subject to sales and use taxes, interest, and penalties by the Florida Department
of Revenue, and that when any person shall fraudulently, for the purpose of evading tax, issue to a
vendor or to any agent of the state a certificate or statement in writing in which such person claims
exemption from sales tax, such person, in addition to being liable for payment of the tax plus a
mandatory penalty of 200 percent of the tax, shall be liable for fine and punishment, as provided
by law, for conviction of a misdemeanor of the second degree, as provided in s. 775.082, s. 775.083
or s. 775.085, F.S.
Effective October 1, 2012, the Board approved an exemption to the policy for Realtor/Property
managers obtaining electrical services for foreclosures/bank owned properties. In addition to KEYS
normal process, Realtor/Property managers must submit the notarized Realtor/Property Manager
Affidavit (this can be located online at Keysenergy.comkeysenergy.com ), provide a copy of
the fully executed Listing/Property Management Agreement and provide a copy of the Certificate
of Title or Warranty Deed.
Effective October 1, 2012, the Board approved an exemption to the policy to obtain electrical
services for condominium properties where by electrical services may be established by the
Condominium Manager for health/safety reasons for those condominium units that are in
foreclosure, and/or abandoned property within the Homeowners Association. The Condominium
Manager may establish electrical services by signing a “Condominium Association Affidavit”
which can be obtained either in person or by calling our office when requesting electrical services.
Effective August 26, 2015, the Board approved an exemption to the policy for residential property
owners or property managers reinstating electrical service in their name with prior service at the
same location. By request, KEYS will not require an updated signed contract for service, KEYS
will verbally verify the property owner/manager’s identification with their driver’s license or
equivalent. By requesting reinstatement of service, the Customer of Record acknowledges and
agrees that the original signed contract on file with KEYS will become effective as of the new
service date and furthermore, the Customer of Record agrees that the terms of the presently existing
Customer Service Policy Manual will supersede and control over any conflicting provision in the
original signed contract.

PROCESS FOR OBTAINING NEW SERVICE
The following information must be provided to the Customer Services Department:
The type of account (residential, commercial, or industrial), type of service, single or three-phase
(delta or wye) and voltage, size of service (amps), size and type of conductors, type of equipment,
estimated loads, meter, and point of connection location (on drawing). For commercial accounts,
information must be provided by completing a Project Review Form. The form must contain the
name of the general and electrical contractors. In addition, a detailed site and electrical plan must
also be submitted.
The procedure for obtaining new electrical service installations or alterations to present service
installations areis as follows:
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A meter location form will first be completed with all the necessary information. The Engineering
Department has the right to review plans and will then provide a service location in approximately
five (5) working days.
The contractor or customer will pay the necessary service deposit, initial permanent service charge
(IPSC), impact fee and any other fees as outlined in KEYS’ Electric Services Rate Tariffs, and sign
a “Contract for Service”, which will include the type of account.
When the appropriate City Electrical Inspector or County Electrical Inspector has inspected and
reported the inspection to KEYS’ Control Center, the service will be scheduled for connection, no
sooner than 24-hours after notification.
In the event that KEYS finds an electrical problem, service will not be rendered until repairs are
made, and an approval is received by KEYS from either the City or County Electrical Inspector.
No deviation will be made from this procedure without permission from KEYS.
SERVICE LOCATIONS
All services and meters shall be placed in a location designated by KEYS, and in no case shall any
customeronsumer or other person change, alter, or interfere with said services and meters. Meters
shall remain accessible to KEYS, and therefore, shall not be enclosed by future additions by the
owner. Meter centersocket(s) shall be installed at an elevation not more than six (6) feet above
finish grade. This will enable KEYS staff to safely install, inspect and maintain meters. If City or
County Electrical Inspectors require above six (6) feet to accommodate flood requirements, When
KEYS’ elevation requirements conflict with city/county flood requirements, the customer shalll
install a n acceptable flood proof meter centeran enclosure pre-approved by KEYS and the
cCity/cCounty building department which will allow the meter center to be installed not more than
six (6) feet above finish grade. If KEYS or the city/county building department determines the
customer is unable to install the flood proof meter center enclosure, the customer shall install a
fixed permanent platform acceptable to KEYS. All platform designs shall be submitted to KEYS
for approval. All electrical installations, or changes in electrical wiring or equipment, upon
completion, must be inspected by the City or County Electrical Inspector (except on cCity, cCounty
or fFederal property). Governmental agencies exempt from cCity or cCounty inspections must
obtain a letter or complete a KEYS form, certifying that whatever electrical work performed meets
or exceeds the requirements of NEC and NESC regulations. A letter must accompany the
certification from a representative of the governmental agency attesting knowledge of the
certification. A KEYS representative will inspect all facilities to ensure compliance prior to any
connection of the electrical service and an inspection is reported to KEYS’ Control Center before
rendering service. KEYS reserves the right to inspect any installation or connection of customer's
generators and equipment wiring. Only KEYS personnel are authorized to have access to KEYS
wiring, meters, and apparatus. Only authorized personnel can remove a seal from KEYS equipment
and meters.
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TERMINATION OF SERVICE
The termination of residential service request may be submitted via email, online, by telephone, in
person, by fax or mail. Verification of identity will be required. It is the Customer of
Records’sRecord’scustomer’s responsibility to follow up any faxed, online, emailed or mailed
request to ensure that the request was received. KEYS will not be responsible for the adjustment
of energy consumed if a request to terminate service is not received by the business office. The
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Ccustomer of Record whose name appears on the contract is the only person who can terminate
said service. Exceptions may be made if certain documents, (e.g. Death Certificate, Power of
Attorney, etc.) are provided by the appropriate person or landlord. All requests for termination of
service for commercial accounts must be in a written manner signed by an authorized person;
verification is requiredested.
An existing service will be terminated and a final bill rendered to the “Ccustomer of Rrecord” when
a new customer presents to KEYS, an executed rent receipt/, lease agreement, or proof of ownership
for the same service address.
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PRIOR INDEBTEDNESS
KEYS may withhold service to any customer unless all prior indebtedness to KEYS at anythis, or
other location, has been satisfied. Should KEYS determine that someone living at the service
location has an outstanding debt due KEYS, this debt can be transferred to the current account and
this account will be subject to collections activities (Termination of Service), unless the outstanding
debt is paid.
SERVICE DEPOSIT REQUIRED
KEYS will require a service deposit for all types of service connections, including temporary
service, in accordance with the deposit requirements set forth on the Miscellaneous Fees Tariff.
Residential or temporary residential service deposits for connect orders for customers with previous
service with accounts in good standing, as determined by KEYS, may be eligible for a deposit
waiver, in accordance with the deposit requirements set forth on the Miscellaneous Fees Tariff.
Should a Residential Customer’s account without a deposit become past due on two consecutive
occasions, a full deposit, in accordance with the deposit requirements set forth on the Miscellaneous
Fees Tariff, may be required.
a.

Residential Customers who sign up for the Electronic Debit Program (EDP) will
not be required to provide a deposit; however upon removal from the program for
any reason a full deposit will be required immediately.

The commercial service deposit for existing accounts, established on or before April 30, 1993, will
be equivalent to the monthly average of the previous twelve (12) months' billing, with a minimum
deposit equal to the amount specified in the Miscellaneous Fees Tariff. Any existing or new
commercial customer establishing a new account after April 30, 1993, shall provide a service
deposit equivalent to the monthly average of the previous (projected) twelve (12) months' billing x
2, with a minimum deposit equal to the amount specified in the Miscellaneous Fees Tariff.
The Ccustomer of Record hereby grants KEYS a security interest in the service deposit provided
for under this agreement to secure payment and performance of all the debts and obligations arising
from the provision of the Utility Board services to the customer in the ordinary course of business.
KEYS will keep possession of the deposit and will refund the deposit only after all bills charged
for services rendered have been paid by the Ccustomer of Record. The Ccustomer of Record’ss’
deposit will first be applied to any outstanding bills owed by the Ccustomer of Record with the
remaining balance, if any, being refunded to the Ccustomer of Record.
All service deposits shall earn simple interest. The rate of interest will be determined by KEYS.
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Commercial accounts will be reviewed by Customer Service on an as needed basis. A review may
be performed periodically and requests may be made to customers for additional funds if it is
determined that the initial service deposit is insufficient.
Any existing commercial account having a history of payment causing extra collection efforts, may
be required to provide a service deposit equivalent to the monthly average of their previous
(projected) twelve (12) months' billing x 2, with a minimum deposit equal to the amount specified
in the Miscellaneous Fees Tariff.
As a special service to property owners or property managers of residential rental units, KEYS can
provide a fourteen (14) day service, for cleaning purposes, without a service deposit. A service fee
will be billed when the account is established (see Miscellaneous Fees Tariff).
No service deposit can be waived except by the General Manager/CEO or their designee.
TRANSFER OF RESIDENTIAL SERVICE DEPOSIT
A residential customer moving from one location to another may have his service deposit
transferred from the former address, provided bills incurred for service at the former address have
been paid. If the service deposit is less than the amount required to cover service at the new address,
the amount of the service deposit will be adjusted accordingly and payment of the additional deposit
amount will be required immediately. The “Ccustomer of Rrecord” is the only person who may
request a transfer of service deposit and must complete the appropriate forms. The service deposit
can be transferred from the C“customer of Rrecord” to whomever he/she designates, by providing
KEYS with a notarized statement authorizing KEYS to do so. If the form is completed by both
parties in the presence of KEYS, the notary is not required. The customer accepting the transferred
service deposit must complete the appropriate forms and agree, in writing, to pay all outstanding
charges on the final bill from which the deposit is transferred.
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REFUNDING OF SERVICE DEPOSIT
Upon the request for service termination, and payment of all bills charged against said service, the
service deposit shall be refunded. Service deposits will first be applied to any outstanding bill owed
by the Ccustomer of Record, and the balance remaining will be refunded to the Customer of Record.
If the Customer of Record has a remaining account credit balance of $10.00 or less and an active
account, the credit balance will be transferred to the active account and KEYS will not issue a
refund check unless requested by the Customer of Record.
and the balance remaining, if any, will be refunded to the customer. Service deposits can only be
refunded to the C“customer of Rrecord.” All refunds will be processed within 30 days. Residential
service deposits will be automatically refunded to the Customer of Recordcustomers of the utility
having an account for 24 months with good payment history.
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MISCELLANEOUS FEES, PAYMENTS, METERING AND BILLING
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MISCELLANEOUS FEES
KEYS has established miscellaneous fees relating to deposit requirements; service fees for
connection, disconnection, reconnection of service; returned checks; past due bills; meter
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tampering; meter tests; line extensions (overhead and underground); initial permanent service
charges and impact fees. The applicable charges are set forth in KEYS Miscellaneous Fees Tariff.
A copy can be obtained from our website at KeysEnergy.com.
TEMPORARY DISCONNECT
Electric service can be temporarily turned off upon the Ccustomer of Record’s’s request. The
Service Fee is applicable for the temporary disconnection and reconnection of service. The shutting
off of the electric service, at the request of the “Ccustomer of Rrecord,” shall not in any way impair
the "Contract for Service" existing between the Board and the C“customer of Rrecord.”
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DISCONNECTION DUE TO NON-PAYMENT/RETURNED PAYMENT
In the event that electrical service is disconnected for non-payment or due to a returned check/electronic
payment or credit card chargeback, reinstatement of service will be made only upon payment of all
indebtedness due to KEYS for electrical service. Applicable charges as set forth in the Miscellaneous
Fees Tariff will be assessed to the account and payment may be required prior to reinstatement of
electrical service.
Upon request for residential customers only, a one-time waiver can be made to reverse the at the
meter normal hours disconnection/reconnection charges. This waiver is only applicable for one
location regardless of how many accounts said customer has.
CHECK PAYMENTS
KEYS will only accept check payments which are drawn on banks of the United States and only in
United States funds.
RETURNED ITEMS
If a check or similar instrument is received by KEYS, the check or instrument will be processed
for payment as soon as possible. Should a check or similar instrument fail to clear the bank on
which it is drawn, for any reason, the service in question shall be subject to immediate
discontinuance. A returned payment charge will apply for the handling of the check or instrument
that has been returned from the institution on which it was drawn, regardless of the reason.
Returned payment charges are specified in the Miscellaneous Fees Tariff. Only a payment, in the
form of cash, cashier’s check, credit/debit card or money order will be accepted to cover the cost
of the returned check and the returned payment charge. Once the utility has received three (3)
returned items on any account, that account will be "flagged" and future payment must be paid in
cash, cashier's check, credit/debit card or money order for a period of one year.
Under no circumstance will a check be accepted by KEYS if the person presenting the check states
or implies that monies are not currently in the account sufficient to clear the check, nor will a postdated check be accepted as payment for any portion of an account owed the utility.
CREDIT/DEBIT CARD PAYMENTS
Any credit/debit card chargeback to KEYS will be subject to a returned payment charge as specified
in the Miscellaneous Fees Tariff. Only a payment in the form of cash, cashier’s check or money
order will be accepted to cover the cost of the credit/debit card chargeback and returned payment
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charge. The electrical service shall be subject to immediate discontinuance. All credit/debit card
payments are subject to a transaction fee.
METER READING
The customer's meter is read monthly, as near as possible on the same date of each meter reading
cycle. KEYS may estimate the monthly meter reading if the meter is unable to be read due to
circumstances beyond KEYS control. The electric meter is located so that it can be read and
maintained with ease. Meters must be accessible at all times. The customer agrees to allow access
to meters for the purpose of reading, inspection and change out anytime KEYS deems necessary
without restriction.
NON-ACCESSIBLE FACILITIES
KEYS has undertaken a project to ensure compliance with Florida Public Service Commission
rules relating to storm hardening. As a result of this project, customers may be required to relocate
meter centers and risers that do not comply with new location requirements as directed by KEYS
at the customer’s expense unless customer is otherwise eligible for an easement rebate offered by
the Utility Board. The customer's meter center and riser may be allowed to remain in the existing
location of the meter center until such time as an upgrade or any change in the customers electrical
facilities are required that necessitate disconnection of the service at the riser. Meter centers and
service risers may have to be moved from the back (rear) of the homes to the side or front of the
property to be serviced from new power lines. KEYS will be placing electric distribution facilities
adjacent to a public road and in front of the customer’s premises. The relocation of meter centers
and risers must be completed in a timely manner as determined by KEYS. Failure to relocate the
meter center and riser may result in an interruption of service until the meter center comes into
compliance.
METER TAMPERING
No person shall in any way use, take, or divert electric energy, unless such persons has contracted
and made payments for the privilege. It is a violation of Florida Statute 812.14 to use or receive the
direct benefit from the use of electric utility service knowing, or under such circumstances, as
would induce a reasonable person to believe that such direct benefits have resulted from any
tampering, altering, or injury of any connection, wire, conduit, line, transformer, or other apparatus
or device owned, operated, or controlled by the Board, for the purpose of avoiding payment. Any
person using or receiving the direct benefit from the use of electric service as stated above, will be
subject to a meter tampering charge as outlined in the Miscellaneous Fees Tariff, in addition to an
adjustment of the electric bill. Back -billing will be based on a reasonable estimate of the energy
used. City police or county sheriff’s deputies may be called in as needed. A police report will be
filed with law enforcement and the All meter tampering cases will be referred to the State
Attorney’s Office regardless of dollar amount or payment for diverted power.

METER ROOMS
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Upon request, KEYS may allow the installation of meters in a separate meter room specified for
such purposes. KEYS must be provided access at all times to these installations, and be provided
with keys, should they be locked. KEYS will require a letter from the customer verifying that the
meter room will only be utilized as a meter room. The use of the meter rooms for storage purposes
will be prohibited. This requirement is to ensure the safety of KEYS’ meter service personnel.
Any storage of flammable materials is strictly prohibited. Meter rooms that are deemed as not
being safe must be brought into compliance. Failure to correct any safety violations may result in
a service interruption until the safety violation is corrected. KEYS may inspect meter rooms
periodically to ensure that these meter rooms are being maintained in a safe condition.
METERS
Meters will be furnished by KEYS upon proper application, and shall remain the property of KEYS.
If a meter is found to be out-of-order, or fails to register properly, the Ccustomer of Record will be
charged pro-rata at the average rate of consumption as shown by the meter when in order. All
meters shall be set by KEYS, and shall not be removed or disturbed without permission of KEYS.
All electric energy that passes through the meter will be charged for. The owner shall properly
protect the meter from injury or from any other cause, and shall be liable for the loss or damage of
the meter from any cause whatsoever.
MULTIPLE OCCUPANCY BUILDING METER IDENTIFICATION
For any installation requiring more than one meter, the meter center(s)enclosures must be
permanently marked or identified as to the customers served. It is the sole responsibility of the
owner, Agent, and/or the tenant to ensure that the meter center identification is present at all times
and that the meter center identification is correct. Should the meter center identification be missing
or incorrect causing an error in billing, KEYS will have no responsibility in resolving the billing
correction. As of February 1, 2017, for any new meter installations or electrical service upgrades
to multiple occupancy dwellings or commercial facilities, the unit identification markings shall be
permanent and durable non-ferrous metal or poly-plastic nameplates, riveted or permanently
affixed using another method pre-approved by KEYS to the meter base with engraved or stamped
lettering. The use of peel and stick labels, paint or marking pens to label is not acceptable. Meter
socket or centerenclosure or socket covers are not approved as an acceptable location for permanent
identification. Proper labeling will be required and inspected by KEYS prior to final service
connection. Exceptions may be made for emergency or unplanned service upgrades on a temporary
basis if approved by KEYS in advance. Proper labeling will be required as outlined above and must
be installed within a reasonable timeframe designated by KEYS in order to avoid being subject to
disconnection. The property owner or their Agent will provide KEYS in writing, the physical
address as assigned by the appropriate Governmental agency and the meter center identification
specifying the units/apartments served by the meter center before KEYS will install any meters. It
is the sole responsibility of the owner, Agent, and/or the tenant to ensure that the meter center
identification is present at all times and that the meter center identification is correct. Should the
meter center identification be missing or incorrect causing an error in billing, KEYS will have no
responsibility in resolving the billing correction.
PADMOUNT TRANSFORMERS SECONDARY SERVICES IDENTIFICATION
All secondary underground services will be marked with a permanent identification indicating what
the service conductors are providing power to. In the event appropriate labeling is not in place,
KEYS reserves the right to charge the Ccustomer of Record additional service fees as set forth
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under the Miscellaneous Fees Tariff if KEYS crews have to make multiple trips to the site to verify
the proper identification of the secondary service conductors have been made.
MASTER METERING
KEYS will not install or maintain any distribution on a customer's premise that shall be metered
beyond a master meter as provided by KEYS, except as provided by special contract. Customers
who are master metered are prohibited from sub metering or billing customers to profit from the
resale of energy. Under no circumstances will commercial or industrial customers be sub metered
from a master meter (e.g. condominium association billing commercial customers). Individual
electric metering by the utility shall be required for each separate occupancy unit of new
commercial establishments, residential buildings, condominiums, cooperatives, marinas, mobile
home and recreational vehicle parks for which construction is commenced after January 1, 2012.
METER TEST BY REQUEST
KEYS will perform an accuracy test on any meter at the customer’s request. The test will be
performed without charge if the meter has not been tested within twelve (12) months prior to such
request. Should any customer request a meter test more frequently, KEYS may require a payment
to defray the cost of testing. The applicable charges are set forth in the Miscellaneous Fees Tariff.
METER CENTERSENCLOSURES
KEYS has adopted a standard for the installation of residential and commercial meter
centersenclosures. Approval must be obtained prior to the installation of a meter centerenclosure.
KEYS reserves the right to reject any meter centerenclosure that does not conform with ourour
meters.
KEYS has the right to replace any existing meter(s) with a new meter(s). If the customer’s meter
center is not compatible with KEYS meter, the customer shall be required to update the meter center
at the customer’s sole expense. Failure to update the meter center within a reasonable timeframe
as determined by KEYS may result in a disconnection of service until such time the meter center
is updated and compatible with KEYS meter.
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For new installations, KEYS will prohibit raceways or troughs ahead of the meter center.
BILLS
The Ccustomer of Record’s's bill shows the amount due, any amount in arrears, the kilowatt
(demand) for commercial accounts, the kilowatt hour consumption (amount of energy used), the
rate which the customer is on, present and previous meter reading dates, name, address, account
number, power cost adjustment, and any state or local taxes.
BILLING PERIOD AND PAST DUE BILLS
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Regular bills for electric service are rendered monthly. KEYS may render an estimated bill if the
meter is unable to be read due to circumstances beyond KEYS control. It is the responsibility of
the Ccustomer of Record to ascertain their monthly bill whether or not KEYS’ regular mailed
monthly bill has been received. Bills are due when rendered and become past due if not paid by the
date specified on the bill stated as “Due Date”. An account with a past due balance can be
disconnected five (5) days after written notice. If not paid by the time that it becomes past due,
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then an additional charge equal to five percent (5%) of the balance of such bill shall be added
thereto. Partial payment of past due bills shall not be construed to satisfy the current obligation of
the account. A past due bill must be paid in full to avoid being subject to disconnection. Any legal
fees incurred by KEYS, associated with the collection of past due bills, will be the responsibility
of the customer. Non-receipt of the billing or past due notice shall not release or diminish the
obligation of the Ccustomer of Record with respect to payment thereof by the due date.on time.
In cases where electric service has been turned off for non-payment of the electric bill or any other
cause, the Board reserves the right not to reconnect the service until all past due electric bills or
other charges have been paid. The applicable charges are set forth in the Miscellaneous Fees Tariff.

BACK BILLING AND REFUND
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Any account found to be under billed or over billed shall be corrected immediately. Accounts
found to have been under billed will be back billed for the correct amount for the period of the
under billing and if the under billing was the result of a KEYS error, the back bill will not exceed
12 months. The Customer of Record will be liable for payment of the under billing and if the
amount exceeds the Customer of Record’s current ability to pay, KEYS will allow the Customer
of Record to sign a promissory note and pay for the unbilled service over the same time period as
the time period during which the under billing occurred. Failure to make payment as agreed upon
will result in an interruption of service. In the event of an overcharge in billing, KEYS will refund
the overcharge to the Customer of Record for the period during which the overcharge occurred up
to 24 months. KEYS may estimate the amount of any under billing or over billing as needed. The
General Manager & CEO will make a determination regarding the full or partial back billing
amount after considering the cause of the error, the cost of research and correction, the knowledge
and/or intent of the customer, past payment history and other circumstances that deserve
considerations.
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FINAL ACCOUNT CREDIT BALANCES
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If the Customer of Record has a final account credit balance and has any outstanding debt owed to
KEYS, the credit balance will first be applied to any outstanding balance owed and the remaining
balance will be refunded to the Customer of Record. If the Customer of Record has a final account
credit balance of $10.00 or less and an active account, the credit balance will be transferred to the
active account and KEYS will not issue a refund check unless requested by the Customer of Record.
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BUDGET BILLING
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A budget billing program has been established for residential customers. Residential customers
who wish to participate in the budget billing program must complete the “Budget Billing
Agreement.” A Copy may be obtained in person or by visiting our website at KeysEnergy.com.
Enrollment in the program is subject to KEYS approval.
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ELECTRONIC DEBIT
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An electronic debit program has been established to allow customers to pay electric bills by
authorizing KEYS to debit bank accounts or credit/debit cards for the amount of the bill due.
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Customers who wish to participate in the electronic debit program must agree to the terms and
conditions of KEYS regarding electronic debit for bill payment and must complete the “Electronic
Debit Program Authorization” form. A Copy may be obtained in person or by visiting our website
at KeysEnergy.com. Enrollment in the program is subject to KEYS approval.
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Not at 0.25"

SENIOR CITIZEN'S/DISABLED AMERICAN VETERAN'S DISCOUNT
Upon proper application, residential customers who are a permanent resident of the geographical
service area and are 62 years of age or older, or who are totally and permanently 100% disabled
American veterans, may be eligible for a discount for service provided under the rate schedule for
Residential Service. The household gross income for qualified applicants may not exceed the
maximum annual social security retirement benefit for senior citizens or the maximum annual
dollar benefit based on the United States Department of Veteran’s Affairs for disabled American
veterans. The service address must either be the Ccustomer of Record’s homesteaded property or
full time residence if a rental property. KEYS will require verification that the service address
agrees with the address on the Ccustomer of Record’s government issued photo identification. The
customer’s monthly average consumption cannot exceed 2,000 kilowatts hours based on the
previous 12twelve month history. All applicants are required to re-qualify from January 1st through,
and no later than, March 31st of each year. To receive the discount, it is necessary to complete the
“Senior Citizen’s and Disabled American Veteran’s Discount Application” and sign an affidavit
attesting to their household income and legal residence. Copies of this agreement may be obtained
in person or by visiting our website at KeysEnergy.com.
TAXES
Customers shall be liable for taxes whether or not taxes were collected by KEYS at the instance of
sale and will be subject to sales and use taxes, interest, and penalties by the Florida Department of
Revenue, and that when any person shall fraudulently, for the purpose of evading tax, issue to a
vendor or to any agent of the state a certificate or statement in writing in which such person claims
exemption from sales tax, such person, in addition to being liable for payment of the tax plus a
mandatory penalty of 200 percent of the tax, shall be liable for fine and punishment, as provided
by law, for conviction of a misdemeanor of the second degree, as provided in s. 775.082, s. 775.083
or s. 775.085, F.S.
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GENERAL POLICIES
CUSTOMER METHOD OF CONTACT
Once service is requested by a customer of KEYS, all utility customers regardless if they are a
primary, secondary or beneficiary of service, will be consenting to and authorizing KEYS, its
Authorized Agents and assignees, for the purpose of servicing their account or to collect any
amounts owed, to be contacted by telephone, text message, email or via the internet at any telephone
number, email address or website associated with their account, whether obtained from the account
holder or from third parties, including wireless telephone numbers which could result in charges to
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them. Methods of contact may include using pre-recorded/artificial voice messages, use of an
automatic dialing device, text messages, emails, and communications via internet sites and/or social
and business networking websites, as applicable.
CALL RECORDING
KEYS may record all inbound and outbound calls.
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MEDICALLY ESSENTIAL SERVICE
KEYS offers medically essential service customers that are certified in accordance with this policy with
notice of scheduled power interruptions, to allow customers time to secure back-up power for medically
essential equipment.
A medically essential service customer is a residential customer whose electric service is medically
essential and who has been certified as a medically essential service customer by a physician licensed to
practice in the State of Florida.
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The term “medically essential” means the medical dependence on electric-powered equipment that must
be operated continuously, or as circumstances require, as specified by a physician to avoid the loss of life
or immediate hospitalization of the customer or another permanent resident at the residential service
address.
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In order to qualify for the program, the customer must complete a certification form. The customer will
need to complete Part A and have a licensed physician complete Part B. A copy of the certification form
may be obtained in person or from our website at KeysEnergy.com. The completed certification form
must be submitted to KEYS’ Safety and Risk Coordinator at 1001 James Street, Key West, FL or mailed
to:
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Keys Energy Services
Medically Essential Service
Attention: Safety and Risk Coordinator
P.O. Box 6100
Key West, FL 33041
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Medically essential service must be recertified once every 12 months. KEYS will send the certified
customer, by regular mail, a recertification form, at least 30 days prior to the expiration of the customer’s
certification. The recertification form must be completed and received within 30 days after the expiration
of customer’s existing certification. If the recertification form is not received within the 30-day period,
KEYS may terminate the customer’s certification.
False certification of medially essential service by a physician is a violation of section 458.331 (1) or
459.015(1)I, Florida Statues, and as such is grounds for disciplinary action by the Board of Medicine or
Osteopathic Medicine.
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KEYS may interrupt electrical service to a residence whenever an emergency may threaten the health or
safety of a person, the surrounding area, or KEYS’ distribution system. KEYS shall act promptly to
restore service as soon as possible.
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KEYS shall attempt to contact certified customers by telephone no later than 24 hours prior to any
scheduled disconnection of service for non-payment of bills in order to provide notice of the scheduled
disconnection. If KEYS does not have a telephone number listed on the account, or if the customer or
other adult resident of the premises cannot be reached by telephone, KEYS shall send a representative to
the customer’s residence to attempt to contact the customer, no later than 4:00 p.m. of the day before
disconnection. If contact is not made, however, KEYS may leave written notification at the residence
advising the customer of the scheduled disconnection date. Thereafter, KEYS may disconnect service on
the specified date.
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KEYS may provide a one-time 14-day extension of time beyond the date service would normally be
scheduled for disconnection in order to pay past due bills before scheduled service disconnection. After
the expiration of such 14-day grace period, customer’s service shall be subject to disconnection pursuant
to this policy. Penalty charges will apply as outlined in the Miscellaneous Fees Tariff.
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Each customer who requires medically essential service is solely responsible for any backup equipment or
power supply and a planned course of action in the event of a power outage or interruption in service.
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In administering medically essential service, KEYS cannot provide notice of power failures due to natural
causes or unforeseen system problems. Furthermore, KEYS does not assume, and expressly disclaims,
any obligation or duty to monitor the health or condition of the person requiring medically essential
service; to insure continuous service; to call, contact, or otherwise advise of service interruptions, or take
any other action (or to refrain from any action) that differs from its normal operations.
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Nothing in this policy shall impose any special duty upon KEYS or create any liability not previously
existing. The policy shall not create any private right of action.
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ACCESS TO KEYS FACILITIES LOCATED ON CUSTOMER'S PROPERTY
Any authorized agent of KEYS is hereby given access, at all times, to the meter center, or other
apparatus owned by KEYS, upon the premises or within the house of the property holders for the
purpose of installing, reading, examining, repairing, or replacing the meter or other apparatus
owned or operated by KEYS. Such performances shall not be liable for trespassing. KEYS has
been and is hereby granted easements or right-of-ways to access its facilities on any private
property. The property owner shall not restrict the access to KEYS equipment, and agrees to
provide safe access to the equipment at all times. If access is restricted or not granted, the electrical
service may be interrupted until such access is granted. A service fee may apply as set forth under
the Miscellaneous Fees Tariff.
OVERHEAD SERVICE DROP AND UNDERGROUND HIGH VOLTAGE EASEMENTS
The application for electric service or receipt of service, grants, therewith to KEYS an easement on
any of the applicants property for electric lines, wires, conduits, meters, poles and other equipment
of KEYS necessary to render service to the customer. The customer shall not make grade changes
or build permanent or portable structures (e.g. buildings, sheds, decks, swimming pools, patios,
patio covers, antennas, etc.) under, over or within 10 feet measured horizontally on both sides of
low voltage overhead or underground high voltage without prior written approval of KEYS.
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CUSTOMER OWNED POLES
Customers who elect to install privately owned poles on their property must meet the following
requirements: When the electrical service line crosses private property with vehicle access the
pole must be maintained so as to have 20 feet of height clearance above grade. If the electrical
service line crosses a public access road a 25 foot minimum height clearance above grade must be
maintained.
Customers must inspect and maintain utility poles that are customer-owned. KEYS may
periodically test customer-owned poles and the owner and/or customer agrees to replace any pole
on their property at their expense when notified by KEYS of any hazardous condition immediately
upon notification. Failure to do so will result in the owner and/or customer becoming liable for
damages to KEYS equipment and the service will be subject to immediate disconnection until the
hazardous condition is remedied. KEYS does not maintain customer-owned poles.
CHANGES IN CUSTOMER'S POWER REQUIREMENTS
In order to provide an adequate power supply, KEYS will, at the time of initial installation, establish
the customer's power requirements. KEYS will then make sure its transformer equipment is
properly sized to provide adequate power.
When the customer adds new equipment that may change their power requirements, it is the
customer's responsibility to advise KEYS so they can adjust their equipment to provide the
increased requirements. KEYS will not be liable for damages to any customer's equipment due to
poor quality or voltage problems resulting from customer additions of electrical equipment and the
customer's failure to inform KEYS in writing prior to the at the time of installation of the
equipment.
DISCONTINUANCE OF SERVICE BY KEYS
KEYS reserves the right to discontinue electric service when such electric service would be
detrimental or dangerous to the customer or customers of KEYS, also for repairs or maintenance
of utility equipment and emergencies of load distribution. Violation of any of KEYS’ policies, or
failure to pay charges or fees when due, or when requested by the City or County Electrical
Inspectors in writing, will cause discontinuance of service by KEYS after adequate notice to the
customer.
KEYS reserves the right to disconnect electric service for alterations, extensions, and repairs, and
to restrict the supply of electric energy whenever it may be found necessary, and KEYS shall not
be liable under any circumstances for a deficiency or failure in the supply of electrical energy,
whether occasioned by disconnecting it to make repairs, or for any cause whatsoever.
VOLTAGE AVAILABILITY

PHASES WIRE
1
3

3
4

NOMINAL
VOLTAGE
120/240
120/208 wye
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3
3

4
4

277/480 wye
120/240 delta*

*120/240 3-phase is not a preferred voltage and is not offered for new construction requiring new
transformers. 120/240 3-phase may be required by KEYS if existing transformers at the site are
this voltage.
CONTINUITY OF SERVICE
KEYS will use reasonable diligence at all times to provide continuous service at the agreed nominal
voltage, and having used reasonable diligence shall not be liable to the customer for complete or
partial failure or interruption of service or for fluctuations in voltage resulting from causes beyond
its control, or through the ordinary negligence of its employees, servants, or agents. KEYS shall
not be liable for an act or omission caused directly or indirectly by strikes, labor troubles, accidents,
litigations, shut-downs for repairs or adjustments, interference by federal, state, or municipal
governments, acts of God, or other causes beyond its control, nor any damages claimed to have
arisen as a result in any manner whatsoever.
The customer shall provide and maintain suitable protection devices on any and all equipment to
prevent any loss, injury or damage that might result from single-phasing conditions or any other
fluctuation or irregularity in the supply of energy.
INDEMNITY
The Customer shall indemnify, hold harmless and defend KEYS from and against any and all
liability, proceedings, suits, costs or expense for loss, damage or injury to persons or property, in
any manner directly or indirectly connected with, or growing out of the transmission and use of
electricity on the Customer’s side of the point of connection.
INDEMNITY TO KEYS - GOVERNMENTAL
Notwithstanding anything to the contrary in KEYS Customer Service Policy Manual, any obligation of
indemnification therein required of a customer or applicant that is a governmental entity of the State of
Florida or political subdivision thereof (“governmental entity”) shall be read to include the condition “to
the extent permitted by applicable law.”
ATTORNEYS’ FEES
In the event that litigation is required, if judgement is rendered in favor of KEYS, the Customer
shall be liable to pay reasonable attorneys’ fees, as well as all court costs incurred by KEYS arising
from the suit.
KEYS PROPERTY
Only KEYS personnel are authorized to access KEYS wiring, meters, and apparatus. Only
authorized personnel can remove a seal from KEYS equipment and meters.

AREA LIGHTING
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KEYS no longer offers Residential or Commercial Area Lighting on private property. Upon
termination of the electrical service account, all existing Area Lighting will be removed from the
customer’s premises, as this service is no longer offered. Customers with existing area lights agree
to maintain accessibility for KEYS work crews for the area light pole and light for maintenance
purposes. Customers are responsible to notify KEYS of any area light that is not operating
correctly. KEYS will be held harmless for any incidents which may result from any area light
which may not be operating correctly. KEYS reserves the right to alter or remove any light that
has been rendered inaccessible or a nuisance. KEYS is phasing out mercury vapor lighting in order
to protect the environment and promote energy efficiency lighting. KEYS has the right to remove
any existing mercury vapor lighting and replace with Light Emitting Diode (LED) lighting without
approval from the customer. The monthly billings will be adjusted automatically based on the new
fixture type installed as outlined in KEYS’ Electric Services Rate Tariffs. If the customer objects
to these changes KEYS will terminate the existing area lighting contract and remove the lighting.

MOTOR PROTECTION
The customer should provide protection against the loss of one or more phases on all three-phase
equipment. KEYS cannot be held liable for damage to three-phase equipment due to the loss of
one or more phases.
SERVICE ENTRANCE
KEYS reserves the right to determine where more than one service is necessary, due to the area
involved or capacity requirement. Unless otherwise approved, KEYS will allow one sService
dDrop per customer location. All customers should take measures to ensure that annual inspections
and maintenance is provided for all electrical equipment, circuit panels, meter centers, and circuits
on an annual basis. Special attention should be given to prevent the intrusion of water into
conductors and disconnect panels. KEYS does not own or maintain underground secondary
services. The delineation point of a customer’s ownership of the secondary underground service is
at the attachment point (connection point of the transformer). The customer or his designated
licensed electrical contractor must ensure that all secondary underground service lines are properly
marked with a permanent identification indicating what the service conductors are providing power
to. In the event appropriate labeling is not in place, KEYS reserves the right to charge the customer
additional service fees as set forth under the Miscellaneous Fees Tariff if KEYS crews have to
make multiple trips to the site.
TREES IN POWER LINES
It is the responsibility of any customer requesting power to provide KEYS with a clear path in
which a service drop, power line or pole is to be installed. It is the continuing responsibility of the
customer to maintain the clear path once the electric facilities are installed.
The cCustomer should not allow trees, vines, shrubs and objects to interfere with KEYS overhead
conductors, service wires, poles and meters. It is the responsibility of the customer to maintain a
clearance of six feet. Under no circumstances should the customer or unauthorized personnel
attempt to remove trees, vines or shrubs that are in the vicinity of overhead lines, but should request
KEYS to do so.

27

The cCustomer hereby grants an easement and a license to KEYS through and across the premises
for which electric service is being supplied for the purpose of constructing and maintaining the
necessary electric lines, equipment and appurtenances to furnish the service required on said
premises to the extent that it is necessary and convenient for KEYS to enter upon said premises for
said purposes. Said easement and license shall grant to KEYS the right to trim trees, shrubbery and
structures which, in the opinion of KEYS, may pose a potential hazard, or may interfere with
KEYS’ electric lines or may in any manner interfere with electrical service or reliability or delivery
of electrical service which would result in the loss of power and deprive the community at large
from receiving power. Said grant of permission, license and easement shall include all electric
facilities of KEYS that are already in place for service to the premises and/or adjacent premises at
the time that Applicant applies for service from KEYS or acquires title to the premises to be served.
Customer acknowledges that KEYS has a vegetation management program to “ensure” system
reliability. KEYS will seek customers’ permission to trim trees outside the right-of-way and on
private property and in some cases to remove trees, shrubbery and structures when tree trimming
cannot truly ensure that branches will never intersect power lines. KEYS reserves the right to
charge customer all associated costs of tree trimming or tree, shrubbery or structure removal.
Customer shall not withhold permission when such requests are reasonable and alternative
solutions have been explored but ruled out.
KEYS urges all customers to consider planting the right tree in the right place - visit our website at
KeysEnergy.com for helpful guidelines.
OBSTRUCTIONS
No signs, posters, or advertisements are to be placed on or attached to any electrical pole.
CO-GENERATION AND SMALL POWER PRODUCTION
Non Renewable Generating Facilities:
KEYS has adopted rules of compliance with the Federal Energy Regulatory Commission, rules and
regulations regarding Co-generation and Small Power Production. This information may be
obtained, upon request, from the Customer Services Department.
NET METERING OF RENEWABLE GENERATING SYSTEMS
Renewable Generating Systems:
Interconnection of renewable generating systems (RGSs) is permitted on a first come, first served
basis until the time that the total generating capacity of interconnected RGSs, equals or exceeds
2.5% of the KEYS aggregate customer peak demand.
To Interconnect an RGS, the following conditions must be met:
1. Retail service from KEYS must be provided under an otherwise applicable rate schedule
at the premises on which the RGS is to be located.
2. The RGS must have a generating capacity that does not exceed 2 Megawatts, located on
the net metering Customer’s premises and be primarily intended to offset part or all of net
metering Customer’s own electric requirements.
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3. The RGS Owner must provide KEYS with an executed Standard Interconnection
Agreement for Renewable Generation Systems, and be in compliance with the terms,
conditions and interconnection standards therein, including without limitation, the
payment of any fees and
4. The RGS Owner must provide KEYS with an executed Tri-Party Net Metering Power
Purchase Agreement among KEYS, FMPA and the RGS Owner for the purchase of the
energy output from the RGS.
Excess Renewable Energy Credits
Each billing cycle, the net metering Customer shall be credited for the total amount of excess
electricity generated by the RGS that is delivered to KEYS electric system during the previous
billing cycle. The credit shall be determined in accordance with the schedule NM1 tariff.

RGS Owner/Customer Interconnection Provisions
In addition to the terms and conditions of this Policy Manual and the Standard Interconnection
Agreement for Renewable Generating Systems, the following terms and conditions shall apply:
Upon reasonable notice, or at any time without notice in the event of an emergency or hazardous
condition, net metering Customers shall provide Utility access to the premises on which a RGS is
located for any purpose in connection with the performance of the obligations required by the
Standard Interconnection Agreement or, if necessary, to meet Utility’s legal obligation to provide
service to its customers.
Net metering Customers may energize a RGS system when Utility’s system is de-energized. This
shall be done with extreme care and verification that the RGS system is operating safely per IEEE
1547, IEEE 1547.1, UL 1741 and NFPA 70 (latest published editions). Owner shall verify the
manual disconnect switch is in the open position and no “back feed” can occur on the Utility’s
system. The RGS customer shall only use the RGS to service its own load.
Utility, at its sole and absolute discretion, may isolate any RGS system from the distribution grid
by whatever means necessary, without prior notice to a net metering Customer. To the extent
practical, however, prior notice shall be given. The system will be reconnected as soon as practical
once the conditions causing the disconnection cease to exist. Utility shall have no obligation to
compensate the RGS Owner or net metering Customer for any loss of energy during any and all
periods when RGS is operating at reduced capacity or is disconnected from Utility’s electrical
distribution system. Typical conditions which may require the disconnection of a RGS system
include, but are not limited to, the following:
(i) Utility system emergencies, forced outages, uncontrollable forces or compliance with prudent
electric Utility practice.
(ii) When necessary to investigate, inspect, construct, install, maintain, repair, replace or remove
any Utility equipment, any part of Utility’s electrical distribution system or RGS system.
(iii) Hazardous conditions existing on Utility’s system due to the operation of a RGS system or
protective equipment as determined by Utility.
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(iv) Adverse electrical affects (such as power quality problems) on the electrical equipment of
Utility’s other electric consumers caused by a RGS system as determined by Utility.
(v) When a RGS owner or net metering customer is in breach of any of its obligations under the
Interconnection Agreement or any other applicable policies and procedures of Utility.
(vi) When the net metering Customer fails to make any payments due to Utility by the due date
thereof.
No customer may install and operate an RGS in parallel with KEYS electric system without
completing KEYS’ net metering requirements as outlined above. This process is required in order
to ensure the safety of KEYS’ employees and electrical system from any RGS backfeed. If KEYS
discovers an RGS is operating in parallel with KEYS electrical system and the RGS Owner has not
completed the net metering interconnection process and did not receive approval for
interconnection the electrical service may be disconnected at KEYS’ discretion.
FAULTY CUSTOMER EQUIPMENT
KEYS shall not be liable for any billing adjustment due to faulty or defective equipment in
operation on the customer's premises where it has been determined that the cause was not directly
the responsibility of KEYS.
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If any clause or portion of this manual is held to be illegal and of no effect, it shall not in any way
affect or impair the remainder of this manual.
The Board reserves the right to change the rules and regulations and the rates for use of electric
service from time to time, provided however, such changes shall be effected by the Board at a
public meeting, and such changes shall be published forthwith thereafter in a newspaper of general
circulation once a week for four (4) weeks.
This Customer Service Policy has been approved and adopted by the UTILITY BOARD OF THE
CITY OF KEY WEST, FLORIDA, this 25th day of DecemberOctober 20187.

Peter Batty, Sr., Chairperson
Utility Board of the
City of Key West, Florida

Lynne E. Tejeda
General Manager/CEO - Secretary
Utility Board of the
City of Key West, Florida
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UTILITY BOARD OF THE CITY OF KEY WEST
CUSTOMER SERVICE POLICY MANUAL
INTRODUCTION
The purpose and objective of these policies is to provide a description of various elements which
must be considered in establishing the Customer Service Policy for Keys Energy Services,
hereinafter referred to as KEYS (Utility Board of the City of Key West, Florida).
The Customer Service Policy formalizes the relationship between the customer and Keys Energy
Services (KEYS) and must be clearly defined in order to avoid misunderstandings between the
customer and the utility.
The Customer Service Policy is developed with the interest of the customer first and foremost. It
is KEYS’ policy to avoid unnecessary restrictions on the customer, and to foster good customer
relations.
In any case not specifically covered, or if questions arise as to application of these policies, please
contact KEYS’ Customer Services Department prior to design and construction.

DEFINITIONS
AMPERE: Unit of electrical current. A measure of the rate of flow of electrical charge.
BOARD: The word "Board" appearing herein means the "Utility Board of the City of Key West,
Florida."
KEYS: Utility Board of the City of Key West, Florida d/b/a Keys Energy Services.
CONNECTED LOAD: The sum of the watt ratings of all electrical apparatus comprising the
consumer’s facility.
CUSTOMER OR CONSUMER: "Customer," or "Consumer," as used herein, means party,
person, firm, corporations, or associations using electricity in any premise supplied by KEYS.
CUSTOMER OF RECORD: “Customer of Record” as used herein, means customer, consumer,
party, firm, corporation(s) or association(s), who is KEYS authorized account holder and legally
responsible party.
DEMAND: The electrical load at the terminals of an installation or system averaged over a
specified period of time. Demand is usually expressed in kilowatts.
ENERGY: Units of electric energy consumed, expressed in kilowatt-hours (an average onekilowatt demand imposed for one hour).
KILOWATT (kW): One-thousand (1,000) watts.
KILOWATT-HOUR (kWh): Unit of electrical energy. The use of an average of one kilowatt
for one hour.
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LOAD: 1)
2)

The customer's equipment requiring electrical power.
The quantity of electric power required by the customer’s equipment, usually
expressed in kilowatts.

OWNER: The word "owner," appearing herein, means the person, firm, corporation, association,
occupant, or tenant having an interest, whether legal or equitable, sole or only partial, in any
premises which is, or is about to be supplied with electric service by KEYS and the word "owner"
means all interested parties.
POWER: Rate of doing work. Unit of electrical power is the watt.
POWER FACTOR: The ratio of real power (kW) to apparent power (kVa). KEYS requires a
minimum power factor rating of 90% as registered by the meter at the time of peak demand.
POINT OF CONNECTION: The point where the customer's wires or equipment connect with
those of KEYS. This point is to be determined by KEYS. The physical point at which KEYS’
responsibility ends.
SERVICE: The supply of electric energy to the customer. The wire connections between KEYS’
lines and the customer's wiring is a service connection, and is sometimes called "a service."
SECONDARY SERVICE: Service supplied to the customer's equipment at voltages less than
600 volts.
SERVICE DROP: The overhead or underground service conductors between a KEYS’ pole or
facility and the point of connection to the customer's property.
SERVICE LOCATION: The specific physical location where the point of connection is located.
This location is designated by KEYS.
VOLTS, VOLTAGE: Unit of electrical potential.
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HOURS OF OPERATION
Keys Energy Service’s office hours are as follows:
(Subject to change without notification)
Monday
Tuesday
Wednesday
Thursday
Friday

8:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.
9:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.
8:00 a.m. - 5:00 p.m.

Please note -- on Wednesday, Keys Energy Services offices do not open until 9:00 a.m.
REQUEST FOR SERVICE: CONNECTION OR DISCONNECTION AT METER
For same day service:
From Sunshine Key to Ramrod Key -- sign up for service before 1:30 p.m.
From Summerland Key to Sugarloaf Key -- sign up for service before 2:30 p.m.
From Bay Point to Rockland Key -- sign up for service before 3:30 p.m.
From Key Haven to Key West -- sign up for service before 4:30 p.m.
All other connections/disconnections will be completed on the next business day.
Service Building Address:

1001 James Street
Key West, FL 33040
305-295-1000
(Entrance to parking is on Grinnell Street)

Bill Pay Address:

P.O. Box 6048
Key West, FL 33041
(Subject to change without notification)

All Other
Correspondence Address:

Website Address:

P.O. Box 6100
Key West, FL 33041
KeysEnergy.com

USE OF SERVICE
SERVICE
Service includes all power and energy required by the customer by service agreements. Thus the
maintenance by KEYS of approximately the agreed voltages, frequency, and capacity at the point
of connection shall constitute the rendering of service, whether or not actually used by the customer.
All facilities, equipment, maintenance, and responsibilities past the point of connection are the
responsibility of the customer, with the exception of those customers entering into a specific
contract with KEYS that provides otherwise.
The Customer shall not alter his facilities in such a way as to cause the customer or KEYS facilities
not to be in compliance with all applicable electrical codes and KEYS policies. Such conflicts, if
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not corrected within a reasonable time, will constitute cause for termination of service to such
customer until conflicts are corrected. The most common conflicts are:
1.

Enclosing the meter in such manner as to make it difficult for KEYS’ employees’ to
have easy access to the meter, for the purpose of repair, replacement, inspections and
reading.

2.

Building swimming pools under or near service drops.

3.

Adding to a building in such a way as to cause the service drop to cross over or under a roof.

4. Receiving power from a non-accessible facility (See pg. 17 Non-Accessible Facilities).
KEYS’ transmission and distribution facilities are subject to Public Service Commission (PSC)
jurisdiction. The Florida Public Service Commission (FPSC) uses the National Electrical Safety
Code (ANSI C-2) as its standards. KEYS shall also follow the standards of the latest version of
the National Electrical Safety Code (NESC), as adopted by the FPSC. In some cases, service drops
must also comply with National Electric Code (NEC) as adopted by the local City and County
Government. All new and/or modified facilities, including meter centers and service drops, must
comply with these standards. KEYS must review and approve any modifications or new facilities
before construction. It shall be the customer's responsibility to locate/re-locate meter centers to
conform with NESC standards. If you have any questions concerning NESC or PSC requirements,
please contact our Customer Services Department. If you have any questions relating to the NEC,
please contact the City or County Building Department. Commercial customers are reminded that
annual inspections of the electrical facilities and maintenance are required by NEC-NFPA 70B if
any electrical issues are identified.
BILLING RATE SCHEDULES
KEYS will classify service for purposes of identifying the appropriate rate application that best
describes the customer’s electric service requirements, see KEYS’ Electric Services Rate Tariffs
for rate schedule descriptions.
The customer shall be billed based on the applicable rate schedule, including any billing
adjustments that may apply, and the terms and conditions of service established by the Board.

AVAILABILITY OF SERVICE
Upon proper application, including payment of any applicable charges, KEYS will supply electric service
to any customer within the City of Key West and Lower Keys up to the north easternmost end of the
Seven Mile Bridge, subject to the following conditions:
COASTAL BARRIER RESOURCE ACT
Any request to extend electrical services that fall within a location designated as a Coastal Barrier
Resource Act (CBRA) location, will require an additional deposit. Said deposit will be set on a
case by case basis. This requirement of a funded escrow account by the owner/developer requesting
a line extension is necessary because under a CBRA designation federal funding for repairs after a
hurricane or other natural disasters may not be available.
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OVERHEAD LINE EXTENSION
Should an extension of KEYS’ overhead line facilities be required to supply energy to an owner’s
service, the owner will be required to enter into a “Standard Electric Extension Agreement” and
pay the applicable Line Extension Charge. The applicable Line Extension Charge is set forth on
the Miscellaneous Fees Tariff. If such “line extension” request is non-standard for example, over
water, under water or in a Coastal Barrier Resource Act (CBRA) area as designated by the federal
government, the standard line extension agreement does not cover the unique circumstances of
these projects and will be subject to KEYS approval and may require a non-standard agreement.
KEYS shall impose and collect a Line Extension Charge from any owner subsequently requesting
service from the line extension covered by the agreement. The Line Extension Charge shall be
applied proportionally to the properties based on the number of services that could be fed by the
subject line extension. KEYS shall reimburse the owner of the property covered by the particular
Standard Electric Extension Agreement; eighty-five percent (85%) of amounts collected from the
Line Extension Charge imposed on any owner subsequently receiving service from said line
extension. Fifteen percent (15%) shall be maintained by KEYS to cover administrative costs;
provided that the total refunds do not exceed the amount paid by the owner to KEYS. No refunds
will be made to an owner who is in default in the payment of any bill, or bills, for service furnished
to the owner by KEYS. The provisions of the Line Extension Agreement associated with future
customers receiving power from the agreement shall terminate ten (10) years from the effective
date of the line extension agreement (or as otherwise designated in the existing line extension
agreements). Should environmental permitting be necessary, KEYS shall be responsible for
securing the permits; however, all costs associated with permitting shall be the responsibility of the
owner. All litigation and mitigation shall be the sole responsibility of the owner. The
owner/developer shall also be responsible for the cost to upgrade the existing nearby electrical
infrastructure to accommodate additional load for large developments. KEYS reserves the right to
review and study the load impacts. If KEYS determines in its sole discretion that the additional
load requires the Utility to upgrade the existing distribution system, the owner/developer will be
responsible for the upgrade cost in addition to the typical line extension charges.
UNDERGROUND SERVICE (SECONDARY)
KEYS does not install any underground secondary service. The customer does have the option to
install an underground service to their property. Should the underground secondary require a
service riser installed on a KEYS pole, it must be pre-approved by KEYS and subject to a final
inspection. The installation of meter centers and breaker panels on KEYS’ poles is strictly
prohibited. It is the customer's responsibility to supply all the material and labor for this
installation, to maintain this service after its installation, and to comply with all federal, state, local
government, and utility codes. Any relocation of customer owned secondary underground services
is the responsibility of the customer. All underground service locations shall be labeled with a
permanent identification indicating which service conductors provide power to what service
location (address). In the event appropriate labeling is not in place, KEYS reserves the right to
charge the customer additional service fees as set forth under the Miscellaneous Fees Tariff, if
KEYS crews have to make multiple trips to the site. It is expressly understood and agreed by the
customer that any service riser must be moved off of KEYS’ poles when requested by KEYS for
the purpose of pole replacements or upgrades. All requests to remove risers from KEYS’ poles
must be completed in a timely manner as determined by KEYS. Failure to remove the service riser
will result in an interruption of the electrical service until the riser has been relocated to the new
pole location. All costs for the transfer of electrical service risers are to be at the customer’s
expense.
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PRIMARY UNDERGROUND LINE EXTENSION
Upon request by an owner/developer and pursuant to the terms and conditions that are established
by KEYS, the owner/developer may request KEYS to install primary underground distribution
facilities. The owner/developer will be required to enter a “Standard Primary Underground
Extension Agreement” and pay the applicable Line Extension Charge. The established charges are
for typical underground line extensions and are set forth under the Miscellaneous Fees Tariff. If
such “line extension” request is non-standard, for example, over water, under water or in a Coastal
Barrier Resource Act (CBRA) area as designated by the federal government, the standard line
extension agreement does not cover the unique circumstances of these projects and will be subject
to KEYS approval and may require a non-standard agreement. The owner/developer shall be
required to pay for any atypical or extraordinary costs associated with the request for a Primary
Underground Line Extension. KEYS reserves the right to determine the circumstances that are
atypical or extraordinary, which may include but are not limited to permitting requirements of
KEYS, larger cable size, capacitor bank switches or electrical equipment regulators. The
owner/developer shall also be responsible for the cost to upgrade the existing nearby electrical
infrastructure to accommodate additional load for large developments. KEYS reserves the right to
review and study the load impacts. If KEYS determines in its sole discretion the additional load
requires the Utility to upgrade the existing distribution system, the owner/developer will be
responsible for the upgrade cost in addition to the typical line extension charges.
AFFORDABLE HOUSING DISCOUNT POLICY
KEYS will participate in joint-funding for installation of underground primary high-voltage
distribution services for Affordable Housing to the extent such Affordable Housing status is
verified with the City of Key West and/or Monroe County. To obtain this joint-funding, the
owner/developer must obtain all appropriate State and Local permits, certifications and approvals
(e.g. City and/or Monroe County Recorded Deed Restriction). This discount is only applicable to
new services that will be served under schedule R (Residential Service) and does not apply to any
part of mixed-use developments that will have any portion of its electric service provided under
any other schedule. The owner/developer will be responsible for costs associated with trenching
and foundations for the transformers. KEYS will be responsible for the cost associated with the
high-voltage cable, cable terminations, riser poles and any associated hardware. The above
discounts shall only apply to projects that have three (3) or fewer padmounted transformers and
less than 300 feet in overall high voltage cable length.
TRANSFORMER VAULTS AND PADMOUNT TRANSFORMERS
KEYS will periodically inspect all existing transformer vaults containing KEYS owned
transformers and the owner and/or customer is expected to initiate repairs immediately upon
notification. Failure to do so will result in the owner and/or customer becoming liable for damages
to KEYS equipment in the vault caused by vault condition and the service will be subject to
immediate disconnection. All transformer vaults and enclosures will be replaced with padmounted
transformers at the discretion of KEYS or when mechanically necessary. The cost to relocate the
customer’s secondaries shall be at the customer’s expense. For existing transformer vaults
containing customer-owned transformers the property owner and/or customer is required to inspect
and maintain their facilities in accordance with the NEC and local building codes.
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THREE-PHASE SERVICE
Line construction for the distribution of three-phase services will not be provided for equipment of
less than 20 kW, nor if the total aggregate rating of a group of three-phase equipment is less than
20 kW.
KEYS has standardized the installation of three-phase service. Three-phase services must be run
A, B, C, in clockwise-phase rotation, with the high leg on the right, facing the meter can. Contact
KEYS’ Engineering Department for more specific details.
KEYS will require a gradual starting arrangement for three-phase motors; 75 horsepower or larger.
NON-STANDARD LOAD
All new electrical services that can possibly affect KEYS’ transmission/distribution system or its
customers are subject to a thorough technical evaluation by KEYS. KEYS may consider this to be
a non-standard load. All costs associated with any technical impact studies as part of the
“interconnection review process” are to be paid in advance by the customer. KEYS reserves the
right to charge additional construction costs (e.g. transformers, switches, metering, etc.) for nonstandard load projects as designated by KEYS, for example, projects that have high demand (kW),
low Load Factor (LF) or are considering the utility as a backup power source.
TEMPORARY SERVICE
Temporary service refers to service required for a short-term duration, such as, exhibitions,
displays, bazaars, fairs, construction work, camps, etc. It will be supplied only when KEYS has
readily available capacity of line, transformers, generating, and other equipment for the service
required. Before supplying temporary service, KEYS shall require the customer to provide a
service deposit. KEYS may require the customer to bear the cost of installing and removing the
necessary service facilities.
A temporary service to be utilized only for construction purposes may be installed on a 4" x 4"
post, with the wire not less than sixteen (16) feet above ground-level at any given point. The post
shall be secured in the ground or braced and guyed so that it will support the service without
bending or leaning. The location of this service pole will be determined by KEYS. A copy of
KEYS approved drawing for construction of the temporary services is available upon request. All
temporary services will be installed away from the building that is under construction or being
renovated.
RIGHT-OF-WAY
The customer shall grant, or cause to be granted to KEYS, and without cost to KEYS, all rights,
easements, permits, and privileges, which, in the opinion of KEYS, are necessary for the rendering
and maintenance of service to the customer. This is to include the clearing of the right-of-way by
the customer for rendering of service.
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APPLICATION FOR SERVICE

APPLICATION FOR SERVICE
All customers applying for service must complete and sign a “Contract for Service” with KEYS.
The following information shall be obtained from the person applying for service: Applicant's
name, date of birth, a valid government issued photo identification, address (including street, house
number or apartment number, or the name of subdivision with lot and block number), and an
executed rent receipt/lease agreement or proof of ownership. Effective October 1, 2012, the Board
amended the “Contract for Service” with additional verbiage to allow two customers to establish
electrical services collectively, with both parties having full authorization to transact business as
they may determine necessary. This change in policy allows either customer to connect service,
disconnect or change any information necessary to conduct and maintain electrical services with
KEYS. By entering into this agreement to have this account in joint names, it is agreed that both
parties are responsible for payment and may request a disconnection of service without consent,
knowledge, acquiescence, or notice to the other party.
Any account that is established in a corporation’s name must be signed for by an officer of the
corporation, and a copy of the articles of incorporation must be furnished to KEYS. The documents
must list the corporate officer who is requesting electrical service. If the above is not available,
KEYS may accept a Corporate Statement on company letterhead (see required sample verbiage
online @ keysenergy.com/forms/corporate-verbiage-template.pdf) or in lieu of letterhead the
statement must be submitted with a business card attached for the representative requesting the
service. The statement must either be notarized or accompanied by a copy of valid government
issued photo identification.
If electrical service has been disconnected for more than one (1) year, KEYS will require a reinspection by the local government building official. Inspection shall state the electrical service can
be safely re-established to the service location.
Service is furnished to the customer upon acceptance of the customer’s Contract for Service by
KEYS. Applications are accepted by KEYS with the understanding that there is no obligation to
render service if not available, or other than the character of service then available at the point of
connection. A copy of the written contract, accepted by KEYS, with the applicant’s signature, will
be furnished to the applicant for their records and information. Copies of the Customer Service
Policy Manual are available in the office and online at Keysenergy.com.
The owner or tenant of the property must sign all applications for the introduction of electric service
into any premises, or for the extensions of a distribution line for the conveyance of such electric
service, on forms furnished by KEYS. All applications for electric service shall remain in effect
until the owner or tenant making the service deposit wishes the service to be discontinued. The
Customer of Record is responsible for advising KEYS of any change in ownership of property
and/or change in the parties responsible on the contract. Absent such notice from the Customer of
Record, the new party utilizing the service will be deemed to have adopted and agreed to be
responsible on such existing contract with KEYS provided, however, that such provisions shall not
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relieve the Customer of Record of responsibility for any charges incurred. Anyone signing for
service for someone else must bring a notarized letter of authorization.
All customers applying for residential service will be required to initial a “Residential Household
Affidavit” on the “Contract for Service” certifying that until the Customer of Record notifies
KEYS in writing, the electrical service provided to the customer’s account will be exempt from
Florida's Sales Tax for the following reasons: (1) The electric service provided to this account will
be used exclusively to service a residential household and the meter will not service any commercial
or business activities. Commercial or business activities include, but are not limited to, rental
operations that cater primarily to transient guests (hotel, motels and room rentals), the provisions
of day care facilities, and the performance of any activity that is not residential in nature. (2) The
electrical service provided to this account will be used exclusively to serve common areas of
residential housing complexes, and the meter will not serve any commercial or business activities
such as vending machines, coin operated laundry facilities, sewage/lift station equipment, or any
activity that is not residential in nature. (3) The electric service provided to this account will be
used exclusively to serve a residential model home. The meter will not serve any commercial
activity such as a sales or business office, or any activity that is not residential in nature. This
affidavit affirms the tax exemption for residential use of electrical service. The customer
understands that if such purchases of electricity do not qualify for the exemption indicated above
the customer will be subject to sales and use taxes, interest, and penalties by the Florida Department
of Revenue, and that when any person shall fraudulently, for the purpose of evading tax, issue to a
vendor or to any agent of the state a certificate or statement in writing in which such person claims
exemption from sales tax, such person, in addition to being liable for payment of the tax plus a
mandatory penalty of 200 percent of the tax, shall be liable for fine and punishment, as provided
by law, for conviction of a misdemeanor of the second degree, as provided in s. 775.082, s. 775.083
or s. 775.085, F.S.
Effective October 1, 2012, the Board approved an exemption to the policy for Realtor/Property
managers obtaining electrical services for foreclosures/bank owned properties. In addition to KEYS
normal process, Realtor/Property managers must submit the notarized Realtor/Property Manager
Affidavit (this can be located online at Keysenergy.com), provide a copy of the fully executed
Listing/Property Management Agreement and provide a copy of the Certificate of Title or Warranty
Deed.
Effective October 1, 2012, the Board approved an exemption to the policy to obtain electrical
services for condominium properties where by electrical services may be established by the
Condominium Manager for health/safety reasons for those condominium units that are in
foreclosure, and/or abandoned property within the Homeowners Association. The Condominium
Manager may establish electrical services by signing a “Condominium Association Affidavit”
which can be obtained either in person or by calling our office when requesting electrical services.
Effective August 26, 2015, the Board approved an exemption to the policy for residential property
owners or property managers reinstating electrical service in their name with prior service at the
same location. By request, KEYS will not require an updated signed contract for service, KEYS
will verbally verify the property owner/manager’s identification with their driver’s license or
equivalent. By requesting reinstatement of service, the Customer of Record acknowledges and
agrees that the original signed contract on file with KEYS will become effective as of the new
service date and furthermore, the Customer of Record agrees that the terms of the presently existing
Customer Service Policy Manual will supersede and control over any conflicting provision in the
original signed contract.
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PROCESS FOR OBTAINING NEW SERVICE
The following information must be provided to the Customer Services Department:
The type of account (residential, commercial, or industrial), type of service, single or three-phase
(delta or wye) and voltage, size of service (amps), size and type of conductors, type of equipment,
estimated loads, meter, and point of connection location (on drawing). For commercial accounts,
information must be provided by completing a Project Review Form. The form must contain the
name of the general and electrical contractors. In addition, a detailed site and electrical plan must
also be submitted.
The procedure for obtaining new electrical service installations or alterations to present service
installations are as follows:
A meter location form will first be completed with all the necessary information. The Engineering
Department has the right to review plans and will then provide a service location in approximately
five (5) working days.
The contractor or customer will pay the necessary service deposit, initial permanent service charge
(IPSC), impact fee and any other fees as outlined in KEYS’ Electric Services Rate Tariffs, and sign
a “Contract for Service”, which will include the type of account.
When the appropriate City or County Electrical Inspector has inspected and reported the inspection
to KEYS’ Control Center, the service will be scheduled for connection, no sooner than 24-hours
after notification.
In the event that KEYS finds an electrical problem, service will not be rendered until repairs are
made, and an approval is received by KEYS from either the City or County Electrical Inspector.
No deviation will be made from this procedure without permission from KEYS.
SERVICE LOCATIONS
All services and meters shall be placed in a location designated by KEYS, and in no case shall any
customer or other person change, alter, or interfere with said services and meters. Meters shall
remain accessible to KEYS, and therefore, shall not be enclosed by future additions by the owner.
Meter center(s) shall be installed at an elevation not more than six (6) feet above finish grade. This
will enable KEYS staff to safely install, inspect and maintain meters. When KEYS’ elevation
requirements conflict with city/county flood requirements, the customer shall install a flood proof
meter center enclosure pre-approved by KEYS and the city/county building department which will
allow the meter center to be installed not more than six (6) feet above finish grade. If KEYS or the
city/county building department determines the customer is unable to install the flood proof meter
center enclosure, the customer shall install a fixed permanent platform acceptable to KEYS. All
platform designs shall be submitted to KEYS for approval. All electrical installations, or changes
in electrical wiring or equipment, upon completion, must be inspected by the City or County
Electrical Inspector (except on city, county or federal property). Governmental agencies exempt
from city or county inspections must obtain a letter or complete a KEYS form, certifying that
whatever electrical work performed meets or exceeds the requirements of NEC and NESC
regulations. A letter must accompany the certification from a representative of the governmental
agency attesting knowledge of the certification. A KEYS representative will inspect all facilities
to ensure compliance prior to any connection of the electrical service and an inspection is reported
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to KEYS’ Control Center before rendering service. KEYS reserves the right to inspect any
installation or connection of customer's generators and equipment wiring. Only KEYS personnel
are authorized to have access to KEYS wiring, meters, and apparatus. Only authorized personnel
can remove a seal from KEYS equipment and meters.
TERMINATION OF SERVICE
The termination of residential service request may be submitted via email, online, by telephone, in
person, by fax or mail. Verification of identity will be required. It is the Customer of Record’s
responsibility to follow up any faxed, online, emailed or mailed request to ensure that the request
was received. KEYS will not be responsible for the adjustment of energy consumed if a request to
terminate service is not received by the business office. The Customer of Record whose name
appears on the contract is the only person who can terminate said service. Exceptions may be made
if certain documents, (e.g. Death Certificate, Power of Attorney, etc.) are provided by the
appropriate person or landlord. All requests for termination of service for commercial accounts
must be in a written manner signed by an authorized person; verification is required.
An existing service will be terminated and a final bill rendered to the “Customer of Record” when
a new customer presents to KEYS, an executed rent receipt/lease agreement, or proof of ownership
for the same service address.
PRIOR INDEBTEDNESS
KEYS may withhold service to any customer unless all prior indebtedness to KEYS at any location
has been satisfied. Should KEYS determine that someone living at the service location has an
outstanding debt due KEYS, this debt can be transferred to the current account and this account
will be subject to collections activities (Termination of Service), unless the outstanding debt is paid.
SERVICE DEPOSIT REQUIRED
KEYS will require a service deposit for all types of service connections, including temporary
service, in accordance with the deposit requirements set forth on the Miscellaneous Fees Tariff.
Residential or temporary residential service deposits for connect orders for customers with previous
service with accounts in good standing, as determined by KEYS, may be eligible for a deposit
waiver, in accordance with the deposit requirements set forth on the Miscellaneous Fees Tariff.
Should a Residential Customer’s account without a deposit become past due on two consecutive
occasions, a full deposit, in accordance with the deposit requirements set forth on the Miscellaneous
Fees Tariff, may be required.
a.

Residential Customers who sign up for the Electronic Debit Program (EDP) will
not be required to provide a deposit; however upon removal from the program for
any reason a full deposit will be required immediately.

The commercial service deposit for existing accounts, established on or before April 30, 1993, will
be equivalent to the monthly average of the previous twelve (12) months' billing, with a minimum
deposit equal to the amount specified in the Miscellaneous Fees Tariff. Any existing or new
commercial customer establishing a new account after April 30, 1993, shall provide a service
deposit equivalent to the monthly average of the previous (projected) twelve (12) months' billing x
2, with a minimum deposit equal to the amount specified in the Miscellaneous Fees Tariff.
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The Customer of Record hereby grants KEYS a security interest in the service deposit provided for
under this agreement to secure payment and performance of all the debts and obligations arising
from the provision of the Utility Board services to the customer in the ordinary course of business.
KEYS will keep possession of the deposit and will refund the deposit only after all bills charged
for services rendered have been paid by the Customer of Record. The Customer of Record’s deposit
will first be applied to any outstanding bills owed by the Customer of Record with the remaining
balance, if any, being refunded to the Customer of Record.
All service deposits shall earn simple interest. The rate of interest will be determined by KEYS.
Commercial accounts will be reviewed by Customer Service on an as needed basis. A review may
be performed periodically and requests may be made to customers for additional funds if it is
determined that the initial service deposit is insufficient.
Any existing commercial account having a history of payment causing extra collection efforts, may
be required to provide a service deposit equivalent to the monthly average of their previous
(projected) twelve (12) months' billing x 2, with a minimum deposit equal to the amount specified
in the Miscellaneous Fees Tariff.
As a special service to property owners or property managers of residential rental units, KEYS can
provide a fourteen (14) day service, for cleaning purposes, without a service deposit. A service fee
will be billed when the account is established (see Miscellaneous Fees Tariff).
No service deposit can be waived except by the General Manager/CEO or their designee.
TRANSFER OF RESIDENTIAL SERVICE DEPOSIT
A residential customer moving from one location to another may have his service deposit
transferred from the former address, provided bills incurred for service at the former address have
been paid. If the service deposit is less than the amount required to cover service at the new address,
the amount of the service deposit will be adjusted accordingly and payment of the additional deposit
amount will be required immediately. The Customer of Record is the only person who may request
a transfer of service deposit and must complete the appropriate forms. The service deposit can be
transferred from the Customer of Record to whomever he/she designates, by providing KEYS with
a notarized statement authorizing KEYS to do so. If the form is completed by both parties in the
presence of KEYS, the notary is not required. The customer accepting the transferred service
deposit must complete the appropriate forms and agree, in writing, to pay all outstanding charges
on the final bill from which the deposit is transferred.
REFUNDING OF SERVICE DEPOSIT
Upon the request for service termination, and payment of all bills charged against said service, the
service deposit shall be refunded. Service deposits will first be applied to any outstanding bill owed
by the Customer of Record, and the balance remaining will be refunded to the Customer of Record.
If the Customer of Record has a remaining account credit balance of $10.00 or less and an active
account, the credit balance will be transferred to the active account and KEYS will not issue a
refund check unless requested by the Customer of Record. Service deposits can only be refunded
to the Customer of Record. All refunds will be processed within 30 days. Residential service
deposits will be automatically refunded to the Customer of Record having an account for 24 months
with good payment history.
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MISCELLANEOUS FEES, PAYMENTS, METERING AND BILLING
MISCELLANEOUS FEES
KEYS has established miscellaneous fees relating to deposit requirements; service fees for
connection, disconnection, reconnection of service; returned checks; past due bills; meter
tampering; meter tests; line extensions (overhead and underground); initial permanent service
charges and impact fees. The applicable charges are set forth in Miscellaneous Fees Tariff. A copy
can be obtained from our website at KeysEnergy.com.
TEMPORARY DISCONNECT
Electric service can be temporarily turned off upon the Customer of Record’s request. The Service
Fee is applicable for the temporary disconnection and reconnection of service. The shutting off of
the electric service, at the request of the Customer of Record, shall not in any way impair the
"Contract for Service" existing between the Board and the Customer of Record.
DISCONNECTION DUE TO NON-PAYMENT/RETURNED PAYMENT
In the event that electrical service is disconnected for non-payment or due to a returned check/electronic
payment or credit card chargeback, reinstatement of service will be made only upon payment of all
indebtedness due to KEYS for electrical service. Applicable charges as set forth in the Miscellaneous
Fees Tariff will be assessed to the account and payment may be required prior to reinstatement of
electrical service.
Upon request for residential customers only, a one-time waiver can be made to reverse the at the
meter normal hours disconnection/reconnection charges. This waiver is only applicable for one
location regardless of how many accounts said customer has.
CHECK PAYMENTS
KEYS will only accept check payments which are drawn on banks of the United States and only in
United States funds.
RETURNED ITEMS
If a check or similar instrument is received by KEYS, the check or instrument will be processed
for payment as soon as possible. Should a check or similar instrument fail to clear the bank on
which it is drawn, for any reason, the service in question shall be subject to immediate
discontinuance. A returned payment charge will apply for the handling of the check or instrument
that has been returned from the institution on which it was drawn, regardless of the reason.
Returned payment charges are specified in the Miscellaneous Fees Tariff. Only a payment, in the
form of cash, cashier’s check, credit/debit card or money order will be accepted to cover the cost
of the returned check and the returned payment charge. Once the utility has received three (3)
returned items on any account, that account will be "flagged" and future payment must be paid in
cash, cashier's check, credit/debit card or money order for a period of one year.
Under no circumstance will a check be accepted by KEYS if the person presenting the check states
or implies that monies are not currently in the account sufficient to clear the check, nor will a postdated check be accepted as payment for any portion of an account owed the utility.
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CREDIT/DEBIT CARD PAYMENTS
Any credit/debit card chargeback to KEYS will be subject to a returned payment charge as specified
in the Miscellaneous Fees Tariff. Only a payment in the form of cash, cashier’s check or money
order will be accepted to cover the cost of the credit/debit card chargeback and returned payment
charge. The electrical service shall be subject to immediate discontinuance. All credit/debit card
payments are subject to a transaction fee.
METER READING
The customer's meter is read monthly, as near as possible on the same date of each meter reading
Cycle. KEYS may estimate the monthly meter reading if the meter is unable to be read due to
circumstances beyond KEYS control. The electric meter is located so that it can be read and
maintained with ease. Meters must be accessible at all times. The customer agrees to allow access
to meters for the purpose of reading, inspection and change out anytime KEYS deems necessary
without restriction.
NON-ACCESSIBLE FACILITIES
KEYS has undertaken a project to ensure compliance with Florida Public Service Commission
rules relating to storm hardening. As a result of this project, customers may be required to relocate
meter centers and risers that do not comply with new location requirements as directed by KEYS
at the customer’s expense unless customer is otherwise eligible for an easement rebate offered by
the Utility Board. The customer's meter center and riser may be allowed to remain in the existing
location until such time as an upgrade or any change in the customers electrical facilities are
required that necessitate disconnection of the service at the riser. Meter centers and service risers
may have to be moved from the back (rear) of the homes to the side or front of the property to be
serviced from new power lines. KEYS will be placing electric distribution facilities adjacent to a
public road and in front of the customer’s premises. The relocation of meter centers and risers must
be completed in a timely manner as determined by KEYS. Failure to relocate the meter center and
riser may result in an interruption of service until the meter center comes into compliance.
METER TAMPERING
No person shall in any way use, take, or divert electric energy, unless such persons has contracted
and made payments for the privilege. It is a violation of Florida Statute 812.14 to use or receive the
direct benefit from the use of electric utility service knowing, or under such circumstances, as
would induce a reasonable person to believe that such direct benefits have resulted from any
tampering, altering, or injury of any connection, wire, conduit, line, transformer, or other apparatus
or device owned, operated, or controlled by the Board, for the purpose of avoiding payment. Any
person using or receiving the direct benefit from the use of electric service as stated above, will be
subject to a meter tampering charge as outlined in the Miscellaneous Fees Tariff, in addition to an
adjustment of the electric bill. Back billing will be based on a reasonable estimate of the energy
used. City police or county sheriff’s deputies may be called in as needed. All meter tampering
cases will be referred to the State Attorney’s Office regardless of dollar amount or payment for
diverted power.
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METER ROOMS
Upon request, KEYS may allow the installation of meters in a separate meter room specified for
such purposes. KEYS must be provided access at all times to these installations, and be provided
with keys, should they be locked. KEYS will require a letter from the customer verifying that the
meter room will only be utilized as a meter room. The use of the meter rooms for storage purposes
will be prohibited. This requirement is to ensure the safety of KEYS’ meter service personnel.
Any storage of flammable materials is strictly prohibited. Meter rooms that are deemed as not
being safe must be brought into compliance. Failure to correct any safety violations may result in
a service interruption until the safety violation is corrected. KEYS may inspect meter rooms
periodically to ensure that these meter rooms are being maintained in a safe condition.
METERS
Meters will be furnished by KEYS upon proper application, and shall remain the property of KEYS.
If a meter is found to be out-of-order, or fails to register properly, the Customer of Record will be
charged pro-rata at the average rate of consumption as shown by the meter when in order. All
meters shall be set by KEYS, and shall not be removed or disturbed without permission of KEYS.
All electric energy that passes through the meter will be charged for. The owner shall properly
protect the meter from injury or from any other cause, and shall be liable for the loss or damage of
the meter from any cause whatsoever.
MULTIPLE OCCUPANCY BUILDING METER IDENTIFICATION
For any installation requiring more than one meter, the meter center(s) must be permanently marked
or identified as to the customers served. It is the sole responsibility of the owner, Agent, and/or the
tenant to ensure that the meter center identification is present at all times and that the meter center
identification is correct. Should the meter center identification be missing or incorrect causing an
error in billing, KEYS will have no responsibility in resolving the billing correction. As of February
1, 2017, for any new meter installations or electrical service upgrades to multiple occupancy
dwellings or commercial facilities, the unit identification markings shall be permanent and durable
non-ferrous metal or poly-plastic nameplates, riveted or permanently affixed using another method
pre-approved by KEYS to the meter base with engraved or stamped lettering. The use of peel and
stick labels, paint or marking pens to label is not acceptable. Meter center or socket covers are not
approved as an acceptable location for permanent identification. Proper labeling will be required
and inspected by KEYS prior to final service connection. Exceptions may be made for emergency
or unplanned service upgrades on a temporary basis if approved by KEYS in advance. Proper
labeling will be required as outlined above and must be installed within a reasonable timeframe
designated by KEYS in order to avoid being subject to disconnection. The property owner or their
Agent will provide KEYS in writing, the physical address as assigned by the appropriate
Governmental agency and the meter center identification specifying the units/apartments served by
the meter center before KEYS will install any meters. It is the sole responsibility of the owner,
Agent, and/or the tenant to ensure that the meter center identification is present at all times and that
the meter center identification is correct. Should the meter center identification be missing or
incorrect causing an error in billing, KEYS will have no responsibility in resolving the billing
correction.
PADMOUNT TRANSFORMERS SECONDARY SERVICES IDENTIFICATION
All secondary underground services will be marked with a permanent identification indicating what
the service conductors are providing power to. In the event appropriate labeling is not in place,
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KEYS reserves the right to charge the Customer of Record additional service fees as set forth under
the Miscellaneous Fees Tariff if KEYS crews have to make multiple trips to the site to verify the
proper identification of the secondary service conductors have been made.
MASTER METERING
KEYS will not install or maintain any distribution on a customer's premise that shall be metered
beyond a master meter as provided by KEYS, except as provided by special contract. Customers
who are master metered are prohibited from sub metering or billing customers to profit from the
resale of energy. Under no circumstances will commercial or industrial customers be sub metered
from a master meter (e.g. condominium association billing commercial customers). Individual
electric metering by the utility shall be required for each separate occupancy unit of new
commercial establishments, residential buildings, condominiums, cooperatives, marinas, mobile
home and recreational vehicle parks for which construction is commenced after January 1, 2012.
METER TEST BY REQUEST
KEYS will perform an accuracy test on any meter at the customer’s request. The test will be
performed without charge if the meter has not been tested within twelve (12) months prior to such
request. Should any customer request a meter test more frequently, KEYS may require a payment
to defray the cost of testing. The applicable charges are set forth in the Miscellaneous Fees Tariff.
METER CENTERS
KEYS has adopted a standard for the installation of residential and commercial meter centers.
Approval must be obtained prior to the installation of a meter center. KEYS reserves the right to
reject any meter center that does not conform with our meters.
KEYS has the right to replace any existing meter(s) with a new meter(s). If the customer’s meter
center is not compatible with KEYS meter, the customer shall be required to update the meter center
at the customer’s sole expense. Failure to update the meter center within a reasonable timeframe
as determined by KEYS may result in a disconnection of service until such time the meter center
is updated and compatible with KEYS meter.
For new installations, KEYS will prohibit raceways or troughs ahead of the meter center.
BILLS
The Customer of Record’s bill shows the amount due, any amount in arrears, the kilowatt (demand)
for commercial accounts, the kilowatt hour consumption (amount of energy used), the rate which
the customer is on, present and previous meter reading dates, name, address, account number,
power cost adjustment, and any state or local taxes.
BILLING PERIOD AND PAST DUE BILLS
Regular bills for electric service are rendered monthly. KEYS may render an estimated bill if the
meter is unable to be read due to circumstances beyond KEYS control. It is the responsibility of
the Customer of Record to ascertain their monthly bill whether or not KEYS’ regular mailed
monthly bill has been received. Bills are due when rendered and become past due if not paid by the
date specified on the bill stated as “Due Date”. An account with a past due balance can be
disconnected five (5) days after written notice. If not paid by the time that it becomes past due,
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then an additional charge equal to five percent (5%) of the balance of such bill shall be added
thereto. Partial payment of past due bills shall not be construed to satisfy the current obligation of
the account. A past due bill must be paid in full to avoid being subject to disconnection. Any legal
fees incurred by KEYS, associated with the collection of past due bills, will be the responsibility
of the customer. Non-receipt of the billing or past due notice shall not release or diminish the
obligation of the Customer of Record with respect to payment thereof by the due date. In cases
where electric service has been turned off for non-payment of the electric bill or any other cause,
the Board reserves the right not to reconnect the service until all past due electric bills or other
charges have been paid. The applicable charges are set forth in the Miscellaneous Fees Tariff.
BACK BILLING AND REFUND
Any account found to be under billed or over billed shall be corrected immediately. Accounts
found to have been under billed will be back billed for the correct amount for the period of the
under billing and if the under billing was the result of a KEYS error, the back bill will not exceed
12 months. The Customer of Record will be liable for payment of the under billing and if the
amount exceeds the Customer of Record’s current ability to pay, KEYS will allow the Customer
of Record to sign a promissory note and pay for the unbilled service over the same time period as
the time period during which the under billing occurred. Failure to make payment as agreed upon
will result in an interruption of service. In the event of an overcharge in billing, KEYS will refund
the overcharge to the Customer of Record for the period during which the overcharge occurred up
to 24 months. KEYS may estimate the amount of any under billing or over billing as needed. The
General Manager & CEO will make a determination regarding the full or partial back billing
amount after considering the cause of the error, the cost of research and correction, the knowledge
and/or intent of the customer, past payment history and other circumstances that deserve
considerations.
FINAL ACCOUNT CREDIT BALANCES
If the Customer of Record has a final account credit balance and has any outstanding debt owed to
KEYS, the credit balance will first be applied to any outstanding balance owed and the remaining
balance will be refunded to the Customer of Record. If the Customer of Record has a final account
credit balance of $10.00 or less and an active account, the credit balance will be transferred to the
active account and KEYS will not issue a refund check unless requested by the Customer of Record.
BUDGET BILLING
A budget billing program has been established for residential customers. Residential customers
who wish to participate in the budget billing program must complete the “Budget Billing
Agreement.” A Copy may be obtained in person or by visiting our website at KeysEnergy.com.
Enrollment in the program is subject to KEYS approval.
ELECTRONIC DEBIT
An electronic debit program has been established to allow customers to pay electric bills by
authorizing KEYS to debit bank accounts or credit/debit cards for the amount of the bill due.
Customers who wish to participate in the electronic debit program must agree to the terms and
conditions of KEYS regarding electronic debit for bill payment and must complete the “Electronic
Debit Program Authorization” form. A Copy may be obtained in person or by visiting our website
at KeysEnergy.com. Enrollment in the program is subject to KEYS approval.
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SENIOR CITIZEN'S/DISABLED AMERICAN VETERAN'S DISCOUNT
Upon proper application, residential customers who are a permanent resident of the geographical
service area and are 62 years of age or older, or who are totally and permanently 100% disabled
American veterans, may be eligible for a discount for service provided under the rate schedule for
Residential Service. The household gross income for qualified applicants may not exceed the
maximum annual social security retirement benefit for senior citizens or the maximum annual
dollar benefit based on the United States Department of Veteran’s Affairs for disabled American
veterans. The service address must either be the Customer of Record’s homesteaded property or
full time residence if a rental property. KEYS will require verification that the service address
agrees with the address on the Customer of Record’s government issued photo identification. The
customer’s monthly average consumption cannot exceed 2,000 kilowatt hours based on the
previous 12 month history. All applicants are required to re-qualify from January 1st through, and
no later than, March 31st of each year. To receive the discount, it is necessary to complete the
“Senior Citizen’s and Disabled American Veteran’s Discount Application” and sign an affidavit
attesting to their household income and legal residence. Copies of this agreement may be obtained
in person or by visiting our website at KeysEnergy.com.
TAXES
Customers shall be liable for taxes whether or not taxes were collected by KEYS at the instance of
sale and will be subject to sales and use taxes, interest, and penalties by the Florida Department of
Revenue, and that when any person shall fraudulently, for the purpose of evading tax, issue to a
vendor or to any agent of the state a certificate or statement in writing in which such person claims
exemption from sales tax, such person, in addition to being liable for payment of the tax plus a
mandatory penalty of 200 percent of the tax, shall be liable for fine and punishment, as provided
by law, for conviction of a misdemeanor of the second degree, as provided in s. 775.082, s. 775.083
or s. 775.085, F.S.

GENERAL POLICIES
CUSTOMER METHOD OF CONTACT
Once service is requested by a customer of KEYS, all utility customers regardless if they are a
primary, secondary or beneficiary of service, will be consenting to and authorizing KEYS, its
Authorized Agents and assignees, for the purpose of servicing their account or to collect any
amounts owed, to be contacted by telephone, text message, email or via the internet at any telephone
number, email address or website associated with their account, whether obtained from the account
holder or from third parties, including wireless telephone numbers which could result in charges to
them. Methods of contact may include using pre-recorded/artificial voice messages, use of an
automatic dialing device, text messages, emails, and communications via internet sites and/or social
and business networking websites, as applicable.
CALL RECORDING
KEYS may record all inbound and outbound calls.
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MEDICALLY ESSENTIAL SERVICE
KEYS offers medically essential service customers that are certified in accordance with this policy with
notice of scheduled power interruptions, to allow customers time to secure back-up power for medically
essential equipment.
A medically essential service customer is a residential customer whose electric service is medically
essential and who has been certified as a medically essential service customer by a physician licensed to
practice in the State of Florida.
The term “medically essential” means the medical dependence on electric-powered equipment that must
be operated continuously, or as circumstances require, as specified by a physician to avoid the loss of life
or immediate hospitalization of the customer or another permanent resident at the residential service
address.
In order to qualify for the program, the customer must complete a certification form. The customer will
need to complete Part A and have a licensed physician complete Part B. A copy of the certification form
may be obtained in person or from our website at KeysEnergy.com. The completed certification form
must be submitted to KEYS’ Safety and Risk Coordinator at 1001 James Street, Key West, FL or mailed
to:
Keys Energy Services
Medically Essential Service
Attention: Safety and Risk Coordinator
P.O. Box 6100
Key West, FL 33041
Medically essential service must be recertified once every 12 months. KEYS will send the certified
customer, by regular mail, a recertification form, at least 30 days prior to the expiration of the customer’s
certification. The recertification form must be completed and received within 30 days after the expiration
of customer’s existing certification. If the recertification form is not received within the 30-day period,
KEYS may terminate the customer’s certification.
False certification of medially essential service by a physician is a violation of section 458.331 (1) or
459.015(1)I, Florida Statues, and as such is grounds for disciplinary action by the Board of Medicine or
Osteopathic Medicine.
KEYS may interrupt electrical service to a residence whenever an emergency may threaten the health or
safety of a person, the surrounding area, or KEYS’ distribution system. KEYS shall act promptly to
restore service as soon as possible.
KEYS shall attempt to contact certified customers by telephone no later than 24 hours prior to any
scheduled disconnection of service for non-payment of bills in order to provide notice of the scheduled
disconnection. If KEYS does not have a telephone number listed on the account, or if the customer or
other adult resident of the premises cannot be reached by telephone, KEYS shall send a representative to
the customer’s residence to attempt to contact the customer, no later than 4:00 p.m. of the day before
disconnection. If contact is not made, however, KEYS may leave written notification at the residence
advising the customer of the scheduled disconnection date. Thereafter, KEYS may disconnect service on
the specified date.
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KEYS may provide a one-time 14-day extension of time beyond the date service would normally be
scheduled for disconnection in order to pay past due bills before scheduled service disconnection. After
the expiration of such 14-day grace period, customer’s service shall be subject to disconnection pursuant
to this policy. Penalty charges will apply as outlined in the Miscellaneous Fees Tariff.
Each customer who requires medically essential service is solely responsible for any backup equipment or
power supply and a planned course of action in the event of a power outage or interruption in service.
In administering medically essential service, KEYS cannot provide notice of power failures due to natural
causes or unforeseen system problems. Furthermore, KEYS does not assume, and expressly disclaims,
any obligation or duty to monitor the health or condition of the person requiring medically essential
service; to insure continuous service; to call, contact, or otherwise advise of service interruptions, or take
any other action (or to refrain from any action) that differs from its normal operations.
Nothing in this policy shall impose any special duty upon KEYS or create any liability not previously
existing. The policy shall not create any private right of action.
ACCESS TO KEYS FACILITIES LOCATED ON CUSTOMER'S PROPERTY
Any authorized agent of KEYS is hereby given access, at all times, to the meter center, or other
apparatus owned by KEYS, upon the premises or within the house of the property holders for the
purpose of installing, reading, examining, repairing, or replacing the meter or other apparatus
owned or operated by KEYS. Such performances shall not be liable for trespassing. KEYS has
been and is hereby granted easements or right-of-ways to access its facilities on any private
property. The property owner shall not restrict the access to KEYS equipment, and agrees to
provide safe access to the equipment at all times. If access is restricted or not granted, the electrical
service may be interrupted until such access is granted. A service fee may apply as set forth under
the Miscellaneous Fees Tariff.
OVERHEAD SERVICE DROP AND UNDERGROUND HIGH VOLTAGE EASEMENTS
The application for electric service or receipt of service, grants, therewith to KEYS an easement on
any of the applicants property for electric lines, wires, conduits, meters, poles and other equipment
of KEYS necessary to render service to the customer. The customer shall not make grade changes
or build permanent or portable structures (e.g. buildings, sheds, decks, swimming pools, patios,
patio covers, antennas, etc.) under, over or within 10 feet measured horizontally on both sides of
low voltage overhead or underground high voltage without prior written approval of KEYS.
CUSTOMER OWNED POLES
Customers who elect to install privately owned poles on their property must meet the following
requirements: When the electrical service line crosses private property with vehicle access the
pole must be maintained so as to have 20 feet of height clearance above grade. If the electrical
service line crosses a public access road a 25 foot minimum height clearance above grade must be
maintained.
Customers must inspect and maintain utility poles that are customer-owned. KEYS may
periodically test customer-owned poles and the owner and/or customer agrees to replace any pole
on their property at their expense when notified by KEYS of any hazardous condition immediately
upon notification. Failure to do so will result in the owner and/or customer becoming liable for
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damages to KEYS equipment and the service will be subject to immediate disconnection until the
hazardous condition is remedied. KEYS does not maintain customer-owned poles.
CHANGES IN CUSTOMER'S POWER REQUIREMENTS
In order to provide an adequate power supply, KEYS will, at the time of initial installation, establish
the customer's power requirements. KEYS will then make sure its transformer equipment is
properly sized to provide adequate power.
When the customer adds new equipment that may change their power requirements, it is the
customer's responsibility to advise KEYS so they can adjust their equipment to provide the
increased requirements. KEYS will not be liable for damages to any customer's equipment due to
poor quality or voltage problems resulting from customer additions of electrical equipment and the
customer's failure to inform KEYS in writing prior to the installation of the equipment.
DISCONTINUANCE OF SERVICE BY KEYS
KEYS reserves the right to discontinue electric service when such electric service would be
detrimental or dangerous to the customer or customers of KEYS, also for repairs or maintenance
of utility equipment and emergencies of load distribution. Violation of any of KEYS’ policies, or
failure to pay charges or fees when due, or when requested by the City or County Electrical
Inspectors in writing, will cause discontinuance of service by KEYS after adequate notice to the
customer.
KEYS reserves the right to disconnect electric service for alterations, extensions, and repairs, and
to restrict the supply of electric energy whenever it may be found necessary, and KEYS shall not
be liable under any circumstances for a deficiency or failure in the supply of electrical energy,
whether occasioned by disconnecting it to make repairs, or for any cause whatsoever.
VOLTAGE AVAILABILITY

PHASES WIRE
1
3
3
3

3
4
4
4

NOMINAL
VOLTAGE
120/240
120/208 wye
277/480 wye
120/240 delta*

*120/240 3-phase is not a preferred voltage and is not offered for new construction requiring new
transformers. 120/240 3-phase may be required by KEYS if existing transformers at the site are
this voltage.
CONTINUITY OF SERVICE
KEYS will use reasonable diligence at all times to provide continuous service at the agreed nominal
voltage, and having used reasonable diligence shall not be liable to the customer for complete or
partial failure or interruption of service or for fluctuations in voltage resulting from causes beyond
its control, or through the ordinary negligence of its employees, servants, or agents. KEYS shall
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not be liable for an act or omission caused directly or indirectly by strikes, labor troubles, accidents,
litigations, shut-downs for repairs or adjustments, interference by federal, state, or municipal
governments, acts of God, or other causes beyond its control, nor any damages claimed to have
arisen as a result in any manner whatsoever.
The customer shall provide and maintain suitable protection devices on any and all equipment to
prevent any loss, injury or damage that might result from single-phasing conditions or any other
fluctuation or irregularity in the supply of energy.
INDEMNITY
The Customer shall indemnify, hold harmless and defend KEYS from and against any and all
liability, proceedings, suits, costs or expense for loss, damage or injury to persons or property, in
any manner directly or indirectly connected with, or growing out of the transmission and use of
electricity on the Customer’s side of the point of connection.
INDEMNITY TO KEYS - GOVERNMENTAL
Notwithstanding anything to the contrary in KEYS Customer Service Policy Manual, any obligation of
indemnification therein required of a customer or applicant that is a governmental entity of the State of
Florida or political subdivision thereof (“governmental entity”) shall be read to include the condition “to
the extent permitted by applicable law.”
ATTORNEYS’ FEES
In the event that litigation is required, if judgement is rendered in favor of KEYS, the Customer
shall be liable to pay reasonable attorneys’ fees, as well as all court costs incurred by KEYS arising
from the suit.
KEYS PROPERTY
Only KEYS personnel are authorized to access KEYS wiring, meters, and apparatus. Only
authorized personnel can remove a seal from KEYS equipment and meters.
AREA LIGHTING
KEYS no longer offers Residential or Commercial Area Lighting on private property. Upon
termination of the electrical service account, all existing Area Lighting will be removed from the
customer’s premises, as this service is no longer offered. Customers with existing area lights agree
to maintain accessibility for KEYS work crews for the area light pole and light for maintenance
purposes. Customers are responsible to notify KEYS of any area light that is not operating
correctly. KEYS will be held harmless for any incidents which may result from any area light
which may not be operating correctly. KEYS reserves the right to alter or remove any light that
has been rendered inaccessible or a nuisance. KEYS is phasing out mercury vapor lighting in order
to protect the environment and promote energy efficiency lighting. KEYS has the right to remove
any existing mercury vapor lighting and replace with Light Emitting Diode (LED) lighting without
approval from the customer. The monthly billings will be adjusted automatically based on the new
fixture type installed as outlined in KEYS’ Electric Services Rate Tariffs. If the customer objects
to these changes KEYS will terminate the existing area lighting contract and remove the lighting.
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MOTOR PROTECTION
The customer should provide protection against the loss of one or more phases on all three-phase
equipment. KEYS cannot be held liable for damage to three-phase equipment due to the loss of
one or more phases.
SERVICE ENTRANCE
KEYS reserves the right to determine where more than one service is necessary, due to the area
involved or capacity requirement. Unless otherwise approved, KEYS will allow one service drop
per customer location. All customers should take measures to ensure that annual inspections and
maintenance is provided for all electrical equipment, circuit panels, meter centers, and circuits on
an annual basis. Special attention should be given to prevent the intrusion of water into conductors
and disconnect panels. KEYS does not own or maintain underground secondary services. The
delineation point of a customer’s ownership of the secondary underground service is at the
attachment point (connection point of the transformer). The customer or his designated licensed
electrical contractor must ensure that all secondary underground service lines are properly marked
with a permanent identification indicating what the service conductors are providing power to. In
the event appropriate labeling is not in place, KEYS reserves the right to charge the customer
additional service fees as set forth under the Miscellaneous Fees Tariff if KEYS crews have to
make multiple trips to the site.
TREES IN POWER LINES
It is the responsibility of any customer requesting power to provide KEYS with a clear path in
which a service drop, power line or pole is to be installed. It is the continuing responsibility of the
customer to maintain the clear path once the electric facilities are installed.
The customer should not allow trees, vines, shrubs and objects to interfere with KEYS overhead
conductors, service wires, poles and meters. It is the responsibility of the customer to maintain a
clearance of six feet. Under no circumstances should the customer or unauthorized personnel
attempt to remove trees, vines or shrubs that are in the vicinity of overhead lines, but should request
KEYS to do so.
The customer hereby grants an easement and a license to KEYS through and across the premises
for which electric service is being supplied for the purpose of constructing and maintaining the
necessary electric lines, equipment and appurtenances to furnish the service required on said
premises to the extent that it is necessary and convenient for KEYS to enter upon said premises for
said purposes. Said easement and license shall grant to KEYS the right to trim trees, shrubbery and
structures which, in the opinion of KEYS, may pose a potential hazard, or may interfere with
KEYS’ electric lines or may in any manner interfere with electrical service or reliability or delivery
of electrical service which would result in the loss of power and deprive the community at large
from receiving power. Said grant of permission, license and easement shall include all electric
facilities of KEYS that are already in place for service to the premises and/or adjacent premises at
the time that Applicant applies for service from KEYS or acquires title to the premises to be served.
Customer acknowledges that KEYS has a vegetation management program to “ensure” system
reliability. KEYS will seek customers’ permission to trim trees outside the right-of-way and on
private property and in some cases to remove trees, shrubbery and structures when tree trimming
cannot truly ensure that branches will never intersect power lines. KEYS reserves the right to
charge customer all associated costs of tree trimming or tree, shrubbery or structure removal.
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Customer shall not withhold permission when such requests are reasonable and alternative
solutions have been explored but ruled out.
KEYS urges all customers to consider planting the right tree in the right place - visit our website at
KeysEnergy.com for helpful guidelines.
OBSTRUCTIONS
No signs, posters, or advertisements are to be placed on or attached to any electrical pole.
CO-GENERATION AND SMALL POWER PRODUCTION
Non Renewable Generating Facilities:
KEYS has adopted rules of compliance with the Federal Energy Regulatory Commission, rules and
regulations regarding Co-generation and Small Power Production. This information may be
obtained, upon request, from the Customer Services Department.
NET METERING OF RENEWABLE GENERATING SYSTEMS
Renewable Generating Systems:
Interconnection of renewable generating systems (RGSs) is permitted on a first come, first served
basis until the time that the total generating capacity of interconnected RGSs, equals or exceeds
2.5% of the KEYS aggregate customer peak demand.
To Interconnect an RGS, the following conditions must be met:
1. Retail service from KEYS must be provided under an otherwise applicable rate schedule
at the premises on which the RGS is to be located.
2. The RGS must have a generating capacity that does not exceed 2 Megawatts, located on
the net metering Customer’s premises and be primarily intended to offset part or all of net
metering Customer’s own electric requirements.
3. The RGS Owner must provide KEYS with an executed Standard Interconnection
Agreement for Renewable Generation Systems, and be in compliance with the terms,
conditions and interconnection standards therein, including without limitation, the
payment of any fees and
4. The RGS Owner must provide KEYS with an executed Tri-Party Net Metering Power
Purchase Agreement among KEYS, FMPA and the RGS Owner for the purchase of the
energy output from the RGS.
Excess Renewable Energy Credits
Each billing cycle, the net metering Customer shall be credited for the total amount of excess
electricity generated by the RGS that is delivered to KEYS electric system during the previous
billing cycle. The credit shall be determined in accordance with the schedule NM1 tariff.
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RGS Owner/Customer Interconnection Provisions
In addition to the terms and conditions of this Policy Manual and the Standard Interconnection
Agreement for Renewable Generating Systems, the following terms and conditions shall apply:
Upon reasonable notice, or at any time without notice in the event of an emergency or hazardous
condition, net metering Customers shall provide Utility access to the premises on which a RGS is
located for any purpose in connection with the performance of the obligations required by the
Standard Interconnection Agreement or, if necessary, to meet Utility’s legal obligation to provide
service to its customers.
Net metering Customers may energize a RGS system when Utility’s system is de-energized. This
shall be done with extreme care and verification that the RGS system is operating safely per IEEE
1547, IEEE 1547.1, UL 1741 and NFPA 70 (latest published editions). Owner shall verify the
manual disconnect switch is in the open position and no “back feed” can occur on the Utility’s
system. The RGS customer shall only use the RGS to service its own load.
Utility, at its sole and absolute discretion, may isolate any RGS system from the distribution grid
by whatever means necessary, without prior notice to a net metering Customer. To the extent
practical, however, prior notice shall be given. The system will be reconnected as soon as practical
once the conditions causing the disconnection cease to exist. Utility shall have no obligation to
compensate the RGS Owner or net metering Customer for any loss of energy during any and all
periods when RGS is operating at reduced capacity or is disconnected from Utility’s electrical
distribution system. Typical conditions which may require the disconnection of a RGS system
include, but are not limited to, the following:
(i) Utility system emergencies, forced outages, uncontrollable forces or compliance with prudent
electric Utility practice.
(ii) When necessary to investigate, inspect, construct, install, maintain, repair, replace or remove
any Utility equipment, any part of Utility’s electrical distribution system or RGS system.
(iii) Hazardous conditions existing on Utility’s system due to the operation of a RGS system or
protective equipment as determined by Utility.
(iv) Adverse electrical affects (such as power quality problems) on the electrical equipment of
Utility’s other electric consumers caused by a RGS system as determined by Utility.
(v) When a RGS owner or net metering customer is in breach of any of its obligations under the
Interconnection Agreement or any other applicable policies and procedures of Utility.
(vi) When the net metering Customer fails to make any payments due to Utility by the due date
thereof.
No customer may install and operate an RGS in parallel with KEYS electric system without
completing KEYS’ net metering requirements as outlined above. This process is required in order
to ensure the safety of KEYS’ employees and electrical system from any RGS backfeed. If KEYS
discovers an RGS is operating in parallel with KEYS electrical system and the RGS Owner has not
completed the net metering interconnection process and did not receive approval for
interconnection the electrical service may be disconnected at KEYS’ discretion.
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FAULTY CUSTOMER EQUIPMENT
KEYS shall not be liable for any billing adjustment due to faulty or defective equipment in
operation on the customer's premises where it has been determined that the cause was not directly
the responsibility of KEYS.
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If any clause or portion of this manual is held to be illegal and of no effect, it shall not in any way
affect or impair the remainder of this manual.
The Board reserves the right to change the rules and regulations and the rates for use of electric
service from time to time, provided however, such changes shall be effected by the Board at a
public meeting, and such changes shall be published forthwith thereafter in a newspaper of general
circulation once a week for four (4) weeks.
This Customer Service Policy has been approved and adopted by the UTILITY BOARD OF THE
CITY OF KEY WEST, FLORIDA, this 5th day of December 2018.

Peter Batty, Sr., Chairperson
Utility Board of the
City of Key West, Florida

Lynne E. Tejeda
General Manager/CEO - Secretary
Utility Board of the
City of Key West, Florida
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Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Customer Services
Agenda Item #:10c

AGENDA ITEM WORDING: Accept 2018 Annual Report for Compliance with the Fair and
Accurate Credit Transactions Act of 2003 and Revisions to the Identify Theft Detection
and Prevention Program
REQUESTED ACTION: Motion to Accept the 2018 Annual Report for Compliance with
the Fair and Accurate Credit Transactions Act of 2003 and Revisions to the Identify Theft
Detection and Prevention Program
DISCUSSION: On October 22, 2008, the Utility Board approved the Identity Theft
Detection and Prevention Program to be in compliance with Section 114 of the Fair and
Accurate Credit Transaction Act of 2003 (FACT Act), and directed staff to amend the
program as needed, and submit an annual report to the Utility Board.
A Privacy Committee was established to create and administer the program. The
committee meets, at a minimum once a year, to review practices and to ensure
compliance with internal policies. The privacy officer is responsible for completing an
incident report for any breaches of security or identity theft cases formally reported to
KEYS. This report is used to evaluate the effectiveness of and to amend the Identity Theft
Detection and Prevention Program as needed.
An incident report was completed on August 31, 2018 as a result of a breach of security
that occurred on August 17, 2018 when a contract for Inland Construction and
Engineering Inc. was included in KEYS’ Utility Board’s August 22, 2018 meeting packet,
which was posted on KEYS’ website. The information breached contained contractor
names, social security numbers, birth dates and medical information. The information
was provided to KEYS by Inland Construction and Engineering, Inc. as part of the bid
proposal. KEYS did not request this information be submitted with the proposal. KEYS’
was made aware of the breach on August 21, 2018 and immediately removed the
information from KEYS’ website and unencrypted internal storage servers.
KEYS’ Privacy Committee met on August 28, 2018 to determine the appropriate response
to the breach. The committee mailed formal letters to the six affected individuals and
the individual’s employer pursuant to 501.171 Florida Statues informing them of the
breach. Please find the detailed incident report and letter template attached. KEYS’
Privacy Committee also directed the Purchasing Section to revise the language in KEYS’
Request for Proposals (RFP) to include specific instructions regarding vendor’s submittal
of sensitive information and to update KEYS’ internal RFP checklist to include a review for
sensitive information prior to posting or storing records.

Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Lynne E. Tejeda, General Manager & CEO
Department: Customer Services
Agenda Item #:10c

As a result of this breach, the committee met on November 1, 2018 and has identified
revisions and updates to the program to enable KEYS to be more responsive to any future
breaches of security.
This AIS and the attached Incident Report serve as the annual report for 2018. The
attachments to this AIS include the Incident Report and letter template, an Executive
Summary of proposed changes, a copy of the program in legislative format and a final
version of the program.
SUPPORTS STRATEGIC PLAN: Goal #1 – Continually improve the Customer Experience
regarding Reliability and Service.
FINANCIAL IMPACT:
Total Cost: N/A

Budgeted: N/A
Source of Funds: N/A

EXECUTIVE SUMMARY
List of significant changes:
Table of Contents
Added the Following:
B. Identifying a Breach of Security
Appendix
Added the Following:
IX. Section 501.171, Florida Statues
Definitions
Added the Following:
Breach of Security- unauthorized access of data in electronic form containing personal
information. Good faith access of personal information by an employee or agent of the
covered entity does not constitute a breach of security, provided that the information is
not used for a purpose unrelated to the business or subject to further unauthorized use.
Privacy Committee
Added the Following:
The General Manager & CEO shall appoint the appropriate committee members and
designate the Privacy Officer.
Added the Following Section:
B. Identifying a Breach of Security
A breach of security means unauthorized access of data in electronic form containing
personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the
information is not used for a purpose unrelated to the business or subject to further
unauthorized use.
Personal information means either of the following:
a. An individual’s first name or first initial and last name in combination with any
one of the following data elements for that individual:
I.
A social security number;
II.
A driver license or identification card number, passport
number, military identification number, or other similar
number issued on a government document used to verify
identity;
III.
A financial account number or credit or debit card number,
in combination with any required security code, access code,
or password that is necessary to permit access to an
individual’s financial account;

IV.

V.

VI.

Any information regarding an individual’s medical history,
mental or physical condition, or medical treatment or
diagnosis by a health care professional;
An individual’s health insurance policy number or subscriber
identification number and any unique identifier used by a
health insurer to identify the individual.
A user name or email address, in combination with a
password or security question and answer that would permit
access to an online account.

Reporting Tools:
Removed the following:
It is the policy of KEYS to provide an Identity Theft Detection and Prevention Program for
customers and employees. The purpose of this report is to promote continued evaluation
of effectiveness of current policies and procedures in compliance with the FACT Act. This
document will be used to drive recommendations for changes to the program due to
evolving risks and methods of theft.
Identity Theft Detection and Prevention Program Incident Report
(Keys Energy Services)
Date:
Prepared by:
Committee Members:

Gricel Owen

_________

Erica Zarate

_________

Sabrina Hall

_________

Kris Bremer

_________

Brittani Harden__________
_________________ Cindy McVeigh__________
Identity Theft Prevention Program Incident Report Log

Identity Theft Prevention Program Incident Report
Describe current strengths of Utility Identity Theft Program:

Describe areas for Improvement:

Goal for
Improvement

Steps Needed

Person(s)
Responsible

Date

Added the Following:
BREACH OF SECURITY
INCIDENT REPORT TEMPLATE
1. Incident Details
Date incident discovered:
Incident discovered by:
Date incident occurred:
Duration of the incident:
Has the incident been resolved:
If yes, date incident was resolved:
Approximate number of individuals
affected:
Date of Privacy Committee Meeting:
Incident report completed by:
Incident report completed on:
2. Incident Description
Provide a brief description:

3. Sensitive Information Breached
Social Security Number
Driver’s License or identification card number, passport, military identification number, or other similar
number issued on government document used to verify identity
A financial account number or credit or debit card number, in combination with any required security
code, access code, or password that is necessary to permit access to an individual’s financial account
Any information regarding medical history, mental or physical condition, or medical treatment or
diagnosis by a health care professional
An individual’s health insurance policy number or subscriber identification number and any unique
identifier used by a health insurer to identify the individual
Other_____________________________________________________________
Provide a brief description:

5. Who Else Has Been Notified?

6. What Steps Have Been Taken So Far?

6. Outcome of Privacy Committee Meeting?

Removed the following:
Committee Signatures
(Name)

(Title)

(Date)

(Name)

(Title)

(Date)

(Name)

(Title)

(Date)

(Name)

(Title)

(Date)

Added the following:

Section 501.171, Florida Statues
501.171 Security of confidential personal information.—
(1) DEFINITIONS.—As used in this section, the term:
(a) “Breach of security” or “breach” means unauthorized access of data in electronic form
containing personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the information
is not used for a purpose unrelated to the business or subject to further unauthorized use.

(b) “Covered entity” means a sole proprietorship, partnership, corporation, trust, estate,
cooperative, association, or other commercial entity that acquires, maintains, stores, or uses
personal information. For purposes of the notice requirements in subsections (3)-(6), the term
includes a governmental entity.
(c) “Customer records” means any material, regardless of the physical form, on which personal
information is recorded or preserved by any means, including, but not limited to, written or spoken
words, graphically depicted, printed, or electromagnetically transmitted that are provided by an
individual in this state to a covered entity for the purpose of purchasing or leasing a product or
obtaining a service.
(d) “Data in electronic form” means any data stored electronically or digitally on any computer
system or other database and includes recordable tapes and other mass storage devices.
(e) “Department” means the Department of Legal Affairs.
(f) “Governmental entity” means any department, division, bureau, commission, regional
planning agency, board, district, authority, agency, or other instrumentality of this state that
acquires, maintains, stores, or uses data in electronic form containing personal information.
(g)1. “Personal information” means either of the following:
a. An individual’s first name or first initial and last name in combination with any one or more
of the following data elements for that individual:
(I) A social security number;
(II) A driver license or identification card number, passport number, military identification
number, or other similar number issued on a government document used to verify identity;
(III) A financial account number or credit or debit card number, in combination with any
required security code, access code, or password that is necessary to permit access to an
individual’s financial account;
(IV) Any information regarding an individual’s medical history, mental or physical condition, or
medical treatment or diagnosis by a health care professional; or
(V) An individual’s health insurance policy number or subscriber identification number and any
unique identifier used by a health insurer to identify the individual.
b. A user name or e-mail address, in combination with a password or security question and
answer that would permit access to an online account.
2. The term does not include information about an individual that has been made publicly
available by a federal, state, or local governmental entity. The term also does not include
information that is encrypted, secured, or modified by any other method or technology that
removes elements that personally identify an individual or that otherwise renders the information
unusable.
(h) “Third-party agent” means an entity that has been contracted to maintain, store, or process
personal information on behalf of a covered entity or governmental entity.
(2) REQUIREMENTS FOR DATA SECURITY.—Each covered entity, governmental entity, or
third-party agent shall take reasonable measures to protect and secure data in electronic form
containing personal information.
(3) NOTICE TO DEPARTMENT OF SECURITY BREACH.—
(a) A covered entity shall provide notice to the department of any breach of security affecting
500 or more individuals in this state. Such notice must be provided to the department as
expeditiously as practicable, but no later than 30 days after the determination of the breach or
reason to believe a breach occurred. A covered entity may receive 15 additional days to provide
notice as required in subsection (4) if good cause for delay is provided in writing to the department
within 30 days after determination of the breach or reason to believe a breach occurred.
(b) The written notice to the department must include:
1. A synopsis of the events surrounding the breach at the time notice is provided.
2. The number of individuals in this state who were or potentially have been affected by the
breach.
3. Any services related to the breach being offered or scheduled to be offered, without charge, by
the covered entity to individuals, and instructions as to how to use such services.
4. A copy of the notice required under subsection (4) or an explanation of the other actions taken
pursuant to subsection (4).
5. The name, address, telephone number, and e-mail address of the employee or agent of the
covered entity from whom additional information may be obtained about the breach.
(c) The covered entity must provide the following information to the department upon its
request:
1. A police report, incident report, or computer forensics report.

2. A copy of the policies in place regarding breaches.
3. Steps that have been taken to rectify the breach.
(d) A covered entity may provide the department with supplemental information regarding a
breach at any time.
(e) For a covered entity that is the judicial branch, the Executive Office of the Governor, the
Department of Financial Services, or the Department of Agriculture and Consumer Services, in
lieu of providing the written notice to the department, the covered entity may post the information
described in subparagraphs (b)1.-4. on an agency-managed website.
(4) NOTICE TO INDIVIDUALS OF SECURITY BREACH.—
(a) A covered entity shall give notice to each individual in this state whose personal information
was, or the covered entity reasonably believes to have been, accessed as a result of the breach.
Notice to individuals shall be made as expeditiously as practicable and without unreasonable
delay, taking into account the time necessary to allow the covered entity to determine the scope of
the breach of security, to identify individuals affected by the breach, and to restore the reasonable
integrity of the data system that was breached, but no later than 30 days after the determination of
a breach or reason to believe a breach occurred unless subject to a delay authorized under
paragraph (b) or waiver under paragraph (c).
(b) If a federal, state, or local law enforcement agency determines that notice to individuals
required under this subsection would interfere with a criminal investigation, the notice shall be
delayed upon the written request of the law enforcement agency for a specified period that the law
enforcement agency determines is reasonably necessary. A law enforcement agency may, by a
subsequent written request, revoke such delay as of a specified date or extend the period set forth
in the original request made under this paragraph to a specified date if further delay is necessary.
(c) Notwithstanding paragraph (a), notice to the affected individuals is not required if, after an
appropriate investigation and consultation with relevant federal, state, or local law enforcement
agencies, the covered entity reasonably determines that the breach has not and will not likely result
in identity theft or any other financial harm to the individuals whose personal information has
been accessed. Such a determination must be documented in writing and maintained for at least 5
years. The covered entity shall provide the written determination to the department within 30 days
after the determination.
(d) The notice to an affected individual shall be by one of the following methods:
1. Written notice sent to the mailing address of the individual in the records of the covered
entity; or
2. E-mail notice sent to the e-mail address of the individual in the records of the covered entity.
(e) The notice to an individual with respect to a breach of security shall include, at a minimum:
1. The date, estimated date, or estimated date range of the breach of security.
2. A description of the personal information that was accessed or reasonably believed to have
been accessed as a part of the breach of security.
3. Information that the individual can use to contact the covered entity to inquire about the
breach of security and the personal information that the covered entity maintained about the
individual.
(f) A covered entity required to provide notice to an individual may provide substitute notice in
lieu of direct notice if such direct notice is not feasible because the cost of providing notice would
exceed $250,000, because the affected individuals exceed 500,000 persons, or because the covered
entity does not have an e-mail address or mailing address for the affected individuals. Such
substitute notice shall include the following:
1. A conspicuous notice on the Internet website of the covered entity if the covered entity
maintains a website; and
2. Notice in print and to broadcast media, including major media in urban and rural areas where
the affected individuals reside.
(g) Notice provided pursuant to rules, regulations, procedures, or guidelines established by the
covered entity’s primary or functional federal regulator is deemed to be in compliance with the
notice requirement in this subsection if the covered entity notifies affected individuals in
accordance with the rules, regulations, procedures, or guidelines established by the primary or
functional federal regulator in the event of a breach of security. Under this paragraph, a covered
entity that timely provides a copy of such notice to the department is deemed to be in compliance
with the notice requirement in subsection (3).
(5) NOTICE TO CREDIT REPORTING AGENCIES.—If a covered entity discovers
circumstances requiring notice pursuant to this section of more than 1,000 individuals at a single
time, the covered entity shall also notify, without unreasonable delay, all consumer reporting

agencies that compile and maintain files on consumers on a nationwide basis, as defined in the
Fair Credit Reporting Act, 15 U.S.C. s. 1681a(p), of the timing, distribution, and content of the
notices.
(6) NOTICE BY THIRD-PARTY AGENTS; DUTIES OF THIRD-PARTY AGENTS; NOTICE
BY AGENTS.—
(a) In the event of a breach of security of a system maintained by a third-party agent, such thirdparty agent shall notify the covered entity of the breach of security as expeditiously as practicable,
but no later than 10 days following the determination of the breach of security or reason to believe
the breach occurred. Upon receiving notice from a third-party agent, a covered entity shall provide
notices required under subsections (3) and (4). A third-party agent shall provide a covered entity
with all information that the covered entity needs to comply with its notice requirements.
(b) An agent may provide notice as required under subsections (3) and (4) on behalf of the
covered entity; however, an agent’s failure to provide proper notice shall be deemed a violation of
this section against the covered entity.
(7) ANNUAL REPORT.—By February 1 of each year, the department shall submit a report to
the President of the Senate and the Speaker of the House of Representatives describing the nature
of any reported breaches of security by governmental entities or third-party agents of
governmental entities in the preceding calendar year along with recommendations for security
improvements. The report shall identify any governmental entity that has violated any of the
applicable requirements in subsections (2)-(6) in the preceding calendar year.
(8) REQUIREMENTS FOR DISPOSAL OF CUSTOMER RECORDS.—Each covered entity or
third-party agent shall take all reasonable measures to dispose, or arrange for the disposal, of
customer records containing personal information within its custody or control when the records
are no longer to be retained. Such disposal shall involve shredding, erasing, or otherwise
modifying the personal information in the records to make it unreadable or undecipherable
through any means.
(9) ENFORCEMENT.—
(a) A violation of this section shall be treated as an unfair or deceptive trade practice in any
action brought by the department under s. 501.207 against a covered entity or third-party agent.
(b) In addition to the remedies provided for in paragraph (a), a covered entity that violates
subsection (3) or subsection (4) shall be liable for a civil penalty not to exceed $500,000, as
follows:
1. In the amount of $1,000 for each day up to the first 30 days following any violation of
subsection (3) or subsection (4) and, thereafter, $50,000 for each subsequent 30-day period or
portion thereof for up to 180 days.
2. If the violation continues for more than 180 days, in an amount not to exceed $500,000.
The civil penalties for failure to notify provided in this paragraph apply per breach and not per
individual affected by the breach.
(c) All penalties collected pursuant to this subsection shall be deposited into the General
Revenue Fund.
(10) NO PRIVATE CAUSE OF ACTION.—This section does not establish a private cause of
action.
(11) PUBLIC RECORDS EXEMPTION.—
(a) All information received by the department pursuant to a notification required by this section,
or received by the department pursuant to an investigation by the department or a law enforcement
agency, is confidential and exempt from s. 119.07(1) and s. 24(a), Art. I of the State Constitution,
until such time as the investigation is completed or ceases to be active. This exemption shall be
construed in conformity with s. 119.071(2)(c).
(b) During an active investigation, information made confidential and exempt pursuant to
paragraph (a) may be disclosed by the department:
1. In the furtherance of its official duties and responsibilities;
2. For print, publication, or broadcast if the department determines that such release would assist
in notifying the public or locating or identifying a person that the department believes to be a
victim of a data breach or improper disposal of customer records, except that information made
confidential and exempt by paragraph (c) may not be released pursuant to this subparagraph; or
3. To another governmental entity in the furtherance of its official duties and responsibilities.

(c) Upon completion of an investigation or once an investigation ceases to be active, the
following information received by the department shall remain confidential and exempt from s.
119.07(1) and s. 24(a), Art. I of the State Constitution:
1. All information to which another public records exemption applies.
2. Personal information.
3. A computer forensic report.
4. Information that would otherwise reveal weaknesses in a covered entity’s data security.
5. Information that would disclose a covered entity’s proprietary information.
(d) For purposes of this subsection, the term “proprietary information” means information that:
1. Is owned or controlled by the covered entity.
2. Is intended to be private and is treated by the covered entity as private because disclosure
would harm the covered entity or its business operations.
3. Has not been disclosed except as required by law or a private agreement that provides that the
information will not be released to the public.
4. Is not publicly available or otherwise readily ascertainable through proper means from another
source in the same configuration as received by the department.
5. Includes:
a. Trade secrets as defined in s. 688.002.
b. Competitive interests, the disclosure of which would impair the competitive business of the
covered entity who is the subject of the information.
(e) This subsection is subject to the Open Government Sunset Review Act in accordance with s.
119.15 and shall stand repealed on October 2, 2019, unless reviewed and saved from repeal
through reenactment by the Legislature.
History.—s. 3, ch. 2014-189; s. 1, ch. 201

BREACH OF SECURITY
INCIDENT REPORT

1. Incident Details
Date incident discovered:

August 21, 2018

Incident discovered by:

Sandy Brown

Date incident occurred:

August 17, 2018

Duration of the incident:

4 days

Has the incident been resolved:

Yes

If yes, date incident was resolved:

August 21, 2018

Approximate number of individuals
affected:

6

Date of Privacy Committee
Meeting:

August 28, 2018

Incident Report Completed By:

Erica Zarate

Date incident report completed:

August 31, 2018

2. Incident Description
Provide a brief description: The breach occurred when a contract for Inland Construction and
Engineering, Inc. was included in Keys Energy Services’ (KEYS) Utility Board’s August 22, 2018
Meeting Packet, which was posted on KEYS’ website, www.keysenergy.com on August 17, 2018.
The information breached contained contractor names, social security numbers, birth dates, and
medical information. This information was provided to KEYS by Inland Construction and
Engineering, Inc. on August 3, 2018 as part of a bid proposal. KEYS did not request this information
be submitted with the proposal.
KEYS was made aware of the breach on August 21, 2018 and immediately removed the sensitive
information from our website. KEYS then removed the information from our unencrypted internal
storage server.

3. Sensitive Information Breached
Social Security Number
Driver’s License or identification card number, passport, military identification number, or other
similar number issued on government document used to verify identity

A financial account number or credit or debit card number, in combination with any required
security code, access code, or password that is necessary to permit access to an individual’s
financial account
Any information regarding medical history, mental or physical condition, or medical treatment
or diagnosis by a health care professional
An individual’s health insurance policy number or subscriber identification number and any
unique identifier used by a health insurer to identify the individual
Other: Full Name and Date of Birth
Provide a brief description: The above personal information was posted on KEYS’ website and
unencrypted internal storage.

5. Who Else Has Been Notified?
Inland Construction and the 6 individuals whose information was breached.

6. What Steps Have Been Taken So Far?
Once KEYS was made aware of the breach, the individual’s personal information was removed
from KEYS’ website the same day on August 21, 2018. KEYS then removed the information from
our unencrypted internal storage servers.
After the breach was contained a privacy committee meeting was scheduled for August 28, 2018
in order to coordinate the appropriate response.

6. Outcome of Privacy Committee Meeting?

KEYS Privacy Committee notified all affected individuals pursuant to 501.171 Florida Statues.
Formal letters have been mailed to the 6 individuals whose information was breached and the
individual’s employer that provided the information to KEYS. Please see attached letter template
sent to the individuals.
KEYS Privacy Committee directed the Purchasing Section to revise language in KEYS Requests for
Proposals to include specific direction regarding a vendors submittal of sensitive information, to
update its checklist to ensure that all RFPS are reviewed for sensitive information before
publishing, and to redact any sensitive information prior to posting or storing any records.

(305) 295-1000
1001 James Street
PO Box 6100
Key West, FL 33040-6100
www.KeysEnergy.com
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August 29, 2018
«First_Name» «First_Name»«Last_Name»
«Address_Line_1»
«City», «State» «ZIP_Code»
Dear Mr. «Last_Name»,
We are contacting you because we have learned of a serious data security incident that
occurred on August 17, 2018 that involved some of your personal information.
The breach occurred when a contract for Inland Construction and Engineering, Inc. was
included in Keys Energy Services’ (KEYS) Utility Board’s August 22, 2018 Meeting Packet, which
was posted on KEYS’ website, www.keysenergy.com. The information breached contained
contractor names, social security numbers, birth dates, and medical information. This
information was provided to KEYS by Inland Construction and Engineering, Inc. on August 3,
2018 as part of a bid proposal.
KEYS was made aware of the breach on August 21, 2018 and immediately removed the
sensitive information from our website. Your information was on our website for four days.
KEYS then removed the information from our unencrypted internal storage servers.
We are notifying you so you can take action along with our efforts to minimize or eliminate
potential harm. KEYS encourages you to take preventive measures now to help prevent and
detect any misuse of your information. You may want to contact the three U.S. credit reporting
agencies (Equifax, Experian and TransUnion) to obtain a free credit report from each by calling
1-877-322-8228 or logging onto www.annualcreditreport.com.
Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade
Commission recommends that you check your credit reports periodically. Checking your credit
reports periodically can help you spot problems and address them quickly.
If you have further questions or concerns, you may contact me at 305-295-1144 or
Brittani.Harden@keysenergy.com
Sincerely,

Brittani Harden
Purchasing Supervisor

DESIGNATED A RELIABLE PUBLIC POWER PROVIDER BY THE AMERICAN PUBLIC POWER ASSOCIATION
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Statement of Policy
Summary of Law and Regulation
Policy:
It is policy of Keys Energy Services to:
 Provide information to victims of identity theft
 Properly handle notice of identity theft
 Respond to any notification received regarding identity theft, to prevent
refurbishing blocked information
 Truncate all digits of debit or credit card except the last four digits
 Comply with the rules regarding sharing information with affiliates
 Comply with red flag guidelines
The privacy committee is responsible for developing appropriate written procedures and
internal controls to assure compliance with the act.
The Department Directors and Supervisors of each department are responsible for
implementing and complying with these procedures and internal controls.
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Purpose
The goal of this policy is to prevent identity theft and any breach of security. Keys
Energy Services (KEYS) recognizes the responsibility to safeguard customer’s and
employee’s personal information during its collection, recording and handling within
KEYS’ workplace. The purpose of this policy is to create an Identity Theft Detection and
Prevention Program utilizing guides set forth in the FACT Act.
Scope
This policy applies to management and all personnel of KEYS. The following represents
a policy for the development of the Identity Theft Detection and Prevention Program.
Any part or the whole of policies and procedures written and developed will be
incorporated into the program where appropriate. This does not replace, but rather
supplements, any of KEYS’ standing policies.
Responsibility
KEYS must protect its customer and employee data and implement policies and
procedures that meet standards established by the Federal Trade Commission by
November 1, 2008. Thereafter, KEYS will continually report and monitor the program’s
integrity, completeness, and deficiencies. Any oversight or patches to perfect the
program will be reviewed and amended as needed.
Definitions

Breach of Security - unauthorized access of data in electronic form containing personal
information. Good faith access of personal information by an employee or agent of the
covered entity does not constitute a breach of security, provided that the information is
not used for a purpose unrelated to the business or subject to further unauthorized use.
Identity Theft - Financial identity theft occurs when someone uses another consumer’s
personal information (name, social security number, banking information, etc.) with the
intent of conducting multiple transactions to commit fraud that results in substantial
harm or inconvenience to the victim or to KEYS. This fraudulent activity may include
opening deposit accounts with counterfeit checks, establishing credit card accounts,
establishing lines of credit, or gaining access to the victim’s accounts with the intent of
depleting the balances or avoiding payments for services delivered by KEYS.
Red Flag - – A pattern or particular specific activity that indicates the possible risk of
identity theft.
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Sensitive Information - Privileged or proprietary information, which if compromised
through alteration, corruption, loss, misuse, or unauthorized disclosure, could cause
serious harm to the individuals or organizations owning it.

Privacy Committee
KEYS’ Privacy Committee (“the Committee”) is established to create, drive and monitor
the program. The General Manager & CEO shall appoint the appropriate committee
members and designate the Privacy Officer. A Privacy Officer functions as the head of
committee and reports to the General Manager & CEO regarding the outcomes and
needs of The Identity Theft Detection and Prevention Program.
Department
General Manager/
CEO

Name
Lynne Tejeda

Role
Supplying resources to establish
proactive identity theft program.

Accounting

Cindy McVeigh

IT

Kris Bremer

Records Officer

Gricel Owen

Customer Service

Erica Zarate
Sabrina Hall
Amber
MenendezBrittani
Harden
Juan LleraVacant

Billing
Collections
Expert in the flow of funds.
Data and Network Security – Expert
in SCADA/network administration.
Personnel Information/ Records Disposal
Records Request/ Sunshine Law
Day to day processes in opening new
accounts and monitoring activity on

Safety and Risk
Coordinator
Compliance Admin.
Privacy OfficerDirector of Legal
and Regulatory
Services
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Policies & Procedures
A. Red Flags Identification and Mitigation
Choices for Mitigation:

a) Monitoring account for evidence of identity theft;
b) Contacting the customer;
c) Changing any passwords, security codes, or other devices that permit access to a
covered account;
d) Reopening an account with a new account number;
e) Not opening a new account;
f) Closing an existing account;
g) Not attempting to collect on an account or not selling a covered account to a
debt collector;
h) Notifying law enforcement; or
i) Determining that no response is warranted under the particular circumstances
i)

Formatted: Numbered + Level: 1 + Numbering Style: a, b,
c, … + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
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Flag:

Next Step:

Mitigation:

Presentation of
Suspicious Documents
Documents provided for
ID appeared altered or
forged.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.

Do not open new covered
account.
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The photo or physical
description is not
consistent with the
appearance of the
applicant.
Other information on
identification is
inconsistent with readily
accessible information
given on the application.
Example last name is
different.
Other information given to
open the new account is
not consistent with the ID
of the applicant. Example:
Customer is not referenced
on the lease agreement or
deed.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.

Do not open new covered
account.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.

Do not open new covered
account. If the customer
is able to verify
information, no further
action would be
necessary.

Inform the customer of the
discrepancy and ask the
customer to verify the
inconsistent information
with supporting
documentation.

Do not open new covered
account. If the customer
is able to verify
information, no further
action is necessary.

Flag:

Next Step:

Mitigation:

Presentation of
Suspicious Documents

An application appears to
have been altered or
forged, or gives the
appearance of having been
destroyed and
reassembled.

Ask the customer to fill out
another application in the
office and verify all
suspicious information. If
proof of ownership appears
altered or forged we would
attempt to make contact
with the landlord/property
owner by phone, to provide
and verify the information.

Do not open new covered
account without proper
documentation. If the
customer or landlord is
able to provide acceptable
documentation and
verification of the
suspicious documentation
no further action is
necessary.

Suspicious Personal
Identifying Information
Applicant fails to provide
all personal ID upon
request. Example:
Government issued
identification and proof of
ownership or corporate
documents.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification or additional
documentation.

Do not open new covered
account without proper
documentation.
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Unusual Use of
Suspicious Activity
Related to the Covered
Account
Change of billing address
is followed by request for
adding additional
properties to the account
(or shortly following the
notification of a change in
address, the utility
receives a request for the
addition of authorized
users on the account.)
Payments are made in a
manner associated with
fraud. For example,
deposit or initial payment
is made and no payments
are made thereafter.

Mail sent to customer is
repeatedly returned.

Customer notifies utility
that they are not receiving
their bill.
The utility is notified of
unauthorized charges or
transactions in connection
with a customer’s account.

In order to become an
authorized user the
customer must open a new
account with KEYS in which
we will validate their
identification and obtain
proper documentation for
initiating service.

Do not open new covered
account until all proper
documentation and
identification is received.

Contact the Customer

Follow our normal
collections procedures for
delinquent accounts.

Unusual Use of
Suspicious Activity
Related to the Covered
Account
Contact the customer to
verify and correct the
mailing address. In order
to correct the address the
customer must verify their
date of birth and/or driver's
license number.
Verify the identity of the
customer by their date of
birth and/or driver's license
number and then verify the
correct address.
Ask the customer to file a
formal complaint with the
proper authorities.

If you are able to verify
the correct address and
then change the address
on file, no further action
should be necessary.
If you are able to verify
the correct addresss and
then change the address
on file, no further action
should be necessary.
Notify law enforcement,
as needed.

Notice of Theft
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Utility is notified by law
officials or others, that it
has opened a fraudulent
account for a person
engaged in identity theft.

Advise law officials that
proper documentation must
be submitted to the utility.
iI.e.E Court Order

Depending on what law
enforcement asks you to
do, you may close or
closely monitor the
account.

B. Identifying a Breach of Security
A breach of security means unauthorized access of data in electronic form containing
personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the
information is not used for a purpose unrelated to the business or subject to further
unauthorized use.
Personal information means either of the following:
a. An individual’s first name or first initial and last name in combination with any
one of the following data elements for that individual:
I.
A social security number;
II.
A driver license or identification card number, passport number,
military identification number, or other similar number issued on
a government document used to verify identity;
III.
A financial account number or credit or debit card number, in
combination with any required security code, access code, or
password that is necessary to permit access to an individual’s
financial account;
IV.
Any information regarding an individual’s medical history,
mental or physical condition, or medical treatment or diagnosis
by a health care professional; or
V.
An individual’s health insurance policy number or subscriber
identification number and any unique identifier used by a health
insurer to identify the individual.
VI.
A user name or email address, in combination with a password
or security question and answer that would permit access to an
online account.
A user name or email address, in combination with a password or security
question and answer that would permit access to an online account.
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C. Handling a Breach ofin Security
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In order to prevent a breach in security all KEYS employees follow our Records
Retention and Disposal policies and procedures. To prevent identity theft, passwords
are used to protect and secure sensitive information. Employees are responsible for
taking the appropriate steps as outlined in the Employees Rules & Regulations
Handbook to select and secure their passwords.
In the event of a breach in security, KEYS’ pprivacy oofficer will be contacted
immediately. The privacy officer will be responsible for taking immediate steps to
coordinate with other departments in order to contain the breach, provide a preliminary
assessment and meet with the cCommittee in order to coordinate a response. Once the
breach has been contained, the privacy officer and the cCommittee need to evaluate
the risk for individuals associated with the breach. The cCommittee needs to consider
what personal information was involved, determine whether or not the information is
important, establish the cause and extent of the breach and identify the risk. The
decision on how to respond will be made on a case by case basis depending on the
significance of the breach. The privacy officer will complete an incident report. KEYS
will notify customers of security breaches pursuant to section 501.171817.5681, Florida
Statues, please see Appendix IX. After any breach in security, the cCommittee may
review the incident and take any actions necessary in order to prevent future breaches.
DC. Handling Sensitive information
Sensitive information is defined as privileged or proprietary information which if
compromised through alteration, corruption, loss, misuse, or unauthorized disclosure,
could cause serious harm to the individuals or organizations owning it. All employees
creating, maintaining, using, or dispersing sensitive information should take reasonable
precautions to protect it from loss, misuse, or alteration.
All employees need to be aware of what sensitive information they have in their files
and on their computers. Only information needed for business purposes should be kept
and protected. All sensitive information that is no longer needed must be disposed of at
the direction of KEYS’ records officer and our Records Retention and Disposal Policy.
Employees should also be aware of KEYS’ Breach in Security procedures as defined in
our Identity Theft Detection and Prevention Program. In order to keep information
secure and confidential employees are required to follow KEYS’ “Computer Password”
policy as outlined in the Employee Rules and Regulations Handbook.
All sensitive files are segregated in secure areas which are only available to KEYS’
employees. Paper documents or files, as well as CD’s, floppy disk, zip drives, tapes,
and backups containing sensitive information should be stored in a locked room or in a
locked file cabinet. Access to these areas will be limited to employees with a legitimate
business need. Employees shall not leave passwords for computers or keys for rooms
or file cabinets containing sensitive information in areas accessible to unauthorized
personnel. When printing, photocopying, or faxing, employees shall ensure that only
authorized personnel will be able to see the output. Employees should not leave
sensitive papers out on their desk when they are away from their workstations. At the
12

end of the business day, employees are required to put files away, log off their
computers, and lock their file cabinets and office doors. All sensitive information should
always be shredded immediately after being processed.
KEYS’ employees are trained to never leave computer terminals unattended with
sensitive information on the screen or accessible to others. All computers have been
enabled with a password-activated screen saver.
Only the customer service section of KEYS is accessible to unauthorized personnel. In
order for a visitor to obtain access to KEYS’ property they must follow the “Visitors”
policy as outlined in the Employee Rules and Regulations Handbook.
KEYS’ records officer is responsible for handling all records request from individuals
outside of our organization. In accordance with the Florida Sunshine Law, these
records are dispersed following our Records and Disposal Policy. Prior to providing any
information, we must omit or truncate any sensitive information.

ED. Records Request/Disposal
Records Request
KEYS is required by Florida State Statutes and the Florida’s Sunshine Laws to
provide any member of the public access to KEYS’ records and to safeguard public
records. It is also the responsibility of KEYS to protect exempt and/or confidential
information contained within KEYS’ records.
Records Disposal
Prior to records disposition, KEYS must ensure that retention has been satisfied by
the Division of Library and Information Service of the Department of State. A public
record may be destroyed or otherwise disposed of only in accordance with retention
schedules established by the Division.
KEYS’ rRecords oOfficer must submit a signed yearly statement attesting to the
agency’s compliance of records disposition laws, rules, and procedures to the
Division.
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When a new hire employee is processed, a personnel file is created, along with a
separate file containing payroll information. At that point, all sSocial sSecurity and
banking information contained in the new hire documentation is redacted. As
documentation is generated and/or received for employees’ personnel files, all sSocial
sSecurity and banking information is redacted before being placed into the personnel
files.
An additional file is created for each employee in order to maintain employees’ medical
information. All hHuman rResource employees who have access to employee medical
records are required to sign the Privacy Practice Notice and Contract – Keys Energy
Services Health Benefit Plan.
All personnel files, including medical records, are kept in a file room with an autolocking entry. Only hHuman rResources personnel have access to this file room.
GF. Training and Screening
KEYS requires pre-employment screenings and background checks on all employees. All
references, driving records, and conviction records are reviewed prior to hiring
employees. Employees are also required to pass a pre-employment physical and a drug
screening is required for safety sensitive positions. All employees receive and are
subject to KEYS’ Employee Rules and Regulations Handbook which outlines many
guidelines for securing sensitive information.
At the direction of KEYS’ records officer all employees are trained on how to handle and
protect all sensitive information. In addition, all employees receive training on the
procedures outlining how to maintain and shred documents and destroy data in
accordance with our Records Retention and Disposal Policy. KEYS will require all
employees to use due diligence with regard to protecting all sensitive information.
Employees are trained in safeguarding sensitive information and identifying Red Flags
as outlined in our Identity Theft Detection and Prevention Program. Employees are also
trained on best practices on how to carefully monitor, secure, and protect sensitive
information and their workstations. Best practices include shredding all information that
has already been processed or is no longer needed. Employees will be trained on KEYS’
“Computer Password” policy guidelines outlined in the Employee Rules and Regulations
Handbook. In addition, job aids are available for employees who work with customers
face to face or by phone.
Annual training will be conducted for all employees about identity theft. KEYS will
provide supplemental training or revisions to the existing policies when deemed
necessary as it relates to identity theft.
HG. Handling Reports of Suspected Identity Theft
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When a consumer suspects identity theft, he must notify the utility in writing by
completing the Federal Trade Commission (FTC) Affidavit. Along with the FTC Affidavit,
the customer will be requested to provide a police report and government issued
identification. This information will be provided to the privacy officer who will be
responsible for taking the appropriate steps on how to handle each report of identity
theft on a case by case basis.
Once the privacy officer has received all the proper documentation, he/she will issue a
receipt to the customer acknowledging that we have received the notice of identity
theft. The privacy officer shall notify customer service immediately when the proper
documentation of identity theft is received. Customer service will then place a tickler
on the account to block information in regard to the account. All inquiries on those
specific accounts will be handled by the privacy officer and records officer. The privacy
officer will then review all internal documents and make a determination if any further
action is necessary.
If after the review of our internal documents the privacy officer has verified that all of
KEYS’ documentation is accurate and matches the information that the customer
provided, no further action will be necessary. KEYS will only take further action if
directed by a court order. If the privacy officer does find evidence that identity theft
has occurred, he/she will be responsible for taking appropriate action and notifying the
proper authorities. The privacy officer will also need to contact customer service and
provide them with information in regard to how to handle those specific accounts.
Examples of courses of action include close or block the breached account, open a new
account, monitor the existing account, or to cease collections.
The privacy officer will be responsible for notifying customer service of all identity theft
situations. A tickler with necessary information regarding the identity theft and course
of action will be placed on accounts as directed by the privacy officer.
No information is to be given directly to the consumer in regard to the investigation.
Once KEYS’ investigation is complete the privacy officer and records officer will be
responsible for providing necessary information.
IH. Victim Record Request
Under the FACT Act, identity theft victims are entitled to a copy of the application or
other business transaction records relating to their identity theft free of charge. KEYS
will provide these records to victims when requested, within a reasonable time, in
accordance with the Florida Statutes and the Florida Sunshine Law.
JI. IT Security
The sSystems aAnalysts and IT management will conduct audits on a quarterly basis
using the Identity Theft Detection and Prevention Program Checklist for iInformation
tTechnology. All sSystems aAdministrators “aAnalysts” and IT professionals shall sign
15

agreements to not disclose private information. System aAdministrators and IT
pProfessionals shall maintain logs of patches, security enhancements to PC
workstations, servers, switches, routers, firewalls, and any other network devices that
pose a potential security threat.
Two primary areas of security must be maintained by KEYS; first mitigate intrusion from
the e iInternet. Second, KEYS must also consider internal threats that exist and
institute preventative measures to thwart compromises to IT sSecurity.
Externally, KEYS is monitored 24 x 7 x 365 with an iSensor provided by Dell
SecureWorks. The iSensor resides on-site but faces the pPublic side or our network.
Daily status reports are sent from SecureWorks and reviewed by a designated Network
Administrator.
The next level of external protection is a Cisco Firewall, the nNetwork aAdministrator is
responsible for maintaining updates and patches as needed, check security logs and reevaluate the need for open ports. An IPS “Intrusion Prevention System” is an added
module to KEYS’ Firewall protection. The IPS is also maintained quarterly with
applicable patches and updates to attack signatures. Enhancements to our security
posture have been made through more modern security strategies via Cisco hardware
and software. Our IPS solution combines an internal threat detection with client
security agents via FireAMP.
Additional measures are taken to address viruses and sSpam attacks from the iInternet
viaVIA Norton appliance “Norton Mail Gateway”. The appliance is maintained and
monitored by the Server Administrator.
Internal threats cover a diverse area of physical security of equipment through the use
of secure areas and preventing access to open eEthernet ports on sSwitches and
rRouters. All switches and routers that are adjacent to public areas are protected with
physical security (dDoor combination or under lock and key).
KEYS internal users are the biggest threat to internal security breaches; through
personal iInternet browsing and the introduction of personal computer media or
peripherals that contain personal files and create the potential for security breaches.
KEYS’ Employee Computer Ppolicy covers appropriate usage.
KEYS enforces a 30- day rRoll oOver for all user pPasswords. Passwords are required to
be a minimum of 8 characters and cannot be used in succession. KEYS Employee
Computer policy covers this requirement.
Internet wWeb bBrowsing is monitored through an appliance “iPrism”. Reports are run
upon request to view Internet browsing activity by KEYS’ employees. The “iPrism” is
maintained by the sServer aAdministrator. Updates are installed as required.
16

KEYS’ Employee Internet policy covers appropriate usage.
Additional IT sSecurity is located under Appendix VIII of this program, which refers to
the Employee Rules & Regulations Handbook and provides information on KEYS’
Computer Acceptable Use Policy, KEYS’ Computer Password Policy and KEYS’ Electronic
Communications Systems.
KJ. Third Party Providers
In order to comply with the FACT Act, KEYS requires service providers who have access
to sensitive customer information to have written policies and procedures that will
detect, prevent, and mitigate identity theft that may arise in performance of the
contracted services. These written policies and procedures shall identify relevant red
flags that indicate possible identity theft of KEYS’ customers and shall include
reasonable steps to prevent and mitigate such identity theft. The service provider shall
notify KEYS and take appropriate steps to prevent and mitigate identity theft of any
KEYS customer. It is the service provider’s responsibility to protect our customers’
information.
LK. Reports, Reviews and Updates for Policy Enforcement
Periodically, KEYS will review practices to ensure compliance with internal policies. The
pPrivacy oOfficer will be responsible for updating and maintaining the Identity Theft
Detection and Prevention Program Incident Report template. The reports will be used to
evaluate the effectiveness of and to amend the Identity Theft Detection and Prevention
Program as needed.
An annual report reviewing all incidents and, program revisions and goals will be
submitted to the Utility Board on a yearly basis.

Reporting Tools:
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The following forms will be used to report Identity Theft and Breach of Security
Incidents:
Identity Theft Detection and Prevention Program Incident Report
(Keys Energy Services)
Date:
Prepared by:
Committee Members:

Gricel Owen
Erica Zarate
Sabrina Hall
Kris Bremer
Brittani Harden__________
Cindy McVeigh___________
Formatted: Centered

BREACH OF SECURITY
INCIDENT REPORT TEMPLATE
1. Incident Details
Date incident discovered:
Incident discovered by:
Date incident occurred:
Duration of the incident:
Has the incident been resolved:
If yes, date incident was resolved:
Approximate number of individuals
affected:
Date of Privacy Committee
Meeting:
Incident report completed by:
Incident report completed on:
2. Incident Description
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Provide a brief description:

3. Sensitive Information Breached
Social Security Number
Driver’s License or identification card number, passport, military identification number, or other
similar number issued on government document used to verify identity
A financial account number or credit or debit card number, in combination with any required
security code, access code, or password that is necessary to permit access to an individual’s
financial account
Any information regarding medical history, mental or physical condition, or medical treatment
or diagnosis by a health care professional
An individual’s health insurance policy number or subscriber identification number and any
unique identifier used by a health insurer to identify the individual
Other_____________________________________________________________
Provide a brief description:

5. Who Else Has Been Notified?

6. What Steps Have Been Taken So Far?

6. Outcome of Privacy Committee Meeting?

19

Formatted: Centered

It is the policy of KEYS to provide an Identity Theft Detection and Prevention Program
for customers and employees. The purpose of this report is to promote continued
evaluation of effectiveness of current policies and procedures in compliance with the
FACT Act. This document will be used to drive recommendations for changes to the
program due to evolving risks and methods of theft.
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Identity Theft Prevention Program Incident Report Log
Date

Incident Description
/“Significant Event”

Management Response

Mitigation

Formatted Table

Identity Theft Prevention Program Incident Report
Describe current strengths of Utility Identity Theft Program:

Describe areas for Improvement:

Goal for Improvement

Steps Needed

Person(s)
Responsible

Committee Signatures
(Name)

(Title)

(Date)

(Name)

(Title)

(Date)

Date

Formatted: Left

(Name)

(Title)

(Date)

(Name)

(Title)

(Date)

Federal Register: 16 CFR Part 681

Friday,
November 9, 2007

Part IV
Department of the Treasury
Office of the Comptroller of the
Currency
12 CFR Part 41

Federal Reserve System
12 CFR Part 222

Federal Deposit Insurance
Corporation
12 CFR Parts 334 and 364

Department of the Treasury
Office of Thrift Supervision
12 CFR Part 571

National Credit Union
Administration
12 CFR Part 717

Federal Trade Commission
16 CFR Part 681
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DEPARTMENT OF THE TREASURY
Office of the Comptroller of the
Currency
12 CFR Part 41
[Docket ID OCC–2007–0017]
RIN 1557–AC87

FEDERAL RESERVE SYSTEM
12 CFR Part 222
[Docket No. R–1255]

FEDERAL DEPOSIT INSURANCE
CORPORATION
12 CFR Parts 334 and 364
RIN 3064–AD00

DEPARTMENT OF THE TREASURY
Office of Thrift Supervision
12 CFR Part 571
[Docket No. OTS–2007–0019]
RIN 1550–AC04

NATIONAL CREDIT UNION
ADMINISTRATION
12 CFR Part 717
FEDERAL TRADE COMMISSION
16 CFR Part 681
RIN 3084–AA94

Identity Theft Red Flags and Address
Discrepancies Under the Fair and
Accurate Credit Transactions Act of
2003
Office of the Comptroller of
the Currency, Treasury (OCC); Board of
Governors of the Federal Reserve
System (Board); Federal Deposit
Insurance Corporation (FDIC); Office of
Thrift Supervision, Treasury (OTS);
National Credit Union Administration
(NCUA); and Federal Trade Commission
(FTC or Commission).
ACTION: Joint final rules and guidelines.
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AGENCIES:

SUMMARY: The OCC, Board, FDIC, OTS,
NCUA and FTC (the Agencies) are
jointly issuing final rules and guidelines
implementing section 114 of the Fair
and Accurate Credit Transactions Act of
2003 (FACT Act) and final rules
implementing section 315 of the FACT
Act. The rules implementing section
114 require each financial institution or
creditor to develop and implement a
written Identity Theft Prevention
Program (Program) to detect, prevent,
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and mitigate identity theft in connection
with the opening of certain accounts or
certain existing accounts. In addition,
the Agencies are issuing guidelines to
assist financial institutions and
creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the rules. The rules
implementing section 114 also require
credit and debit card issuers to assess
the validity of notifications of changes
of address under certain circumstances.
Additionally, the Agencies are issuing
joint rules under section 315 that
provide guidance regarding reasonable
policies and procedures that a user of
consumer reports must employ when a
consumer reporting agency sends the
user a notice of address discrepancy.
DATES: The joint final rules and
guidelines are effective January 1, 2008.
The mandatory compliance date for this
rule is November 1, 2008.
FOR FURTHER INFORMATION CONTACT:
OCC: Amy Friend, Assistant Chief
Counsel, (202) 874–5200; Deborah Katz,
Senior Counsel, or Andra Shuster,
Special Counsel, Legislative and
Regulatory Activities Division, (202)
874–5090; Paul Utterback, Compliance
Specialist, Compliance Department,
(202) 874–5461; or Aida Plaza Carter,
Director, Bank Information Technology,
(202) 874–4740, Office of the
Comptroller of the Currency, 250 E
Street, SW., Washington, DC 20219.
Board: David A. Stein or Ky TranTrong, Counsels, or Amy Burke,
Attorney, Division of Consumer and
Community Affairs, (202) 452–3667;
Kara L. Handzlik, Attorney, Legal
Division, (202) 452–3852; or John
Gibbons, Supervisory Financial Analyst,
Division of Banking Supervision and
Regulation, (202) 452–6409, Board of
Governors of the Federal Reserve
System, 20th and C Streets, NW.,
Washington, DC 20551.
FDIC: Jeffrey M. Kopchik, Senior
Policy Analyst, (202) 898–3872, or
David P. Lafleur, Policy Analyst, (202)
898–6569, Division of Supervision and
Consumer Protection; Richard M.
Schwartz, Counsel, (202) 898–7424, or
Richard B. Foley, Counsel, (202) 898–
3784, Legal Division, Federal Deposit
Insurance Corporation, 550 17th Street,
NW., Washington, DC 20429.
OTS: Ekita Mitchell, Consumer
Regulations Analyst, Compliance and
Consumer Protection, (202) 906–6451;
Kathleen M. McNulty, Technology
Program Manager, Information
Technology Risk Management, (202)
906–6322; or Richard Bennett, Senior
Compliance Counsel, Regulations and
Legislation Division, (202) 906–7409,
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Office of Thrift Supervision, 1700 G
Street, NW., Washington, DC 20552.
NCUA: Regina M. Metz, Staff
Attorney, Office of General Counsel,
(703) 518–6540, National Credit Union
Administration, 1775 Duke Street,
Alexandria, VA 22314–3428.
FTC: Naomi B. Lefkovitz, Attorney, or
Pavneet Singh, Attorney, Division of
Privacy and Identity Protection, Bureau
of Consumer Protection, (202) 326–
2252, Federal Trade Commission, 600
Pennsylvania Avenue, NW., Washington
DC 20580.
SUPPLEMENTARY INFORMATION:
I. Introduction
The President signed the FACT Act
into law on December 4, 2003.1 The
FACT Act added several new provisions
to the Fair Credit Reporting Act of 1970
(FCRA), 15 U.S.C. 1681 et seq. Section
114 of the FACT Act, 15 U.S.C.
1681m(e), amends section 615 of the
FCRA, and directs the Agencies to issue
joint regulations and guidelines
regarding the detection, prevention, and
mitigation of identity theft, including
special regulations requiring debit and
credit card issuers to validate
notifications of changes of address
under certain circumstances.2 Section
315 of the FACT Act, 15 U.S.C.
1681c(h), adds a new section 605(h)(2)
to the FCRA requiring the Agencies to
issue joint regulations that provide
guidance regarding reasonable policies
and procedures that a user of a
consumer report should employ when
the user receives a notice of address
discrepancy.
On July 18, 2006, the Agencies
published a joint notice of proposed
rulemaking (NPRM) in the Federal
Register (71 FR 40786) proposing rules
and guidelines to implement section
114 and proposing rules to implement
section 315 of the FACT Act. The public
comment period closed on September
18, 2006. The Agencies collectively
received a total of 129 comments in
response to the NPRM, although many
commenters sent copies of the same
letter to each of the Agencies. The
comments included 63 from financial
institutions, 12 from financial
institution holding companies, 23 from
financial institution trade associations,
12 from individuals, nine from other
trade associations, five from other
business entities, three from consumer
1 Pub.

L. 108–159.
111 of the FACT Act defines ‘‘identity
theft’’ as ‘‘a fraud committed using the identifying
information of another person, subject to such
further definition as the [Federal Trade]
Commission may prescribe, by regulation.’’ 15
U.S.C. 1681a(q)(3).
2 Section
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groups,3 one from a member of
Congress, and one from the United
States Small Business Administration
(SBA).
II. Section 114 of the FACT Act
A. Red Flag Regulations and Guidelines
1. Background
Section 114 of the FACT Act requires
the Agencies to jointly issue guidelines
for financial institutions and creditors
regarding identity theft with respect to
their account holders and customers.
Section 114 also directs the Agencies to
prescribe joint regulations requiring
each financial institution and creditor to
establish reasonable policies and
procedures for implementing the
guidelines, to identify possible risks to
account holders or customers or to the
safety and soundness of the institution
or ‘‘customer.’’4
In developing the guidelines, the
Agencies must identify patterns,
practices, and specific forms of activity
that indicate the possible existence of
identity theft. The guidelines must be
updated as often as necessary, and
cannot be inconsistent with the policies
and procedures issued under section
326 of the USA PATRIOT Act,5 31
U.S.C. 5318(l), that require verification
of the identity of persons opening new
accounts. The Agencies also must
consider including reasonable
guidelines that would apply when a
transaction occurs in connection with a
consumer’s credit or deposit account
that has been inactive for two years.
These guidelines would provide that in
such circumstances, a financial
institution or creditor ‘‘shall follow
reasonable policies and procedures’’ for
notifying the consumer, ‘‘in a manner
reasonably designed to reduce the
likelihood of identity theft.’’
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2. Overview of Proposal and Comments
Received
The Agencies proposed to implement
section 114 through regulations
requiring each financial institution and
creditor to implement a written Program
to detect, prevent and mitigate identity
theft in connection with the opening of
an account or any existing account. The
Agencies also proposed guidelines that
identified 31 patterns, practices, and
specific forms of activity that indicate a
possible risk of identity theft. The
proposed regulations required each
financial institution and creditor to
incorporate into its Program relevant
3 One

of these letters represented the comments
of five consumer groups.
4 Use of the term ‘‘customer,’’ here, appears to be
a drafting error and likely should read ‘‘creditor.’’
5 Pub. L. 107–56.
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indicators of a possible risk of identity
theft (Red Flags), including indicators
from among those listed in the
guidelines. To promote flexibility and
responsiveness to the changing nature of
identity theft, the proposed rules also
stated that covered entities would need
to include in their Programs relevant
Red Flags from applicable supervisory
guidance, their own experiences, and
methods that the entity had identified
that reflect changes in identity theft
risks.
The Agencies invited comment on all
aspects of the proposed regulations and
guidelines implementing section 114,
and specifically requested comment on
whether the elements described in
section 114 had been properly allocated
between the proposed regulations and
the proposed guidelines.
Consumer groups maintained that the
proposed regulations provided too
much discretion to financial institutions
and creditors to decide which accounts
and Red Flags to include in their
Programs and how to respond to those
Red Flags. These commenters stated that
the flexible and risk-based approach
taken in the proposed rulemaking
would permit ‘‘business as usual.’’
Some small financial institutions also
expressed concern about the flexibility
afforded by the proposal. These
commenters stated that they preferred to
have clearer, more structured guidance
describing exactly how to develop and
implement a Program and what they
would need to do to achieve
compliance.
Most commenters, however, including
many financial institutions and
creditors, asserted that the proposal was
overly prescriptive, contained
requirements beyond those mandated in
the FACT Act, would be costly and
burdensome to implement, and would
complicate the existing efforts of
financial institutions and creditors to
detect and prevent identity theft. Some
industry commenters asserted that the
rulemaking was unnecessary because
large businesses, such as banks and
telecommunications companies, already
are motivated to prevent identity theft
and other forms of fraud in order to
limit their own financial losses.
Financial institution commenters
maintained that they are already doing
most of what would be required by the
proposal as a result of having to comply
with the customer identification
program (CIP) regulations implementing
section 326 of the USA PATRIOT Act 6
and other existing requirements. These
6 See, e.g., 31 CFR 103.121 (applicable to banks,
thrifts and credit unions and certain non-federally
regulated banks).
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commenters suggested that the
regulations and guidelines take the form
of broad objectives modeled on the
objectives set forth in the ‘‘Interagency
Guidelines Establishing Information
Security Standards’’ (Information
Security Standards).7 A few financial
institution commenters asserted that the
primary cause of identity theft is the
lack of care on the part of the consumer.
They stated that consumers should be
held responsible for protecting their
own identifying information.
The Agencies have modified the
proposed rules and guidelines in light of
the comments received. An overview of
the final rules, guidelines, and
supplement, a discussion of the
comments, and the specific manner in
which the proposed rules and
guidelines have been modified, follows.
3. Overview of final rules and
guidelines
The Agencies are issuing final rules
and guidelines that provide both
flexibility and more guidance to
financial institutions and creditors. The
final rules also require the Program to
address accounts where identity theft is
most likely to occur. The final rules
describe which financial institutions
and creditors are required to have a
Program, the objectives of the Program,
the elements that the Program must
contain, and how the Program must be
administered.
Under the final rules, only those
financial institutions and creditors that
offer or maintain ‘‘covered accounts’’
must develop and implement a written
Program. A covered account is (1) an
account primarily for personal, family,
or household purposes, that involves or
is designed to permit multiple payments
or transactions, or (2) any other account
for which there is a reasonably
foreseeable risk to customers or the
safety and soundness of the financial
institution or creditor from identity
theft. Each financial institution and
creditor must periodically determine
whether it offers or maintains a
‘‘covered account.’’
The final regulations provide that the
Program must be designed to detect,
prevent, and mitigate identity theft in
connection with the opening of a
covered account or any existing covered
account. In addition, the Program must
be tailored to the entity’s size,
complexity and nature of its operations.
7 12 CFR part 30, app. B (national banks); 12 CFR
part 208, app. D–2 and part 225, app. F (state
member banks and holding companies); 12 CFR
part 364, app. B (state non-member banks); 12 CFR
part 570, app. B (savings associations); 12 CFR part
748, App. A (credit unions).
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The final regulations list the four
basic elements that must be included in
the Program of a financial institution or
creditor. The Program must contain
‘‘reasonable policies and procedures’’
to:
• Identify relevant Red Flags for
covered accounts and incorporate those
Red Flags into the Program;
• Detect Red Flags that have been
incorporated into the Program;
• Respond appropriately to any Red
Flags that are detected to prevent and
mitigate identity theft; and
• Ensure the Program is updated
periodically, to reflect changes in risks
to customers or to the safety and
soundness of the financial institution or
creditor from identity theft.
The regulations also enumerate
certain steps that financial institutions
and creditors must take to administer
the Program. These steps include
obtaining approval of the initial written
Program by the board of directors or a
committee of the board, ensuring
oversight of the development,
implementation and administration of
the Program, training staff, and
overseeing service provider
arrangements.
In order to provide financial
institutions and creditors with more
flexibility in developing a Program, the
Agencies have moved certain detail
formerly contained in the proposed
regulations to the guidelines located in
Appendix J. This detailed guidance
should assist financial institutions and
creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the regulations to
detect, prevent, and mitigate identity
theft. Each financial institution or
creditor that is required to implement a
Program must consider the guidelines
and include in its Program those
guidelines that are appropriate. The
guidelines provide policies and
procedures for use by institutions and
creditors, where appropriate, to satisfy
the requirements of the final rules,
including the four elements listed
above. While an institution or creditor
may determine that particular
guidelines are not appropriate to
incorporate into its Program, the
Program must nonetheless contain
reasonable policies and procedures to
meet the specific requirements of the
final rules. The illustrative examples of
Red Flags formerly in Appendix J are
now listed in a supplement to the
guidelines.
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4. Section-by-Section Analysis 8
Sectionl.90(a) Purpose and Scope
Proposed §l.90(a) described the
statutory authority for the proposed
regulations, namely, section 114 of the
FACT Act. It also defined the scope of
this section; each of the Agencies
proposed tailoring this paragraph to
describe those entities to which this
section would apply. The Agencies
received no comments on this section,
and it is adopted as proposed.
Sectionl.90(b) Definitions
Proposed §l.90(b) contained
definitions of various terms that applied
to the proposed rules and guidelines.
While §l.90(b) of the final rules
continues to describe the definitions
applicable to the final rules and
guidelines, changes have been made to
address the comments, as follows.
Sectionl.90(b)(1) Account. The
Agencies proposed using the term
‘‘account’’ to describe the relationships
covered by section 114 that an account
holder or customer may have with a
financial institution or creditor.9 The
proposed definition of ‘‘account’’ was ‘‘a
continuing relationship established to
provide a financial product or service
that a financial holding company could
offer by engaging in an activity that is
financial in nature or incidental to such
a financial activity under section 4(k) of
the Bank Holding Company Act, 12
U.S.C. 1843(k).’’ The definition also
gave examples of types of ‘‘accounts.’’
Some commenters stated that the
regulations do not need a definition of
‘‘account’’ to give effect to their terms.
Some commenters maintained that a
new definition for ‘‘account’’ would be
confusing as this term is already defined
inconsistently in several regulations and
in section 615(e) of the FCRA. These
commenters recommended that the
8 The OCC, Board, FDIC, OTS and NCUA are
placing the regulations and guidelines
implementing section 114 in the part of their
regulations that implement the FCRA—12 CFR
parts 41, 222, 334, 571, and 717, respectively. In
addition, the FDIC cross-references the regulations
and guidelines in 12 CFR part 364. For ease of
reference, the discussion in this preamble uses the
shared numerical suffix of each of these agency’s
regulations. The FTC also is placing the final
regulations and guidelines in the part of its
regulations implementing the FCRA, specifically 16
CFR part 681. However, the FTC uses different
numerical suffixes that equate to the numerical
suffixes discussed in the preamble as follows:
preamble suffix .82 = FTC suffix .1, preamble suffix
.90 = FTC suffix .2, and preamble suffix .91 = FTC
suffix .3. In addition, Appendix J referenced in the
preamble is the FTC’s Appendix A.
9 The Agencies acknowledged that section 114
does not use the term ‘‘account’’ and, in other
contexts, the FCRA defines the term ‘‘account’’
narrowly to describe certain consumer deposit or
asset accounts. See 15 U.S.C. 1681a(r)(4).
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Agencies use the term ‘‘continuing
relationship’’ instead, and define this
phrase in a manner consistent with the
Agencies’’ privacy rules 10
implementing Title V of the GrammLeach-Bliley Act (GLBA), 15 U.S.C.
6801.11 These commenters urged that
the definition of ‘‘account’’ not be
expanded to include relationships that
are not ‘‘continuing.’’ They stated that it
would be very burdensome to gather
and maintain information on noncustomers for one-time transactions.
Other commenters suggested defining
the term ‘‘account’’ in a manner
consistent with the CIP rules.
Many commenters stated that defining
‘‘account’’ to cover both consumer and
business accounts was too broad,
exceeded the scope of the FACT Act,
and would make the regulation too
burdensome. These commenters
recommended limiting the scope of the
regulations and guidelines to cover only
consumer financial services, specifically
accounts established for personal,
family and household purposes, because
these types of accounts typically are
targets of identity theft. They asserted
that identity theft has not historically
been common in connection with
business or commercial accounts.
Consumer groups maintained that the
proposed definition of ‘‘account’’ was
too narrow. They explained that because
the proposed definition was tied to
financial products and services that can
be offered under the Bank Holding
Company Act, it inappropriately
excluded certain transactions involving
creditors that are not financial
institutions that should be covered by
the regulations. Some of these
commenters recommended that the
definition of ‘‘account’’ include any
relationship with a financial institution
or creditor in which funds could be
intercepted or credit could be extended,
as well as any other transaction which
could obligate an individual or other
covered entity, including transactions
that do not result in a continuing
relationship. Others suggested that there
should be no flexibility to exclude any
account that is held by an individual or
which generates information about
individuals that reflects on their
financial or credit reputations.
The Agencies have modified the
definition of ‘‘account’’ to address these
comments. First, the final rules now
apply to ‘‘covered accounts,’’ a term that
the Agencies have added to the
definition section to eliminate
10 See 12 CFR 40 (OCC); 12 CFR 216 (Board); 12
CFR 332 (FDIC); 12 CFR 573 (OTS); 12 CFR 716
(NCUA); and 16 CFR 313 (FTC).
11 Pub. L. 106–102.
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confusion between these rules and other
rules that apply to an ‘‘account.’’ The
Agencies have retained a definition of
‘‘account’’ simply to clarify and provide
context for the definition of ‘‘covered
account.’’
Section 114 provides broad discretion
to the Agencies to prescribe regulations
and guidelines to address identity theft.
The terminology in section 114 is not
confined to ‘‘consumer’’ accounts.
While identity theft primarily has been
directed at consumers, the Agencies are
aware that small businesses also have
been targets of identity theft. Over time,
identity theft could expand to affect
other types of accounts. Thus, the
definition of ‘‘account’’ in §l.90(b)(1)
of the final rules continues to cover any
relationship to obtain a product or
service that an account holder or
customer may have with a financial
institution or creditor.12 Through
examples, the definition makes clear
that the purchase of property or services
involving a deferred payment is
considered to be an account.
Although the definition of ‘‘account’’
includes business accounts, the riskbased nature of the final rules allows
each financial institution or creditor
flexibility to determine which business
accounts will be covered by its Program
through a risk evaluation process.
The Agencies also recognize that a
person may establish a relationship with
a creditor, such as an automobile dealer
or a telecommunications provider,
primarily to obtain a product or service
that is not financial in nature. To make
clear that an ‘‘account’’ includes
relationships with creditors that are not
financial institutions, the definition is
no longer tied to the provision of
‘‘financial’’ products and services.
Accordingly, the Agencies have deleted
the reference to the Bank Holding
Company Act.
The definition of ‘‘account’’ still
includes the words ‘‘continuing
relationship.’’ The Agencies have
determined that, at this time, the burden
that would be imposed upon financial
institutions and creditors by a
requirement to detect, prevent and
mitigate identity theft in connection
with single, non-continuing transactions
by non-customers would outweigh the
benefits of such a requirement. The
Agencies recognize, however, that
identity theft may occur at the time of
account opening. Therefore, as detailed
below, the obligations of the final rule
apply not only to existing accounts,
where a relationship already has been
12 Accordingly, the definition of ‘‘account’’ still
applies to fiduciary, agency, custodial, brokerage
and investment advisory activities.
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established, but also to account
openings, when a relationship has not
yet been established.
Sectionl.90(b)(2) Board of Directors.
The proposed regulations discussed the
role of the board of directors of a
financial institution or creditor. For
financial institutions and creditors
covered by the regulations that do not
have boards of directors, the proposed
regulations defined ‘‘board of directors’’
to include, in the case of a branch or
agency of a foreign bank, the managing
official in charge of the branch or
agency. For other creditors that do not
have boards of directors, the proposed
regulations defined ‘‘board of directors’’
as a designated employee.
Consumer groups objected to the
proposed definition as it applied to
creditors that do not have boards of
directors. These commenters
recommended that for these entities,
‘‘board of directors’’ should be defined
as a designated employee at the level of
senior management. They asserted that
otherwise, institutions that do not have
a board of directors would be given an
unfair advantage for purposes of the
substantive provisions of the rules,
because they would be permitted to
assign any employee to fulfill the role of
the ‘‘board of directors.’’
The Agencies agree this important
role should be performed by an
employee at the level of senior
management, rather than any designated
employee. Accordingly, the definition of
‘‘board of directors’’ has been revised in
§ l.90(b)(2) of the final rules so that, in
the case of a creditor that does not have
a board of directors, the term ‘‘board of
directors’’ means ‘‘a designated
employee at the level of senior
management.’’
Section l.90(b)(3) Covered Account.
As mentioned previously, the Agencies
have added a new definition of
‘‘covered account’’ in § l.90(b)(3) to
describe the type of ‘‘account’’ covered
by the final rules. The proposed rules
would have provided a financial
institution or creditor with broad
flexibility to apply its Program to those
accounts that it determined were
vulnerable to the risk of identity theft,
and did not mandate coverage of any
particular type of account.
Consumer group commenters urged
the Agencies to limit the discretion
afforded to financial institutions and
creditors by requiring them to cover
consumer accounts in their Programs.
While seeking to preserve their
discretion, many industry commenters
requested that the Agencies limit the
final rules to consumer accounts, where
identity theft is most likely to occur.
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The Agencies recognize that
consumer accounts are presently the
most common target of identity theft
and acknowledge that Congress
expected the final regulation to address
risks of identity theft to consumers.13
For this reason, the final rules require
each Program to cover accounts
established primarily for personal,
family or household purposes, that
involve or are designed to permit
multiple payments or transactions, i.e.,
consumer accounts. As discussed above
in connection with the definition of
‘‘account,’’ the final rules also require
the Programs of financial institutions
and creditors to cover any other type of
account that the institution or creditor
offers or maintains for which there is a
reasonably foreseeable risk from identity
theft.
Accordingly, the definition of
‘‘covered account’’ is divided into two
parts. The first part refers to ‘‘an account
that a financial institution or creditor
offers or maintains, primarily for
personal, family, or household
purposes, that involves or is designed to
permit multiple payments or
transactions.’’ The definition provides
examples to illustrate that these types of
consumer accounts include, ‘‘a credit
card account, mortgage loan, automobile
loan, margin account, cell phone
account, utility account, checking
account, or savings account.’’14
The second part of the definition
refers to ‘‘any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.’’ This part of the
definition reflects the Agencies’ belief
that other types of accounts, such as
small business accounts or sole
proprietorship accounts, may be
vulnerable to identity theft, and,
therefore, should be considered for
coverage by the Program of a financial
institution or creditor.
In response to the proposed definition
of ‘‘account,’’ a trade association
representing credit unions suggested
that the term ‘‘customer’’ in the
definition be revised to refer to
13 See S. Rep. No. 108–166 at 13 (Oct. 17, 2003)
(accompanying S. 1753).
14 These examples reflect the fact that the rules
are applicable to a variety of financial institutions
and creditors. They are not intended to confer any
additional powers on covered entities. Nonetheless,
some of the Agencies have chosen to limit the
examples in their rule texts to those products
covered entities subject to their jurisdiction are
legally permitted to offer.
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‘‘member’’ to better reflect the
ownership structure of some financial
institutions or to ‘‘consumer’’ to include
all individuals doing business at all
types of financial institutions. The
definition of ‘‘account’’ in the final rules
no longer makes reference to the term
‘‘customer’’; however, the definition of
‘‘covered account’’ continues to employ
this term, to be consistent with section
114 of the FACT Act, which uses the
term ‘‘customer.’’ Of course, in the case
of credit unions, the final rules and
guidelines will apply to the accounts of
members that are maintained primarily
for personal, family, or household
purposes, and those that are otherwise
subject to a reasonably foreseeable risk
of identity theft.
Sections l.90(b)(4) and (b)(5) Credit
and Creditor. The proposed rules
defined these terms by cross-reference
to the relevant sections of the FCRA.
There were no comments on the
definition of ‘‘credit’’ and § l.90(b)(4)
of the final rules adopts the definition
as proposed.
Some commenters asked the Agencies
to clarify that the term ‘‘creditor’’ does
not cover third-party debt collectors
who regularly arrange for the extension,
renewal, or continuation of credit.
Section 114 applies to financial
institutions and creditors. Under the
FCRA, the term ‘‘creditor’’ has the same
meaning as in section 702 of the Equal
Credit Opportunity Act (ECOA), 15
U.S.C. 1691a.15 ECOA defines
‘‘creditor’’ to include a person who
arranges for the extension, renewal, or
continuation of credit, which in some
cases could include third-party debt
collectors. 15 U.S.C. 1691a(e).
Therefore, the Agencies are not
excluding third-party debt collectors
from the scope of the final rules, and
§ l.90(b)(5) of the final rules adopts the
definition of ‘‘creditor’’ as proposed.
Section l.90(b)(6) Customer. Section
114 of the FACT Act refers to ‘‘account
holders’’ and ‘‘customers’’ of financial
institutions and creditors without
defining either of these terms. For ease
of reference, the Agencies proposed to
use the term ‘‘customer’’ to encompass
both ‘‘customers’’ and ‘‘account
holders.’’ ‘‘Customer’’ was defined as a
person that has an account with a
financial institution or creditor. The
proposed definition of ‘‘customer’’
applied to any ‘‘person,’’ defined by the
FCRA as any individual, partnership,
corporation, trust, estate, cooperative,
association, government or
governmental subdivision or agency, or
other entity.16 The proposal explained
15 See
16 See

15 U.S.C. 1681a(r)(5).
15 U.S.C. 1681a(b).
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that the Agencies chose this broad
definition because, in addition to
individuals, various types of entities
(e.g., small businesses) can be victims of
identity theft. Under the proposed
definition, however, a financial
institution or creditor would have had
the discretion to determine which type
of customer accounts would be covered
under its Program, since the proposed
regulations were risk-based.17
As noted above, most industry
commenters maintained that including
all persons, not just consumers, within
the definition of ‘‘customer’’ would
impose a substantial financial burden
on financial institutions and creditors,
and make compliance with the
regulations more burdensome. These
commenters stated that business
identity theft is rare, and maintained
that financial institutions and creditors
should be allowed to direct their fraud
prevention resources to the areas of
highest risk. They also noted that
businesses are more sophisticated than
consumers, and are in a better position
to protect themselves against fraud than
consumers, both in terms of prevention
and in enforcing their legal rights.
Some financial institution
commenters were concerned that the
broad definition of ‘‘customer’’ would
create opportunities for commercial
customers to shift responsibility from
themselves to the financial institution
for not discovering Red Flags and
alerting business customers about
embezzlement or other fraudulent
transactions by the commercial
customer’s own employees. These
commenters suggested narrowing the
definition to cover natural persons and
to exclude business customers. Some of
these commenters suggested that the
definition of ‘‘customer’’ should be
consistent with the definition of this
term in the Information Security
Standards and the Agencies’ privacy
rules.
Consumer groups commented that the
proposed definition of ‘‘customer’’ was
too narrow. They recommended that the
definition be amended, so that the
regulations would not only protect
persons who are already customers of a
financial institution or creditor, but also
persons whose identities are used by an
imposter to open an account.
Section l.90(b)(6) of the final rule
defines ‘‘customer’’ to mean a person
that has a ‘‘covered account’’ with a
financial institution or creditor. Under
the definition of ‘‘covered account,’’ an

individual who has a consumer account
will always be a ‘‘customer.’’ A
‘‘customer’’ may also be a person that
has another type of account for which
a financial institution or creditor
determines there is a reasonably
foreseeable risk to its customers or to its
own safety and soundness from identity
theft.
The Agencies note that the
Information Security Standards and the
privacy rules implemented various
sections of Title V of the GLBA, 15
U.S.C. 6801, which specifically apply
only to customers who are consumers.
By contrast, section 114 does not define
the term ‘‘customer.’’ Because the
Agencies continue to believe that a
business customer can be a target of
identity theft, the final rules contain a
risk-based process designed to ensure
that these types of customers will be
covered by the Program of a financial
institution or creditor, when the risk of
identity theft is reasonably foreseeable.
The definition of ‘‘customer’’ in the
final rules continues to cover only
customers that already have accounts.
The Agencies note, however, that the
substantive provisions of the final rules,
described later, require the Program of
a financial institution or creditor to
detect, prevent, and mitigate identity
theft in connection with the opening of
a covered account as well as any
existing covered account. The final rules
address persons whose identities are
used by an imposter to open an account
in these substantive provisions, rather
than through the definition of
‘‘customer.’’
Section l.90(b)(7) Financial
Institution. The Agencies received no
comments on the proposed definition of
‘‘financial institution.’’ It is adopted in
§ l.90(b)(7), as proposed, with a crossreference to the relevant definition in
the FCRA.
Section l.90(b)(8) Identity Theft. The
proposal defined ‘‘identity theft’’ by
cross-referencing the FTC’s rule that
defines ‘‘identity theft’’ for purposes of
the FCRA.18
Most industry commenters objected to
the breadth of the proposed definition of
‘‘identity theft.’’ They recommended
that the definition include only actual
fraud committed using identifying
information of a consumer, and exclude
attempted fraud, identity theft
committed against businesses, and any
identity fraud involving the creation of
a fictitious identity using fictitious data
combined with real information from

17 Proposed § l.90(d)(1) required this
determination to be substantiated by a risk
evaluation that takes into consideration which
customer accounts of the financial institution or
creditor are subject to a risk of identity theft.

18 69 FR 63922 (Nov. 3, 2004) (codified at 16 CFR
603.2(a)). Section 111 of the FACT Act added
several new definitions to the FCRA, including
‘‘identity theft,’’ and authorized the FTC to further
define this term. See 15 U.S.C. 1681a.
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multiple individuals. By contrast,
consumer groups supported a broad
interpretation of ‘‘identity theft,’’
including the incorporation of
‘‘attempted fraud’’ in the definition.
Section l.90(b)(8) of the final rules
adopts the definition of ‘‘identity theft’’
as proposed. The Agencies believe that
it is important to ensure that all
provisions of the FACT Act that address
identity theft are interpreted in a
consistent manner. Therefore, the final
rule continues to define identity theft
with reference to the FTC’s regulation,
which as currently drafted provides that
the term ‘‘identity theft’’ means ‘‘a fraud
committed or attempted using the
identifying information of another
person without authority.’’ 19 The FTC
defines the term ‘‘identifying
information’’ to mean ‘‘any name or
number that may be used, alone or in
conjunction with any other information,
to identify a specific person, including
any—
(1) Name, social security number, date
of birth, official State or government
issued driver’s license or identification
number, alien registration number,
government passport number, employer
or taxpayer identification number;
(2) Unique biometric data, such as
fingerprint, voice print, retina or iris
image, or other unique physical
representation;
(3) Unique electronic identification
number, address, or routing code; or
(4) Telecommunication identifying
information or access device (as defined
in 18 U.S.C. 1029(e)).
Thus, under the FTC’s regulation, the
creation of a fictitious identity using any
single piece of information belonging to
a real person falls within the definition
of ‘‘identity theft’’ because such a fraud
involves ‘‘using the identifying
information of another person without
authority.’’ 20
Section l.90(b)(9) Red Flag. The
proposed regulations defined ‘‘Red
Flag’’ as a pattern, practice, or specific
activity that indicates the possible risk
of identity theft. The preamble to the
proposed rules explained that indicators
of a ‘‘possible risk’’ of identity theft
would include precursors to identity
theft such as phishing,21 and security
breaches involving the theft of personal
information, which often are a means to
acquire the information of another
person for use in committing identity
theft. The preamble explained that the
Agencies included such precursors to
19 See

16 CFR 603.2(a).
16 CFR 603.2(b).
21 Electronic messages to customers of financial
institutions and creditors directing them to provide
personal information in response to a fraudulent
e-mail.
20 See
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identity theft as ‘‘Red Flags’’ to better
position financial institutions and
creditors to stop identity theft at its
inception.
Most industry commenters objected to
the broad scope of the definition of
‘‘Red Flag,’’ particularly the phrase
‘‘possible risk of identity theft.’’ These
commenters believed that this definition
would require financial institutions and
creditors to identify all risks and
develop procedures to prevent or
mitigate them, without regard to the
significance of the risk. They asserted
that the statute does not support the use
of ‘‘possible risk’’ and suggested
defining a ‘‘Red Flag’’ as an indicator of
significant, substantial, or the probable
risk of identity theft. These commenters
stated that this would allow a financial
institution or creditor to focus
compliance in areas where it is most
needed.
Most industry commenters also stated
that the inclusion of precursors to
identity theft in the definition of ‘‘Red
Flag’’ would make the regulations even
broader and more burdensome. They
stated that financial institutions and
creditors do not have the ability to
detect and respond to precursors, such
as phishing, in the same manner as
other Red Flags that are more indicative
of actual ongoing identity theft.
By contrast, consumer groups
supported the inclusion of the phrase
‘‘possible risk of identity theft’’ and the
reference to precursors in the proposed
definition of ‘‘Red Flag.’’ These
commenters stated that placing
emphasis on detecting precursors to
identity theft, instead of waiting for
proven cases, is the right approach.
The Agencies have concluded that the
phrase ‘‘possible risk’’ in the proposed
definition of ‘‘Red Flag’’ is confusing
and could unduly burden entities with
limited resources. Therefore, the final
rules define ‘‘Red Flag’’ in § l.90(b)(9)
using language derived directly from
section 114, namely, ‘‘a pattern,
practice, or specific activity that
indicates the possible existence of
identity theft.’’ 22
The Agencies continue to believe,
however, that financial institutions and
creditors should consider precursors to
identity theft in order to stop identity
theft before it occurs. Therefore, as
described below, the Agencies have
chosen to address precursors directly,
through a substantive provision in
section IV of the guidelines titled
‘‘Prevention and Mitigation,’’ rather
than through the definition of ‘‘Red
Flag.’’ This provision states that a
financial institution or creditor should
22 15
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consider aggravating factors that may
heighten the risk of identity theft in
determining an appropriate response to
the Red Flags it detects.
Section l.90(b)(10) Service Provider.
The proposed regulations defined
‘‘service provider’’ as a person that
provides a service directly to the
financial institution or creditor. This
definition was based upon the
definition of ‘‘service provider’’ in the
Information Security Standards.23
One commenter agreed with this
definition. However, two other
commenters stated that the definition
was too broad. They suggested
narrowing the definition of ‘‘service
provider’’ to persons or entities that
have access to customer information.
Section l.90(b)(10) of the final rules
adopts the definition as proposed. The
Agencies have concluded that defining
‘‘service provider’’ to include only
persons that have access to customer
information would inappropriately
narrow the coverage of the final rules.
The Agencies have interpreted section
114 broadly to require each financial
institution and creditor to detect,
prevent, and mitigate identity theft not
only in connection with any existing
covered account, but also in connection
with the opening of an account. A
financial institution or creditor is
ultimately responsible for complying
with the final rules and guidelines even
if it outsources an activity to a thirdparty service provider. Thus, a financial
institution or creditor that uses a service
provider to open accounts will need to
provide for the detection, prevention,
and mitigation of identity theft in
connection with this activity, even
when the service provider has access to
the information of a person who is not
yet, and may not become, a ‘‘customer.’’
Section l.90(c) Periodic Identification
of Covered Accounts
To simplify compliance with the final
rules, the Agencies added a new
provision in § l.90(c) that requires each
financial institution and creditor to
periodically determine whether it offers
or maintains any covered accounts. As
a part of this determination, a financial
institution or creditor must conduct a
risk assessment to determine whether it
23 The Information Security Standards define
‘‘service provider’’ to mean any person or entity
that maintains, processes, or otherwise is permitted
access to customer information or consumer
information through the provision of services
directly to the financial institution. 12 CFR part 30,
app. B (national banks); 12 CFR part 208, app. D–
2 and part 225, app. F (state member banks and
holding companies); 12 CFR part 364, app. B (state
non-member banks); 12 CFR part 570, app. B
(savings associations); 12 CFR part 748, App. A
(credit unions).
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offers or maintains covered accounts
described in § l.90(b)(3)(ii) (accounts
other than consumer accounts), taking
into consideration:
• The methods it provides to open its
accounts;
• The methods it provides to access
its accounts; and
• Its previous experiences with
identity theft.
Thus, a financial institution or
creditor should consider whether, for
example, a reasonably foreseeable risk
of identity theft may exist in connection
with business accounts it offers or
maintains that may be opened or
accessed remotely, through methods
that do not require face-to-face contact,
such as through the internet or
telephone. In addition, those
institutions and creditors that offer or
maintain business accounts that have
been the target of identity theft should
factor those experiences with identity
theft into their determination.
This provision is modeled on various
process-oriented and risk-based
regulations issued by the Agencies, such
as the Information Security Standards.
Compliance with this type of regulation
is based upon a regulated entity’s own
preliminary risk assessment. The risk
assessment required here directs a
financial institution or creditor to
determine, as a threshold matter,
whether it will need to have a
Program.24 If a financial institution or
creditor determines that it does need a
Program, then this risk assessment will
enable the financial institution or
creditor to identify those accounts the
Program must address. This provision
also requires a financial institution or
creditor that initially determines that it
does not need to have a Program to
reassess periodically whether it must
develop and implement a Program in
light of changes in the accounts that it
offers or maintains and the various other
factors set forth in the provision.
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Section l.90(d)(1) Identity Theft
Prevention Program Requirement
Proposed § l.90(c) described the
primary objectives of a Program. It
stated that each financial institution or
creditor must implement a written
Program that includes reasonable
policies and procedures to address the
risk of identity theft to its customers and
to the safety and soundness of the
financial institution or creditor, in the
manner described in proposed
24 The Agencies anticipate that some financial
institutions and creditors, such as various creditors
regualted by the FTC that solely engage in businessto-business transactions, will be able to determine
that they do not need to develop and implement a
Program.
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§ l.90(d), which described the
development and implementation of a
Program. It also stated that the Program
must address financial, operational,
compliance, reputation, and litigation
risks and be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
Some commenters believed that the
proposed regulations exceeded the
scope of section 114 by covering deposit
accounts and by requiring a response to
the risk of identity theft, not just the
identification of the risk of identity
theft. One commenter expressed
concern about the application of the
Program to existing accounts.
The SBA commented that requiring
all small businesses covered by the
regulations to create a written Program
would be overly burdensome. Several
financial institution commenters
objected to what they perceived as a
proposed requirement that financial
institutions and creditors have a written
Program solely to address identity theft.
They recommended that the final
regulations allow a covered entity to
simply maintain or expand its existing
fraud prevention and information
security programs as long as they
included the detection, prevention, and
mitigation of identity theft. Some of
these commenters stated that requiring
a written program would merely focus
examiner attention on documentation
and cause financial institutions to
produce needless paperwork.
While commenters generally agreed
that the Program should be appropriate
to the size and complexity of the
financial institution or creditor, and the
nature and scope of its activities, many
industry commenters objected to the
prescriptive nature of this section. They
urged the Agencies to provide greater
flexibility to financial institutions and
creditors by allowing them to
implement their own procedures as
opposed to those provided in the
proposed regulations. Several other
commenters suggested permitting
financial institutions and creditors to
take into account the cost and
effectiveness of policies and procedures
and the institution’s history of fraud
when designing its Program.
Several financial institution
commenters maintained that the
Program required by the proposed rules
was not sufficiently flexible. They
maintained that a true risk-based
approach would permit institutions to
prioritize the importance of various
controls, address the most important
risks first, and accept the good faith
judgments of institutions in
differentiating among their options for
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conducting safe, sound, and compliant
operations. Some of these commenters
urged the Agencies to revise the final
rules and guidelines and adopt an
approach similar to the Information
Security Standards which they
characterized as providing institutions
with an outline of issues to consider
without requiring specific approaches.
Although a few commenters believed
that the proposed requirement to update
the Program was burdensome and
should be eliminated, most commenters
agreed that the Program should be
designed to address changing risks over
time. A number of these commenters,
however, objected to the requirement
that the Program must be designed to
address changing identity theft risks ‘‘as
they arise,’’ as too burdensome a
standard. Instead, they recommended
that the final regulations require a
financial institution or creditor to
reassess periodically whether to adjust
the types of accounts covered or Red
Flags to be detected based upon any
changes in the types and methods of
identity theft that an institution or
creditor has experienced.
Section l.90(d) of the final rules
requires each financial institution or
creditor that offers or maintains one or
more covered accounts to develop and
implement a written Program that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. To signal that
the final rules are flexible, and allow
smaller financial institutions and
creditors to tailor their Programs to their
operations, the final rules state that the
Program must be appropriate to the size
and complexity of the financial
institution or creditor and the nature
and scope of its activities.
The guidelines are appended to the
final rules to assist financial institutions
and creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the regulation.
Section I of the guidelines, titled ‘‘The
Program,’’ makes clear that a covered
entity may incorporate into its Program,
as appropriate, its existing processes
that control reasonably foreseeable risks
to customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program. This will avoid duplication
and allow covered entities to benefit
from existing policies and procedures.
The Agencies do not agree with those
commenters who asserted that the scope
of the proposed regulations (and hence
the final rules that adopt the identical
approach with respect to these issues)
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exceed the Agencies’’ statutory
mandate. First, section 114 clearly
permits the Agencies to issue
regulations and guidelines that address
more than the mere identification of the
risk of identity theft. Section 114
contains a broad mandate directing the
Agencies to issue guidelines ‘‘regarding
identity theft’’ and to prescribe
regulations requiring covered entities to
establish reasonable policies and
procedures for implementing the
guidelines. Second, two provisions in
section 114 indicate that Congress
expected the Agencies to issue final
regulations and guidelines requiring
financial institutions and creditors to
detect, prevent, and mitigate identity
theft.
The first relevant provision is codified
in section 615(e)(1)(C) of the FCRA,
where Congress addressed a particular
scenario involving card issuers. In that
provision, Congress directed the
Agencies to prescribe regulations
requiring a card issuer to take specific
steps to assess the validity of a change
of address request when it receives such
a request and, within a short period of
time, also receives a request for an
additional or replacement card. The
regulations must prohibit a card issuer
from issuing an additional or
replacement card under such
circumstances, unless it notifies the
cardholder or ‘‘uses other means of
assessing the validity of the change of
address in accordance with reasonable
policies and procedures established by
the card issuer in accordance with the
regulations prescribed [by the Agencies]
* * *.’’ This provision makes clear
that Congress contemplated that the
Agencies’ regulations would require a
financial institution or creditor to have
policies and procedures not only to
identify Red Flags, but also, to prevent
and mitigate identity theft.
The second relevant provision is
codified in section 615(e)(2)(B) of the
FCRA, and directs the Agencies to
consider addressing in the identity theft
guidelines transactions that occur with
respect to credit or deposit accounts that
have been inactive for more than two
years. The Agencies must consider
whether a creditor or financial
institution detecting such activity
should ‘‘follow reasonable policies that
provide for notice to be given to the
consumer in a manner reasonably
designed to reduce the likelihood of
identity theft with respect to such
account.’’ This provision signals that the
Agencies are authorized to prescribe
regulations and guidelines that
comprehensively address identity
theft—in a manner that goes beyond the
mere identification of possible risks.
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The Agencies’ interpretation of
section 114 is also supported by the
legislative history that indicates
Congress expected the Agencies to issue
regulations and guidelines for the
purposes of ‘‘identifying and preventing
identity theft.’’ 25
Finally, the Agencies’ interpretation
of section 114 is broad, based on a
public policy perspective that
regulations and guidelines addressing
the identification of the risk of identity
theft, without addressing the prevention
and mitigation of identity theft, would
not be particularly meaningful or
effective.
The Agencies also have concluded
that the scope of section 114 does not
only apply to credit transactions, but
also applies, for example, to deposit
accounts. Section 114 refers to the risk
of identity theft, generally, and not
strictly in connection with credit.
Because identity theft can and does
occur in connection with various types
of accounts, including deposit accounts,
the final rules address identity theft in
a comprehensive manner.
Furthermore, nothing in section 114
indicates that the regulations must only
apply to identity theft in connection
with account openings. The FTC has
defined ‘‘identity theft’’ as ‘‘a fraud
committed or attempted using the
identifying information of another
person without authority.’’ 26 Such
fraud may occur in connection with
account openings and with existing
accounts. Section 615(e)(3) states that
the guidelines that the Agencies
prescribe ‘‘shall not be inconsistent’’
with the policies and procedures
required under 31 U.S.C. 5318(l), a
reference to the CIP rules which require
certain financial institutions to verify
the identity of customers opening new
accounts. However, the Agencies do not
read this phrase to prevent them from
prescribing rules directed at existing
accounts. To interpret the provision in
this manner would solely authorize the
Agencies to prescribe regulations and
guidelines identical to and duplicative
of those already issued—making the
Agencies’ regulatory authority in this
area superfluous and meaningless.27
25 See S. Rep. No. 108–166 at 13 (Oct. 17, 2003)
(accompanying S. 1753).
26 16 CFR 603.2(a).
27 The Agencies’ conclusion is also supported by
case law interpreting similar terminology, albeit in
a different context, finding that ‘‘inconsistent’’
means it is impossible to comply with two laws
simultaneously, or one law frustrates the purposes
and objectives of another. See, e.g., Davenport v.
Farmers Ins. Group, 378 F.3d 839 (8th Cir. 2004);
Retail Credit Co. v. Dade County, Florida, 393 F.
Supp. 577 (S.D. Fla. 1975); Alexiou v. Brad Benson
Mitsubishi, 127 F. Supp.2d 557 (D.N.J. 2000).
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The Agencies recognize that requiring
a written Program will impose some
burden. However, the Agencies believe
the benefit of being able to assess a
covered entity’s compliance with the
final rules by evaluating the adequacy
and implementation of its written
Program outweighs the burdens
imposed by this requirement.
Moreover, although the final rules
continue to require a written Program,
as detailed below, the Agencies have
substantially revised the proposal to
focus the final rules and guidelines on
reasonably foreseeable risks, make the
final rules less prescriptive, and provide
financial institutions and creditors with
more discretion to develop policies and
procedures to detect, prevent, and
mitigate identity theft.
Proposed § l.90(c) also provided that
the Program must address changing
identity theft risks as they arise based
upon the experience of the financial
institution or creditor with identity theft
and changes in: Methods of identity
theft; methods to detect, prevent, and
mitigate identity theft; the types of
accounts the financial institution or
creditor offers; and its business
arrangements, such as mergers and
acquisitions, alliances and joint
ventures, and service provider
arrangements.
The Agencies continue to believe that,
to ensure a Program’s continuing
effectiveness, it must be updated, at
least periodically. However, in order to
simplify the final rules, the Agencies
moved this requirement into the next
section, where it is one of the required
elements of the Program, as discussed
below.
Development and Implementation of
Identity Theft Prevention Program
The remaining provisions of the
proposed rules were set forth under the
above-referenced section heading. Many
commenters asserted that the Agencies
should simply articulate certain
objectives and provide financial
institutions and creditors the flexibility
and discretion to design policies and
procedures to fulfill the objectives of the
Program without the level of detail
required under this section.
As described earlier, to ensure that
financial institutions and creditors are
able to design Programs that effectively
address identity theft in a manner
tailored to their own operations, the
Agencies have made significant changes
in the proposal by deleting whole
provisions or moving them into the
guidelines in Appendix J. More
specifically, the Agencies abbreviated
the proposed requirements formerly
located in the provisions titled
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‘‘Identification and Evaluation of Red
Flags’’ and ‘‘Identity Theft Prevention
and Mitigation’’ and have placed them
under a section of the final rules titled
‘‘Elements of a Program.’’ The proposed
requirements on ‘‘Staff Training,’’
‘‘Oversight of Service Provider
Arrangements,’’ and ‘‘Involvement of
Board of Directors and Senior
Management’’ are now in a section of
the final rules titled ‘‘Administration of
the Program.’’ The guidelines in
Appendix J elaborate on these
requirements. A discussion of the
comments received on these sections of
the proposed rules, and the
corresponding sections of the final rules
and guidelines follows.
Section l.90(d)(2)(i) Element I of the
Program: Identification of Red Flags
Proposed § l.90(d)(1)(i) required a
Program to include policies and
procedures to identify which Red Flags,
singly or in combination, are relevant to
detecting the possible risk of identity
theft to customers or to the safety and
soundness of the financial institution or
creditor, using the risk evaluation
described in § l.90(d)(1)(ii). It also
required the Red Flags identified to
reflect changing identity theft risks to
customers and to the financial
institution or creditor as they arise.
Proposed § l.90(d)(1)(i) provided that
each financial institution and creditor
must incorporate into its Program
relevant Red Flags from Appendix J.
The preamble to the proposed rules
acknowledged that some Red Flags that
are relevant today may become obsolete
as time passes. The preamble stated that
the Agencies expected to update
Appendix J periodically,28 but that it
may be difficult to do so quickly enough
to keep pace with rapidly evolving
patterns of identity theft or as quickly as
financial institutions and creditors
experience new types of identity theft.
Therefore, proposed § l.90(d)(1)(i) also
provided that each financial institution
and creditor must incorporate into its
Program relevant Red Flags from
applicable supervisory guidance,
incidents of identity theft that the
financial institution or creditor has
experienced, and methods of identity
theft that the financial institution or
creditor has identified that reflect
changes in identity theft risks.
Some commenters objected to the
proposed requirement that the Program
contain policies and procedures to
identify which Red Flags, singly or in
combination, are relevant to detecting
28 Section 114 directs the Agencies to update the
guidelines as often as necessary. See 15 U.S.C.
1681m(e)(1)(a).
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the possible risk of identity theft to
customers or to the safety and
soundness of the financial institution or
creditor. They criticized the phrase
‘‘possible risk’’ as too broad and stated
that it was unrealistic to impose upon
covered entities a continuing obligation
to incorporate into their Programs Red
Flags to address virtually any new
identity theft incident or trend and
potential fraud prevention measure.
These commenters stated that this
would be a burdensome compliance
exercise that would limit flexibility and
add costs, which in turn, would take
away limited resources from the
ultimate objective of combating identity
theft.
Many commenters objected to the
proposed requirement that the Red Flags
identified by a financial institution or
creditor reflect changing identity theft
risks to customers and to the financial
institution or creditor ‘‘as they arise.’’
These commenters requested that the
final rules permit financial institutions
and creditors a reasonable amount of
time to adjust the Red Flags included in
their Programs.
Some commenters agreed that the
enumerated sources of Red Flags were
appropriate. A few commenters stated
that financial institutions and creditors
should not be required to include in
their Programs any Red Flags except for
those set forth in Appendix J or in
supervisory guidance, or that they had
experienced. However, most
commenters objected to the requirement
that, at a minimum, the Program
incorporate any relevant Red Flags from
Appendix J.
Some financial institution
commenters urged deletion of the
proposed requirement to include a list
of relevant Red Flags in their Program.
They stated that a financial institution
should be able to assess which Red
Flags are appropriate without having to
justify to an examiner why it failed to
include a specific Red Flag on a list.
Other commenters recommended that
the list of Red Flags in Appendix J be
illustrative only. These commenters
recommended that a financial
institution or creditor be permitted to
include any Red Flags on its list that it
concludes are appropriate. They
suggested that the Agencies encourage
institutions to review the list of Red
Flags, and use their own experience and
expertise to identify other Red Flags that
become apparent as fraudsters adapt
and develop new techniques. They
maintained that in this manner,
institutions and creditors would be able
to identify the appropriate Red Flags
and not waste limited resources and
effort addressing those Red Flags in
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Appendix J that were obsolete or not
appropriate for their activities.
By contrast, consumer groups
criticized the flexibility and discretion
afforded to financial institutions and
creditors in this section of the proposed
rules. These commenters urged the
Agencies to make certain Red Flags from
Appendix J mandatory, such as a fraud
alert on a consumer report.
Proposed § l.90(d)(1)(ii) provided
that in order to identify which Red Flags
are relevant to detecting a possible risk
of identity theft to its customers or to its
own safety and soundness, the financial
institution or creditor must consider:
A. Which of its accounts are subject
to a risk of identity theft;
B. The methods it provides to open
these accounts;
C. The methods it provides to access
these accounts; and
D. Its size, location, and customer
base.
While some industry commenters
thought the enumerated factors were
appropriate, other commenters stated
that the factors on the list were not
necessarily the ones used by financial
institutions to identify risk and were
irrelevant to any determination of
identity theft or actual fraud. These
commenters maintained that this
proposed requirement would require
financial institutions to develop entirely
new programs that may not be as
effective or efficient as those designed
by anti-fraud experts. Therefore, they
recommended that the final rules
provide financial institutions and
creditors with wide latitude to
determine what factors they should
consider and how they categorize them.
These commenters urged the Agencies
to refrain from providing a list of factors
that financial institutions and creditors
would have to consider because a finite
list could limit their ability to adapt to
new forms of identity theft.
Some commenters suggested that the
risk evaluation include an assessment of
other factors such as the likelihood of
harm, the cost and operational burden
of using a particular Red Flag and the
effectiveness of a particular Red Flag for
that institution or creditor. Some
commenters suggested that the factors
refer to the likely risk of identity theft,
while others suggested that the factors
be modified to refer to the possible risk
of identity theft to which each type of
account offered by the financial
institution or creditor is subject. Other
commenters, including a trade
association representing small financial
institutions, asked the Agencies to
provide guidelines on how to conduct a
risk assessment.
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The final rules continue to address
the identification of relevant Red Flags,
but simply state that the first element of
a Program must be reasonable policies
and procedures to identify relevant Red
Flags for the covered accounts that the
financial institution or creditor offers or
maintains. The final rules also state that
a financial institution or creditor must
incorporate these Red Flags into its
Program.
The final rules do not require policies
and procedures for identifying which
Red Flags are relevant to detecting a
‘‘possible risk’’ of identity theft.
Moreover, as described below, a covered
entity’s obligation to update its Red
Flags is now a separate element of the
Program. The section of the proposed
rules describing the various factors that
a financial institution or creditor must
consider to identify relevant Red Flags,
and the sources from which a financial
institution or creditor must derive its
Red Flags, are now in section II of the
guidelines titled ‘‘ Identifying Relevant
Red Flags.’’
The Agencies acknowledge that
establishing a finite list of factors that a
financial institution or creditor must
consider when identifying relevant Red
Flags for covered accounts could limit
the ability of a financial institution or
creditor to respond to new forms of
identity theft. Therefore, section II of the
guidelines contains a list of factors that
a financial institution or creditor
‘‘should consider * * * as
appropriate’’ in identifying relevant Red
Flags.
The Agencies also modified the list in
order to provide more appropriate
examples of factors for consideration by
a financial institution or creditor
determining which Red Flags may be
relevant. These factors are:
• The types of covered accounts it
offers or maintains;
• The methods it provides to open its
covered accounts;
• The methods it provides to access
its covered accounts; and
• Its previous experiences with
identity theft.
Thus, for example, Red Flags relevant
to deposit accounts may differ from
those relevant to credit accounts, and
those applicable to consumer accounts
may differ from those applicable to
business accounts. Red Flags
appropriate for accounts that may be
opened or accessed remotely may differ
from those that require face-to-face
contact. In addition, a financial
institution or creditor should consider
identifying as relevant those Red Flags
that directly relate to its previous
experiences with identity theft.
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Section II of the guidelines also gives
examples of sources from which
financial institutions and creditors
should derive relevant Red Flags, rather
than requiring that the Program
incorporate relevant Red Flags strictly
from the four sources listed in the
proposed rules. Section II states that a
financial institution or creditor should
incorporate into its Program relevant
Red Flags from sources such as: (1)
Incidents of identity theft that the
financial institution or creditor has
experienced; (2) methods of identity
theft that the financial institution or
creditor has identified that reflect
changes in identity theft risks; and (3)
applicable supervisory guidance.
The Agencies have deleted the
reference to the Red Flags in Appendix
J as a source. Instead, a separate
provision in section II of the guidelines,
titled ‘‘Categories of Red Flags,’’ states
that the Program of a financial
institution or creditor ‘‘should include’’
relevant Red Flags from five particular
categories ‘‘as appropriate.’’ The
Agencies have included these
categories, which summarize the
various types of Red Flags that were
previously enumerated in Appendix J,
in order to provide additional nonprescriptive guidance regarding the
identification of relevant Red Flags.
Section II of the guidelines also notes
that ‘‘examples’’ of individual Red Flags
from each of the five categories are
appended as Supplement A to
Appendix J. The examples in
Supplement A are a list of Red Flags
similar to those found in the proposed
rules. The Agencies did not intend for
these examples to be a comprehensive
list of all types of identity theft that a
financial institution or creditor may
experience. When identifying Red Flags,
financial institutions and creditors must
consider the nature of their business
and the type of identity theft to which
they may be subject. For instance,
creditors in the health care field may be
at risk of medical identity theft (i.e.,
identity theft for the purpose of
obtaining medical services) and,
therefore, must identify Red Flags that
reflect this risk.
The Agencies also have decided not to
single out any specific Red Flags as
mandatory for all financial institutions
and creditors. Rather, the final rule
continues to follow the risk-based, nonprescriptive approach regarding the
identification of Red Flags that was set
forth in the proposal. The Agencies
recognize that the final rules and
guidelines cover a wide variety of
financial institutions and creditors that
offer and maintain many different
products and services, and require the
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flexibility to be able to adapt to rapidly
changing risks of identity theft.
Sections l.90(d)(2)(ii) and (iii)
Elements II and III of the Program:
Detection of and Response to Red Flags
Proposed § l.90(d)(2) stated that the
Program must include reasonable
policies and procedures designed to
prevent and mitigate identity theft in
connection with the opening of an
account or any existing account. This
section then described the policies and
procedures that the Program must
include, some of which related solely to
account openings while others related to
existing accounts.
Some financial institution
commenters acknowledged that
reference to prevention and mitigation
of identity theft was generally a good
objective, but they urged that the final
rules refrain from prescribing how
financial institutions must achieve it.
Others noted that the CIP rules and the
Information Security Standards already
required many of the steps in the
proposal. They recommended that the
final rules recognize this and clarify that
compliance with parallel requirements
would be sufficient for compliance
under these rules.
Section l.90(d)(1) of the final rules
requires financial institutions and
creditors to develop and implement a
written Program to detect, prevent, and
mitigate identity theft in connection
with the opening of a covered account
or any existing covered account.
Therefore, the Agencies concluded that
it was not necessary to reiterate this
requirement in § l.90(d)(2). The
Agencies have deleted the prefatory
language from proposed § l.90(d)(2) on
prevention and mitigation in order to
streamline the final rules. The various
provisions addressing prevention and
mitigation formerly in this section,
namely, verification of identity,
detection of Red Flags, assessment of
the risk of Red Flags, and responses to
the risk of identity theft, have been
incorporated into the final rules as
‘‘Elements of the Program’’ and into the
guidelines elaborating on these
provisions. Comments received
regarding these provisions and the
manner in which they have been
integrated into the final rules and
guidelines follows.
Detecting Red Flags
Proposed § l.90(d)(2)(i) stated that
the Program must include reasonable
policies and procedures to obtain
identifying information about, and
verify the identity of, a person opening
an account. This provision was
designed to address the risk of identity

E:\FR\FM\09NOR4.SGM

09NOR4

jlentini on PROD1PC65 with RULES4

63728

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations

theft to a financial institution or creditor
that occurs in connection with the
opening of new accounts.
The proposed rules stated that any
financial institution or creditor would
be able to satisfy the proposed
requirement in § l.90(d)(2)(i) by using
the policies and procedures for identity
verification set forth in the CIP rules.
The preamble to the proposed rules
explained that although the CIP rules
exclude a variety of entities from the
definition of ‘‘customer’’ and exclude a
number of products and relationships
from the definition of ‘‘account,’’ 29 the
Agencies were not proposing any
exclusions from either of these terms
given the risk-based nature of the
regulations.
Most commenters supported this
provision. Many of these commenters
urged the Agencies to include in the
final rules a clear statement
acknowledging that financial
institutions and creditors complying
with the CIP rules would be deemed to
be in compliance with this provision’s
requirements. Some of these
commenters encouraged the Agencies to
place the exemptions from the CIP rules
in these final rules for consistency in
implementing both regulatory mandates.
Some commenters, however, believed
the requirement to verify the identity of
a person opening an account duplicated
the requirements in the CIP rules and
urged elimination of this redundancy.
Other entities not already subject to the
CIP rules stated that complying with
those rules would be very costly and
burdensome. These commenters asked
that the Agencies provide them with
additional guidance regarding the CIP
rules.
Consumer groups were concerned that
use of the CIP rules would not
adequately address identity theft. They
stated that the CIP rules allow accounts
to be opened before identity is verified,
which is not the proper standard to
prevent identity theft.
As described below, the Agencies
have moved verification of the identity
of persons opening an account into
section III of the guidelines where it is
described as one of the policies and
procedures that a financial institution or
creditor should have to detect Red Flags
in connection with the opening of a
covered account.
Proposed § l.90(d)(2)(ii) stated that
the Program must include reasonable
policies and procedures to detect the
Red Flags identified pursuant to
paragraph § l.90(d)(1). The Agencies
did not receive any specific comments
on this provision.
29 See,

e.g., 31 CFR 103.121(a).
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In the final rules, the detection of Red
Flags is the second element of the
Program. The final rules provide that a
Program must contain reasonable
policies and procedures to detect the
Red Flags that a financial institution or
creditor has incorporated into its
Program.
Section III of the guidelines provides
examples of various means to detect Red
Flags. It states that the Program’s
policies and procedures should address
the detection of Red Flags in connection
with the opening of covered accounts,
such as by obtaining identifying
information about, and verifying the
identity of, a person opening a covered
account, for example, using the policies
and procedures regarding identification
and verification set forth in the CIP
rules. Section III also states that the
Program’s policies and procedures
should address the detection of Red
Flags in connection with existing
covered accounts, such as by
authenticating customers, monitoring
transactions, and verifying the validity
of change of address requests, in the
case of existing covered accounts.
Covered entities subject to the CIP
rules, the Federal Financial Institution’s
Examination Council’s guidance on
authentication,30 the Information
Security Standards, and Bank Secrecy
Act (BSA) rules 31 may already be
engaged in detecting Red Flags. These
entities may wish to integrate the
policies and procedures already
developed for purposes of complying
with these issuances into their
Programs. However, such policies and
procedures may need to be
supplemented. For example, the CIP
rules were written to implement section
326 32 of the USA PATRIOT Act,33 an
Act directed toward facilitating the
prevention, detection, and prosecution
of international money laundering and
the financing of terrorism. Certain types
of ‘‘accounts,’’ ‘‘customers,’’ and
products are exempted or treated
specially in the CIP rules because they
pose a lower risk of money laundering
or terrorist financing. Such special
treatment may not be appropriate to
accomplish the broader objective of
detecting, preventing, and mitigating
identity theft. Accordingly, the Agencies
expect all financial institutions and
creditors to evaluate the adequacy of
30 ‘‘Authentication in an Internet Banking
Environment’’ (October 12, 2005) available at
http://www.ffiec.gov/press/pr101205.htm.
31 See, e.g. 12 CFR 21.21 (national banks); 12 CFR
208.63 (state member banks); 12 CFR 326.8 (state
non-member banks); 12 CFR 563.177 (savings
associations); and 12 CFR 748.2 (credit unions).
32 31 U.S.C. 5318(l).
33 Pub. L. 107–56.
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existing policies and procedures and to
develop and implement risk-based
policies and procedures that detect Red
Flags in an effective and comprehensive
manner.
Responding to Red Flags
Proposed § l.90(d)(2)(iii) stated that
to prevent and mitigate identity theft,
the Program must include policies and
procedures to assess whether the Red
Flags the financial institution or creditor
detected pursuant to proposed
§ l.90(d)(2)(ii) evidence a risk of
identity theft. It also stated that a
financial institution or creditor must
have a reasonable basis for concluding
that a Red Flag (detected) does not
evidence a risk of identity theft.
Financial institution commenters
expressed concern that this standard
would force an institution to justify to
examiners why it did not take measures
to respond to a particular Red Flag.
Some consumer groups believed it was
appropriate to require a financial
institution or creditor to have a
reasonable basis for concluding that a
particular Red Flag detected does not
evidence a risk of identity theft. Other
consumer groups believed that this was
too weak a standard and that mandating
the detection of certain Red Flags would
be more effective and preventive.
Some commenters mistakenly read
the proposed provision as requiring a
financial institution or creditor to have
a reasonable basis for excluding a Red
Flag listed in Appendix J from its
Program requiring the mandatory review
and analysis of each and every Red Flag.
These commenters urged the Agencies
to delete this provision.
Proposed § l.90(d)(2)(iv) stated that
to prevent and mitigate identity theft,
the Program must include policies and
procedures that address the risk of
identity theft to the customer, the
financial institution, or creditor,
commensurate with the degree of risk
posed. The proposed regulations also
provided an illustrative list of measures
that a financial institution or creditor
could take, including:
• Monitoring an account for evidence
of identity theft;
• Contacting the customer;
• Changing any passwords, security
codes, or other security devices that
permit access to a customer’s account;
• Reopening an account with a new
account number;
• Not opening a new account;
• Closing an existing account;
• Notifying law enforcement and, for
those that are subject to 31 U.S.C.
5318(g), filing a Suspicious Activity
Report in accordance with applicable
law and regulation;
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• Implementing any requirements
regarding limitations on credit
extensions under 15 U.S.C. 1681c–1(h),
such as declining to issue an additional
credit card when the financial
institution or creditor detects a fraud or
active duty alert associated with the
opening of an account, or an existing
account; or
• Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C.
1681s–2, to correct or update inaccurate
or incomplete information.
Some commenters agreed that
financial institutions and creditors
should be able to use their own
judgment to determine which measures
to take depending upon the degree of
risk that is present. However, consumer
groups believed that the final rules
should require notification of
consumers in every case where a Red
Flag that requires a response has been
detected.
Other commenters objected to some of
the examples given as measures that
financial institutions and creditors
could take to address the risk of identity
theft. For example, one commenter
objected to the inclusion, as an example,
of the requirements regarding
limitations on credit extensions under
15 U.S.C. 1681c–1(h). The commenter
stated that this statutory provision is
confusing, useless, and should not be
referenced in the final rules. Other
commenters suggested that the Agencies
clarify that the inclusion of this
statutory provision in the proposed
rules as an example of how to address
the risk of identity theft did not make
this provision discretionary.
The final rules merge the concepts
previously in proposed § l.90(d)(2)(iii)
and § l.90(d)(2)(iv) into the third
element of the Program: reasonable
policies and procedures to respond
appropriately to any Red Flags that are
detected pursuant to paragraph (d)(2)(ii)
of this section to prevent and mitigate
identity theft.
In order to ‘‘respond appropriately,’’ it
is implicit that a financial institution or
creditor must assess whether the Red
Flags detected evidence a risk of
identity theft, and must have a
reasonable basis for concluding that a
Red Flag does not evidence a risk of
identity theft. Therefore, the Agencies
concluded that it is not necessary to
specify any such separate assessment,
and, accordingly, deleted the language
from the proposal regarding assessing
Red Flags and addressing the risk of
identity theft.
Most of the examples of measures for
preventing and mitigating identity theft
previously listed in proposed

VerDate Aug<31>2005

20:05 Nov 08, 2007

Jkt 214001

§ l.90(d)(2)(iv) are now located in
section IV of the guidelines, titled
‘‘Prevention and Mitigation of Identity
Theft.’’ Section IV states that the
Program’s policies and procedures
should provide for appropriate
responses to the Red Flags the financial
institution or creditor has detected that
are commensurate with the degree of
risk posed. In addition, as described
earlier, the final rules do not define Red
Flags to include indicators of a
‘‘possible risk’’ of identity theft
(including ‘‘precursors’’ to identity
theft). Instead, section IV states that in
determining an appropriate response, a
financial institution or creditor should
consider aggravating factors that may
heighten the risk of identity theft, and
provides examples of such factors.
The Agencies also modified the
examples of appropriate responses as
follows. First, the Agencies added ‘‘not
attempting to collect on a covered
account or not selling a covered account
to a debt collector’’ as a possible
response to Red Flags detected. Second,
the Agencies added ‘‘determining that
no response is warranted under the
particular circumstances’’ to make clear
that an appropriate response may be no
response, especially, for example, when
a financial institution or creditor has a
reasonable basis for concluding that the
Red Flags detected do not evidence a
risk of identity theft.
In addition, the Agencies moved the
proposed examples, that referenced
responses mandated by statute, to
section VII of the guidelines titled
‘‘Other Applicable Legal Requirements’’
to highlight that certain responses are
legally required.
The section of the proposal listing
examples of measures to address the
risk of identity theft included a footnote
that discussed the relationship between
a consumer’s placement of a fraud or
active duty alert on his or her consumer
report and ECOA, 15 U.S.C. 1691, et seq.
A few commenters objected to this
footnote. Some commenters believed
that creditors had a right to deny credit
automatically whenever a fraud or
active duty alert appears on the
consumer report of an applicant. Other
commenters believed that the footnote
raised complex issues under the ECOA
and FCRA that required more thorough
consideration, and questioned the need
and appropriateness of addressing
ECOA in the context of this rulemaking.
Under ECOA, it is unlawful for a
creditor to discriminate against any
applicant for credit because the
applicant has in good faith exercised
any right under the Consumer Credit
Protection Act (CCPA), 15 U.S.C.
1691(a). A consumer who requests the
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inclusion of a fraud alert or active duty
alert in his or her credit file is exercising
a right under the FCRA, which is a part
of the CCPA, 15 U.S.C. 1601, et seq.
When a credit file contains a fraud or
active duty alert, section 605A of the
FCRA, 15 U.S.C. 1681c–1(h), requires a
creditor to take certain steps before
extending credit, increasing a credit
limit, or issuing an additional card on
an existing credit account. For an initial
or active duty alert, these steps include
utilizing reasonable policies and
procedures to form a reasonable belief
that the creditor knows the identity of
the consumer and, where a consumer
has specified a telephone number for
identity verification purposes,
contacting the consumer at that
telephone number or taking reasonable
steps to verify the consumer’s identity
and confirm that the application is not
the result of identity theft, 15 U.S.C.
1681c–1(h)(1)(B).
The purpose of the footnote was to
remind financial institutions and
creditors of their legal responsibilities in
circumstances where a consumer has
placed a fraud or active duty alert on his
or her consumer report. In particular,
the Agencies have concerns that in some
cases, creditors have adopted policies of
automatically denying credit to
consumers whenever an initial fraud
alert or an active duty alert appears on
an applicant’s consumer report. The
Agencies agree that this rulemaking is
not the appropriate vehicle for
addressing issues under ECOA.
However, the Agencies will continue to
evaluate compliance with ECOA
through their routine examination or
enforcement processes, including issues
related to fraud and active duty alerts.
Section l.90(d)(2)(iv) Element IV of
the Program: Updating the Program
To ensure that the Program of a
financial institution or creditor remains
effective over time, the final rules
provide a fourth element of the Program:
policies and procedures to ensure the
Program (including the Red Flags
determined to be relevant) is updated
periodically to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft. As
described earlier, this element replaces
the requirements formerly in proposed
§ l.90(c)(2) which stated that the
Program must be designed to address
changing identity theft risks as they
arise, and proposed § l.90(d)(1)(i)
which stated that the Red Flags
included in a covered entity’s Program
must reflect changing identity theft risks
to customers and to the financial
institution or creditor as they arise.
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Unlike the proposed provisions,
however, this element only requires
‘‘periodic’’ updating. The Agencies
concluded that requiring financial
institutions and creditors to
immediately and continuously update
their Programs would be overly
burdensome.
Section V of the guidelines elaborates
on the obligation to ensure that the
Program is periodically updated. It
reiterates the factors previously in
proposed § l.90(c)(2) that should cause
a financial institution or creditor to
update its Program, such as its own
experiences with identity theft, changes
in methods of identity theft, changes in
methods to detect, prevent and mitigate
identity theft, changes in accounts that
it offers or maintains, and changes in its
business arrangements.
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Section l.90(e) Administration of the
Program
The final rules group the remaining
provisions of the proposed rules under
the heading ‘‘Administration of the
Program,’’ albeit in a different order
than proposed. This section of the final
rules describes the steps that financial
institutions and creditors must take to
administer the Program, including:
Obtaining approval of the initial written
Program; ensuring oversight of the
development, implementation and
administration of the Program; training
staff; and overseeing service provider
arrangements.
A number of commenters criticized
each of the proposed provisions
regarding administration of the Program,
arguing they were not specifically
required by section 114. The Agencies
believe the mandate in section 114 is
broad, and provides the Agencies with
an ample basis to issue rules and
guidelines containing these provisions
because they are critical to ensuring the
effectiveness of a Program. Therefore,
the Agencies have retained these
elements in the final rules and
guidelines with some modifications, as
follows.
Sections l.90(e)(1) and (2)
Involvement of the Board of Directors
and Senior Management
Proposed § l.90(d)(5) highlighted the
responsibility of the board of directors
and senior management to develop,
implement, and oversee the Program.
Proposed § l.90(d)(5)(i) specifically
required the board of directors or an
appropriate committee of the board to
approve the written Program. Proposed
§ l.90(d)(5)(ii) required that the board,
an appropriate committee of the board,
or senior management be charged with
overseeing the development,

VerDate Aug<31>2005

20:05 Nov 08, 2007

Jkt 214001

implementation, and maintenance of the
Program, including assigning specific
responsibility for its implementation.
The proposal also provided that persons
charged with overseeing the Program
must review reports prepared at least
annually by staff regarding compliance
by the financial institution or creditor
with the regulations.
Proposed § l.90(d)(5)(iii) stated that
reports must discuss material matters
related to the Program and evaluate
issues such as: The effectiveness of the
policies and procedures of the financial
institution or creditor in addressing the
risk of identity theft in connection with
the opening of accounts and with
respect to existing accounts; service
provider arrangements; significant
incidents involving identity theft and
management’s response; and
recommendations for changes in the
Program.
Some commenters agreed that identity
theft is an important issue, and the
board, therefore, should be involved in
the overall development, approval, and
oversight of the Program. These
commenters suggested that the final
rules make clear that the board need not
be responsible for the day-to-day
operations of the Program.
Most industry commenters opposed
the proposed requirement that the board
or board committee approve the
Program and receive annual reports
about compliance with the Program.
These commenters asserted that the
statute does not mandate such
requirements, and that compliance with
these rules did not warrant more board
attention than other regulations. They
asserted that such requirements would
impede the ability of a financial
institution or creditor to keep up with
the fast-paced changes and
developments inherent with instances
of fraud and identity theft. They stated
that boards of directors should not be
required to consider the minutiae of the
fraud prevention efforts of a financial
institution or creditor and suggested the
task be delegated to senior management
with expertise in this area. Some
commenters suggested the final rules
provide a covered entity with the
discretion to assign oversight
responsibilities in a manner consistent
with the institution’s own risk
evaluation.
One commenter suggested that the
final rules permit the board of directors
of a holding company to approve and
oversee the Program for the entire
organization. The commenter explained
that this approach would eliminate the
need for redundant actions by a
multiplicity of boards, and help to
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insure uniformity of policy throughout
large organizations.
Some commenters stated that the
preparation of reports for board review
would be costly and burdensome. The
SBA suggested that the FTC consider a
one-page certification option for small
low-risk entities to minimize the burden
of reports. One commenter opined that
it would be sufficient if the Agencies
mandated that covered entities
continuously review and evaluate the
policies and procedures they adopted
pursuant to the regulations and modify
them as necessary. Consumer groups
suggested that the final rules
specifically require financial
institutions and creditors to adjust their
Programs to address deficiencies raised
by their annual reports.
Commenters generally took the
position that reports to the board, a
board committee, or senior management
regarding compliance with the final
rules should be prepared at most on a
yearly basis, or when significant
changes have occurred that alter the
institution’s risk. One commenter
recommended a clarification that any
reporting to the board of material
information relating to the Program
could be combined with reporting
obligations required under the
Information Security Standards.
Section l.90(e)(1) of the final rules
continues to require approval of the
written Program by the board of
directors or an appropriate committee of
the board. However, to ensure that this
requirement does not hamper the ability
of a financial institution or creditor to
update its Program in a timely manner,
the final rules provide that the board or
an appropriate committee must approve
only the initial written Program.
Thereafter, at the discretion of the
covered entity, the board, a committee,
or senior management may update the
Program.
Bank holding companies and their
bank and non-bank subsidiaries will be
governed by the principles articulated
in connection with the banking
agencies’’ Information Security
Standards:
The Agencies agree that subsidiaries
within a holding company can use the
security program developed at the holding
company level. However, if subsidiary
institutions choose to use a security program
developed at the holding company level, the
board of directors or an appropriate
committee at each subsidiary institution
must conduct an independent review to
ensure that the program is suitable and
complies with the requirements prescribed
by the subsidiary’s primary regulator * * * .

66 FR 8620 (Feb. 1, 2001) (Preamble to
final Information Security Standards.)
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The Agencies recognize that boards of
directors have many responsibilities and
it generally is not feasible for a board to
involve itself in the detailed oversight,
development, implementation, and
administration of the Program.
Accordingly, § l.90(e)(2) of the final
rules provides discretion to a financial
institution or creditor to determine who
will be responsible for these aspects of
the Program. It states that a financial
institution or creditor must involve the
board of directors, an appropriate
committee thereof, or a designated
employee at the level of senior
management in the oversight,
development, implementation, and
administration of the Program.
Section VI of the guidelines elaborates
on this provision of the final rules. The
guidelines note that such oversight
should include assigning specific
responsibility for the Program’s
implementation and reviewing reports
prepared by staff on compliance by the
financial institution or creditor with this
section. As suggested by commenters,
the guidelines also state that oversight
should include approving material
changes to the Program as necessary to
address changing identity theft risks.
Section VI also provides that reports
should be prepared at least annually
and describes the contents of a report as
proposed in § l.90(d)(5)(iii)(B).
These steps are modeled on sections
of the Information Security Standards.34
As noted previously, financial
institutions and creditors subject to
these Standards may combine elements
required under the final rules and
guidelines, including reports, with those
required by the Standards, as they see
fit.
Section l.90(e)(3)

Staff Training
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Proposed § l.90(d)(3) required each
financial institution or creditor to train
staff to implement its Program.
Consumer groups believed that this
provision should be more detailed and
specifically require monitoring,
oversight, and auditing of a covered
entity’s training efforts. By contrast, a
number of industry commenters
recommended that the Agencies
withdraw this provision because they
believed it was burdensome. Some of
these commenters asserted that the
Agencies had not taken into account the
limited personnel and resources
34 A board approval requirement is also found in
the BSA rules of the Federal banking agencies and
the NCUA. See 12 CFR 21.21; (OCC); 12 CFR 208.63
(Board); 12 CFR 326.8 (FDIC); 12 CFR 563.177
(OTS); and 12 CFR 748.2 (NCUA). Thus, contrary
to the assertion of some commenters, this rule is
being treated in a manner similar to other rules.
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available to smaller institutions to
provide training.
Some financial institution
commenters stated that it was not clear
why staff training would be specifically
required under the final rules, absent a
specific statutory requirement. They
maintained that financial institutions
have sufficient incentives to ensure that
appropriate staff is trained. Other
commenters suggested that the Agencies
clarify that this provision would only
require training for relevant staff and
would permit training on identity theft
that is integrated into overall staff
training on similar or overlapping
matters such as fraud prevention.
One commenter objected to an
example in the preamble to the
proposed rules which stated that staff
should be trained to detect ‘‘anomalous
wire transfers in connection with a
customer’s deposit account.’’ The
commenter stated that this example
potentially exposed financial
institutions to significant and
unintended liability, predicting that
customers and law enforcement would
use the rules to support claims that
financial institutions are responsible for
authorizing transactions by fraudsters.
The commenter asserted that financial
institutions do not have systems that
can detect these transactions because
they fall outside the usual fraud filter
parameters.
Section l.90(e)(3) of the final rules
provides that a covered entity must train
staff, as necessary, to effectively
implement the Program. There is no
corresponding section of the guidelines.
The Agencies continue to believe
proper training will enable staff to
address the risk of identity theft.
However, this provision requires
training of only relevant staff. In
addition, staff that has already been
trained, for example, as a part of the
anti-fraud prevention efforts of the
financial institution or creditor, do not
need to be re-trained except ‘‘as
necessary.’’
The Agencies recognize that some of
the examples, such as detecting
‘‘anomalous wire transfers in
connection with a customer’s deposit
account’’ may fall outside the usual
fraud filter parameters. However, the
Agencies expect that compliance with
the final rules will improve the ability
of financial institutions and creditors to
detect, prevent, and mitigate identity
theft.
Section l.90(e)(4) Oversight of Service
Provider Arrangements
Proposed § l.90(d)(4) stated that,
whenever a financial institution or
creditor engaged a service provider to
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perform an activity on its behalf and the
requirements of the Program applied to
that activity, the financial institution or
creditor would be required to take steps
designed to ensure the activity is
conducted in compliance with a
Program that satisfies the regulations.
The preamble to the proposed rules
explained that this provision would
allow a service provider serving
multiple financial institutions and
creditors to conduct activities on behalf
of these entities in accordance with its
own program to prevent identity theft,
as long as the program meets the
requirements of the regulations. The
service provider would not need to
apply the particular Program of each
individual financial institution or
creditor to whom it is providing
services.
Several commenters asserted it would
be costly and burdensome for financial
institutions and creditors to ensure third
party compliance with the final rules
and therefore, this provision should be
eliminated. They urged that financial
institutions and creditors be given
maximum flexibility to manage service
provider relationships.
Some financial institution
commenters also suggested that the
Agencies withdraw this provision. They
stated that the FACT Act does not
address this issue and asserted that
there already is no doubt that if a
financial institution delegates any of its
operations to a third party, the
institution will remain responsible for
related regulatory compliance.
Other commenters stated that it
should remain a contractual matter
between the parties whether the service
provider may implement a program that
is different from its financial institution
client.
Consumer groups asked the Agencies
to ensure that the decision of a financial
institution or creditor to outsource
would not lead to lower Red Flag
standards. These commenters suggested
the final rules state that the Program
must also meet the requirements that
would apply if the activity were
performed without the use of a service
provider. They also suggested the final
rules clarify that, in addition to any
responsibility on the service provider
imposed by law, regulation, or contract,
the financial institution or creditor
would be responsible for a failure to
comply with the Program.
Most commenters, however, agreed
with the proposal and stated that a
service provider must have the
flexibility to meet the objectives of the
rules without having to tailor its
services to the Program requirements of
each company for which it provides
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service. These commenters noted that
this proposed approach was the same as
that used in the Information Security
Standards.
The Agencies believe it is important
to retain a provision in the final rules
addressing service providers to remind
financial institutions and creditors that
they continue to remain responsible for
compliance with the final rules, even if
they outsource operations to a third
party. However, the Agencies have
simplified the service provider
provision in the final rules and moved
the remaining parts of proposed
§ l.90(d)(4) to the guidelines.
Section l.90(e)(4) of the final rules
provides that a covered entity must
exercise appropriate and effective
oversight of service provider
arrangements, without further
elaboration. This provision provides
maximum flexibility to financial
institutions and creditors in managing
their service provider arrangements,
while making clear that a covered entity
cannot escape its obligations to comply
with the final rules and to include in its
Program those guidelines that are
appropriate by simply outsourcing an
activity.
Section VI(c) of the guidelines
provides that, whenever a financial
institution or creditor engages a service
provider to perform an activity in
connection with one or more covered
accounts, the financial institution or
creditor should take steps to ensure that
the activity of the service provider is
conducted in accordance with
reasonable policies and procedures
designed to detect, prevent, and mitigate
the risk of identity theft. Thus, the
guidelines make clear that a service
provider that provides services to
multiple financial institutions and
creditors may do so in accordance with
its own program to prevent identity
theft, as long as the program meets the
requirements of the regulations. The
guidelines also provide an example of
how a covered entity may comply with
this provision. The guidelines state that
a financial institution or creditor could
require the service provider, by contract,
to have policies and procedures to
detect relevant Red Flags that may arise
in the performance of the service
provider’s activities and either report
the Red Flags to the financial institution
or creditor or take appropriate steps to
prevent or mitigate identity theft.
Section l.90(f) Consideration of
Guidelines in Appendix J
The Agencies have added a provision
to the final rules that explains the
relationship of the rules to the
guidelines. Section l.90(f) states that
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each financial institution or creditor
that is required to implement a Program
must consider the guidelines in
Appendix J and include in its Program
those guidelines that are appropriate.
Each of the guidelines corresponds to
a provision of the final rules. As
mentioned earlier, the guidelines were
issued to assist financial institutions
and creditors in the development and
implementation of a Program that
satisfies the requirements of the final
rules. The guidelines provide policies
and procedures that financial
institutions and creditors should use,
where appropriate, to satisfy the
regulatory requirements of the final
rules. While an institution or a creditor
may determine that a particular
guideline is not appropriate for its
circumstances, it nonetheless must
ensure its Program contains reasonable
policies and procedures to fulfill the
requirements of the final rules. This
approach provides financial institutions
and creditors with the flexibility to
determine ‘‘how best to develop and
implement the required policies and
procedures.’’ 35
Supplement A to Appendix J: Examples
of Red Flags
Section 114 of the FACT Act states
that, in developing the guidelines, the
Agencies must identify patterns,
practices, and specific forms of activity,
that indicate the possible existence of
identity theft. The Agencies proposed
implementing this provision by
requiring the Program of a financial
institution or creditor to include
policies and procedures for the
identification and detection of Red Flags
in connection with an account opening
or an existing account, including from
among those listed in Appendix J.
The Agencies compiled the Red Flags
enumerated in Appendix J from a
variety of sources, such as literature on
the topic, information from credit
bureaus, financial institutions, creditors,
designers of fraud detection software,
and the Agencies’ own experiences. The
preamble to the proposed rules stated
that some of the Red Flags, by
themselves, may be reliable indicators
of identity theft, while others are more
reliable when detected in combination
with other Red Flags.
The preamble to the proposed rules
explained that the Agencies recognized
that a wide range of financial
institutions and creditors, and a broad
variety of accounts would be covered by
the regulations. Therefore, the Agencies
35 See H.R. Rep. No. 108–263 at 43 (Sept. 4, 2003)
(accompanying H.R. 2622); S. Rep. No. 108–166 at
13 (Oct. 17, 2003) (accompanying S. 1753).
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proposed to afford each financial
institution and creditor flexibility to
determine which Red Flags were
relevant for their purposes to detect
identity theft, including from among
those listed in Appendix J.
As mentioned previously, consumer
groups criticized the discretion in the
proposal that permitted financial
institutions and creditors to choose Red
Flags relevant to detecting the risk of
identity theft based upon the list of
enumerated factors. These groups urged
the Agencies to make certain Red Flags
in Appendix J mandatory. In addition,
consumer groups suggested a number of
additional Red Flags for inclusion in
Appendix J.
Some commenters agreed that the list
of examples of Red Flags was
appropriate because, in their view, it
was designed to be flexible. Some
industry commenters, including a
number of small financial institutions,
stated that the Red Flags set forth in
Appendix J would assist them in
developing and improving their identity
theft prevention programs. Other
commenters suggested deleting the list
of Red Flags or modifying the list in a
manner appropriate to the nature of
their own operations.
The Agencies have retained the list of
examples of Red Flags because section
114 states that the Agencies ‘‘shall
identify patterns, practices, and specific
forms of activity that indicate the
possible existence of identity theft.’’ The
Agencies also retained the list because
some commenters indicated that having
examples of Red Flags would be helpful
to them. However, the examples of Red
Flags are now set forth in a separate
supplement to the guidelines. The list of
examples is similar to that which the
Agencies proposed, however, the Red
Flags that the Agencies identified as
precursors to identity theft have been
deleted and are now addressed in
section IV of the guidelines. Moreover,
in response to a Congressional
commenter, the Agencies added, as an
example of a Red Flag, an application
that gives the appearance of having been
destroyed and reassembled.
The introductory language to the
supplement clarifies that the
enumerated Red Flags are examples.
Thus, a financial institution or creditor
may tailor the Red Flags it chooses for
its Program to its own operations. A
financial institution or creditor will not
need to justify to an Agency its failure
to include in the Program a specific Red
Flag from the list of examples. However,
a covered entity will have to account for
the overall effectiveness of a Program
that is appropriate to its size and
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complexity and the nature and scope of
its activities.
Inactive Accounts
Section 114 also directs the Agencies
to consider whether to include
reasonable guidelines for notifying the
consumer when a transaction occurs in
connection with a consumer’s credit or
deposit account that has been inactive
for two years, in order to reduce the
likelihood of identity theft. The
preamble to the proposed rules noted
that the Agencies believed that the twoyear limit was not always an accurate
indicator of identity theft given the wide
variety of credit and deposit accounts
that would be covered by the provision.
Therefore, in place of guidelines on
inactive accounts, the Agencies
proposed incorporating a Red Flag on
inactive accounts into Appendix J that
was flexible and was designed to take
into consideration the type of account,
the expected pattern of usage of the
account, and any other relevant factors.
Some consumer groups suggested that
a new section be added to the guidelines
requiring notice to the consumer when
a transaction occurs in connection with
a consumer’s credit or deposit account
that has been inactive for two years
unless this pattern would be expected
for a particular type of account. Other
commenters agreed with the Agencies’
proposal to simply make activity on an
inactive account a Red Flag. They also
agreed that the Agencies should not use
two years of inactivity as a hard and fast
rule, and allow financial institutions
and creditors to use their own standards
to determine when an account is
inactive.
In the final rules, the Agencies
continue to list activity on an inactive
account as a Red Flag. Given the variety
of covered accounts to which the final
rules and guidelines will apply, the
Agencies concluded that the two-year
period suggested in section 114 would
not necessarily be a useful indicator of
identity theft. Therefore, the Agencies
have not included a provision in the
guidelines regarding notification when a
transaction occurs in connection with a
consumer’s credit or deposit account
that has been inactive for two years.
B. Special Rules for Card Issuers
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1. Background
Section 114 also requires the Agencies
to prescribe joint regulations generally
requiring credit and debit card issuers to
assess the validity of change of address
notifications. In particular, these
regulations must ensure that if the card
issuer receives a notice of change of
address for an existing account and,
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within a short period of time (during at
least the first 30 days), receives a
request for an additional or replacement
card for the same account, the issuer
must follow reasonable policies and
procedures to assess the validity of the
change of address through one of three
methods. The card issuer may not issue
the card unless it: (1) Notifies the
cardholder of the request at the
cardholder’s former address and
provides the cardholder with a means to
promptly report an incorrect address; (2)
notifies the cardholder of the address
change request by another means of
communication previously agreed to by
the issuer and the cardholder; or (3)
uses other means of evaluating the
validity of the address change in
accordance with the reasonable policies
and procedures established by the card
issuer to comply with the joint
regulations described earlier regarding
identity theft.
For this reason, the Agencies also
proposed special rules that required
credit and debit card issuers to assess
the validity of change of address
notifications by notifying the cardholder
or through certain other means. The
proposed regulations stated that a
financial institution or creditor that is a
card issuer may incorporate the
requirements of § l.91 into its Program.
As described in the section-by-section
analysis that follows, commenters
generally requested changes that would
make the proposed rules more flexible.
2. Section-by-Section Analysis
Section l.91(a)

Scope

The proposed rules stated that this
section applies to a person, described in
proposed § l.90(a), that issues a debit
or credit card. The Agencies did not
receive any comments on this section.
In the final rules, for clarity, the
Agencies deleted the cross-reference to
§ l.90(a). Each Agency also revised its
scope paragraph to list the entities over
which it has jurisdiction that are subject
to § l.91. Under the final rules, section
l.91 applies to any debit or credit card
issuer (card issuer) that is subject to an
Agency’s jurisdiction.
Section l.91(b)

Definitions

The proposed rules included two
definitions solely applicable to the
special rules for card issuers:
‘‘cardholder’’ and ‘‘clear and
conspicuous.’’ Section l.91(b) of the
final rules also contains these
definitions as follows.
Section l.91(b)(1)

Cardholder

Under section 114, the Agencies must
prescribe regulations requiring a card
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issuer to follow reasonable policies and
procedures to assess the validity of a
change of address, before issuing an
additional or replacement card. Section
114 provides that a card issuer may
satisfy this requirement by notifying
‘‘the cardholder.’’ The term
‘‘cardholder’’ is not defined in the FACT
Act. The preamble to the proposed rules
explained that the legislative record
relating to this provision indicates that
‘‘issuers of credit cards and debit cards
who receive a consumer request for an
additional or replacement card for an
existing account’’ may assess the
validity of the request by notifying ‘‘the
cardholder.’’ 36 As the preamble noted,
the request, presumably, will be valid if
the consumer making the request and
the cardholder are one and the same
‘‘consumer.’’ Therefore, the proposal
defined ‘‘cardholder’’ as a consumer
who has been issued a credit or debit
card. The preamble to the proposed
rules also explained that, because
‘‘consumer’’ is defined in the FCRA as
an ‘‘individual,’’ 37 the proposed
regulations applied to any request for an
additional or replacement card by an
individual, including a card for a
business purpose, such as a corporate
card.
Some commenters asked the Agencies
to clarify that this definition does not
apply to holders of stored value cards,
such as payroll and gift cards, or to
cards used to access a home equity line
of credit. Another commenter urged that
the final rules exclude credit and debit
cards for a business purpose.
The final rules continue to define
‘‘cardholder’’ as a consumer who has
been issued a credit or debit card. Both
‘‘credit card’’ and ‘‘debit card’’ are
defined in section 603(r) of the FCRA. 38
The definition of ‘‘credit card’’ is
defined by cross-reference to section
103 of the Truth in Lending Act, 15
U.S.C. 1601, et seq. 39 The definition of
‘‘debit card’’ is any card issued by a
financial institution to a consumer for
use in initiating an electronic fund
transfer from the account of the
consumer at such financial institution
for the purposes of transferring money
between accounts or obtaining money,
property, labor, or services. 40
Section 603(r) of the FCRA provides
that ‘‘account’’ and ‘‘electronic fund
transfer’’ have the same meaning as
those terms have in the Electronic
Funds Transfer Act (EFTA), 15 U.S.C.
36 See 149 Cong. Rec. E2513 (daily ed. December
8, 2003) (statement of Rep. Oxley) (emphasis
added).
37 15 U.S.C. 1681a(c).
38 15 U.S.C. 1681a.
39 See 15 U.S.C. 1681a(r)(2).
40 15 U.S.C. 1681a(r)(3).

E:\FR\FM\09NOR4.SGM

09NOR4

63734

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations

jlentini on PROD1PC65 with RULES4

1693, et seq. The EFTA, and Regulation
E, 12 CFR part 205, govern electronic
fund transfers. In contrast to section
603(r) of the FCRA, neither the EFTA
nor Regulation E defines the term ‘‘debit
card.’’ Instead, coverage under the EFTA
and Regulation E depends upon
whether electronic fund transfers can be
made to or from an ‘‘account,’’ meaning
a checking, savings, or other consumer
asset account established primarily for
personal, family or household purposes.
The Board recently issued a final rule
expanding the definition of ‘‘account’’
under Regulation E to cover payroll card
accounts. 41 Therefore, a holder of a
payroll card is a ‘‘cardholder’’ for
purposes of § l.91(b)(1), provided that
the card issuer is a ‘‘financial
institution’’ as defined in section 603(t)
of the FCRA.
The Board decided not to cover other
types of prepaid cards as accounts
under Regulation E at the time it issued
the payroll card rule. Therefore, the
definition of ‘‘cardholder’’ does not
include the holder of a gift card or other
prepaid card product, unless and until
the Board elects to cover such cards as
accounts under Regulation E.
The definition of ‘‘cardholder’’ would
also include a recipient of a home
equity loan if the holder is able to access
the proceeds of the loan with a credit or
debit card within the meaning of 15
U.S.C. 1681a(r).
Identity theft may occur in connection
with a card that a consumer uses for a
business purpose and may affect the
consumer’s personal credit standing.
Additionally, the definition of
‘‘consumer’’ under the FCRA is simply
an ‘‘individual.’’ 42 For this reason, the
Agencies continue to believe that the
protections of this provision must
extend to consumers who hold a card
for a personal, household, family or
business purpose.
Section l.91(b)(2) Clear and
conspicuous
The second proposed definition was
for the phrase ‘‘clear and conspicuous.’’
Proposed § l.91 included a provision
that required any written or electronic
notice provided by a card issuer to the
consumer pursuant to the regulations to
be given in a ‘‘clear and conspicuous
manner.’’ The proposed regulations
defined ‘‘clear and conspicuous’’ based
on the definition of this phrase found in
the Agencies’ privacy rules.
The Agencies received no comments
on the phrase ‘‘clear and conspicuous,’’
and have adopted the definition as
proposed in § l.91(b)(2).
41 See
42 15

71 FR 51,437 (August 10, 2006).
U.S.C. 1681a(c).

VerDate Aug<31>2005

21:43 Nov 08, 2007

Jkt 214001

Sections l.91(c) and (d)
Validation

Address

Proposed § l.91(c) simply restated
the statutory requirements described
above with some minor stylistic
changes. A number of commenters
noted that the requirements of this
section would be difficult and
expensive to implement. They stated
that millions of address changes are
processed every year, though very few
turn out to be fraudulent.
By contrast, consumer groups
suggested that the final regulations
should require the card issuer to notify
the consumer of a request for an address
change followed by the request for an
additional or replacement card, unless
there are special circumstances that
prevent doing so in a timely manner.
Many commenters recommended that
the final rules provide credit and debit
card issuers with greater flexibility to
verify address changes. For example,
they stated it is not clear that an address
change linked with a request for an
additional card is a significant indicator
of identity theft. Therefore, they
recommended the rules (1) specifically
permit card issuers to satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card; or (2) verify the address whenever
a request for an additional or
replacement card is made, whether or
not the card issuer receives notification
of an address change.
One commenter suggested that the
rules should only apply to card issuers
that receive direct notification of an
address change rather than an address
change notification from the U.S. Postal
Service. The commenter asserted that
there is a higher risk of fraud with a
direct request for a change of address.
Consumer groups also recommended
that the Agencies set a period longer
than the 30-day minimum for card
issuers to be on alert after an address
change request. These commenters
recommended that, because of billing
cycles and the time it takes to issue a
new card, an issuer should be required
to assess the validity of an address
change if it receives a request for an
additional or replacement card within at
least 90 days after the request for the
address change.
Some commenters asked the Agencies
to clarify what ‘‘other means’’ would be
acceptable in assessing the validity of a
change in address. One commenter
stated that it is not cost effective to
contact the customer, therefore, most
card issuers would use ‘‘other means’’ of
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assessing the validity of the change of
address in accordance with the policies
and procedures the card issuer
establishes pursuant to § l.90.
Commenters also asked the Agencies
to clarify that the obligation to assess
the validity of a request for an address
change is not triggered unless the card
issuer actually changes the cardholder’s
address.
Some commenters asked the Agencies
to clarify whether electronic notices
would be acceptable if the cardholder
had previously contracted for electronic
communications. Consumer groups
recommended electronic notification be
permitted only when the consumer
consents in accordance with the E-Sign
Act.
The Agencies note that the statutory
provision being implemented here is
quite specific. Congress mandated that
the requirements set forth in section
615(e)(1)(C) of the FCRA apply to
notifications of changes of address,
which would necessarily include both
those received directly from consumers
and those received from the Postal
Service. Congress also statutorily
provided various methods to card
issuers for assessing the validity of a
change of address. 43 Accordingly, the
final rules reflect these methods.
Under § l.91(c) of the final rules, a
card issuer that receives an address
change notification and, within at least
30 days, a request for an additional or
replacement card, may not issue an
additional or replacement card until it
has notified the cardholder or has
otherwise assessed the validity of the
change of address in accordance with
the policies and procedures the card
issuer has established pursuant to
§ l.90. The Agencies have concluded
that card issuers should be granted
additional flexibility. Therefore,
§ l.91(d) clarifies that a card issuer may
satisfy the requirements of § l.91(c) by
validating an address, according to the
methods set forth in § l.91(c)(1) or (2),
when it receives an address change
notification, before it receives a request
for an additional or replacement card.
The rules do not require a card issuer
that issues an additional or replacement
card to validate an address whenever it
receives a request for such a card,
because section 114 only requires the
validation of an address when the card
issuer also has received a notification of
a change of address.
43 See S. Rep. No. 108–166 at 14 (October 17,
2003)(accompanying S. 1753)(stating that a card
issuer may rely on authentication procedures that
do not involve a separate communication with the
cardholder so long as the issuer has reasonably
assessed the validity of the address change.)
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The Agencies also revised § l.91 to
clarify that a card issuer must provide
to the cardholder a ‘‘reasonable’’ means
of promptly reporting incorrect address
changes whenever the card issuer
notifies the cardholder of the request for
an additional or replacement card. 44
The Agencies declined to adopt the
recommendation that an issuer assess
the validity of an address change if it
receives a request for an additional or
replacement card within ‘‘at least 90
days’’ after an address change
notification, as ‘‘at least 30 days’’ may
be a reasonable period of time in some
cases. However, a card issuer that does
not validate an address when it receives
an address change notification may find
it prudent to validate the address before
issuing an additional or replacement
card, even when it receives a request for
such a card more than 30 days after the
notification of address change. In sum,
the Agencies expect card issuers to
exercise diligence commensurate with
their own experiences with identity
theft.
The Agencies also confirm that a card
issuer is not obligated to assess the
validity of a notification of an address
change after receiving a request for an
additional or replacement card if it
previously determined not to change the
cardholder’s address because the
address change request was
fraudulent. 45

procedures the card issuer has
established.
A few commenters recommended that
this proposed requirement apply only if
the issuer notifies the cardholder of the
change of address request at the
cardholder’s former address. These
commenters stated that, otherwise, the
provision would prohibit other types of
notices, such as those in periodic
statements. Another commenter stated
that this provision was not necessary
because card issuers would send such
notices separately in any event.
The Agencies are not convinced that
such a notice would be provided
separately from a card issuer’s regular
correspondence with the cardholder
unless required. Moreover, the Agencies
do not agree that this requirement
should apply only if a card issuer
chooses to notify the cardholder of the
change of address request at the
cardholder’s former address in
accordance with § l.91(c)(1). Even
where the card issuer and cardholder
agree to some other means for notice,
this alternative means does not change
the important nature of the notice.
Therefore, § l.91(e) of the final rules
provides that any written or electronic
notice that the card issuer provides
under this paragraph must be clear and
conspicuous, and provided separately
from its regular correspondence with
the cardholder.

Section l.91(e) Form of Notice
In the preamble to the proposed rules,
the Agencies noted that Congress had
singled out this scenario involving card
issuers and placed it in section 114
because it is perceived to be a possible
indicator of identity theft. To highlight
the important and urgent nature of
notice that a consumer receives from a
card issuer pursuant to § l.91(c), the
Agencies also proposed requiring that
any written or electronic notice that a
card issuer provides under this
paragraph must be clear and
conspicuous and provided separately
from its regular correspondence with
the cardholder. The preamble to the
proposed rules stated that a card issuer
could also provide notice orally, in
accordance with the policies and

III. Section 315 of the FACT Act

44 See S. Rep. No. 108–166 at 14 (October 17,
2003) (accompanying S. 1753) (stating that a means
of reporting an incorrect change could be through
the mail, by telephone, or electronically.)
45 This position is consistent with the legislative
history of this section. See S. Rep. No. 108–166 at
14 (Oct. 17, 2003) (accompanying S. 1753) (stating
that it would not be necessary for the card issuer
to take these steps ‘‘if, despite receiving a request
for an address change, the issuer did not actually
change the cardholder’s address for any reason (e.g.,
the card issuer had previously determined that the
request for an address change was invalid)’’).
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A. Background
Section 315 of the FACT Act amends
section 605 of the FCRA, 15 U.S.C.
1681c, by adding a new subsection (h).
Section 605(h)(1) requires that, when
providing a consumer report to a person
that requests the report (the user), a
nationwide consumer reporting agency,
as defined in section 603(p) of the
FCRA, (CRA) must provide a notice of
the existence of a discrepancy if the
address provided by the user in its
request ‘‘substantially differs’’ from the
address the CRA has in the consumer’s
file.
Section 605(h)(2) requires the
Agencies to issue joint regulations that
provide guidance regarding reasonable
policies and procedures a user of a
consumer report should employ when
the user receives a notice of address
discrepancy. These regulations must
describe reasonable policies and
procedures for a user of a consumer
report to employ to (i) enable it to form
a reasonable belief that the user knows
the identity of the person for whom it
has obtained a consumer report, and (ii)
reconcile the address of the consumer
with the CRA, if the user establishes a

PO 00000

Frm 00019

Fmt 4701

Sfmt 4700

63735

continuing relationship with the
consumer and regularly and in the
ordinary course of business furnishes
information to the CRA.
B. Section-by-Section Analysis
Section l.82(a)

Scope

Proposed § l.82(a) noted that the
scope of section 315 differs from the
scope of section 114 and explained that
section 315 applies to ‘‘users of
consumer reports’’ and ‘‘persons
requesting consumer reports’’
(hereinafter referred to as ‘‘users’’), as
opposed to financial institutions and
creditors. Therefore, section 315 does
not apply to a financial institution or
creditor that does not use consumer
reports. The Agencies did not receive
any comments on this section and have
adopted it as proposed in the final rules.
Section l.82(b) Definition
Proposed § l.82(b) defined ‘‘notice of
address discrepancy’’ as ‘‘a notice sent
to a user of a consumer report by a CRA
pursuant to 15 U.S.C. 1681c(h)(1), that
informs the user of a substantial
difference between the address for the
consumer provided by the user in
requesting the consumer report and the
address or addresses the CRA has in the
consumer’s file.’’ 46
In the preamble to the proposed rules,
the Agencies noted that section
605(h)(1) requiring CRAs to provide
notices of address discrepancy became
effective on December 1, 2004. To the
extent CRAs each have developed their
own standards for delivery of notices of
address discrepancy, the proposal noted
that it is important for users to be able
to recognize and receive notices of
address discrepancy, especially if they
are being delivered electronically by
CRAs. For example, CRAs may provide
consumer reports with some type of a
code to indicate an address discrepancy.
Users must be prepared to recognize the
code as an indication of an address
discrepancy.
While some commenters agreed with
the proposed definition, a number of
commenters suggested that the Agencies
clarify that only a ‘‘substantial’’
discrepancy would trigger the
requirements in this provision and that
obvious errors would not. Some
commenters also suggested that the
Agencies provide examples of what
constitutes a ‘‘substantial difference.’’
One commenter stated that users should
be able to determine when there is a
substantial difference.
46 All other terms used in this section have the
same meanings as set forth in the FCRA (15 U.S.C.
1681a).
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As noted earlier, section 605(h)(1)
requires a CRA to send a notice of
address discrepancy when it determines
that the address provided to the CRA by
a user ‘‘substantially differs’’ from the
address the CRA has in the consumer’s
file. The phrase ‘‘substantially differs’’
is not defined in the statute. Instead, the
statute allows each CRA to construe this
phrase as it chooses and, accordingly, to
set the standard it will use to determine
when it will send a notice of address
discrepancy.
As required by section 605(h)(2), this
rulemaking focuses on the obligations of
users that receive a notice of address
discrepancy from a CRA. The statute
does not indicate that the Agencies are
to define the phrase ‘‘substantially
differs’’ for CRAs or to permit users to
define that phrase themselves.
Therefore, the final rules adopt the
proposed definition of ‘‘notice of
address discrepancy’’ without change.
Section l.82(c) Requirement to form a
reasonable belief
Proposed § l.82(c) implemented the
requirement in section 605(h)(2)(B)(i)
that the Agencies prescribe regulations
describing reasonable policies and
procedures to enable the user to form a
reasonable belief that the user knows
‘‘the identity of the person to whom the
consumer report pertains’’ when the
user receives a notice of address
discrepancy. Proposed § l.82(c) stated
that a user must develop and implement
reasonable policies and procedures for
‘‘verifying the identity of the consumer
for whom it has obtained a consumer
report’’ whenever it receives a notice of
address discrepancy. The proposal
stated further that these policies and
procedures must be designed to enable
the user to form a reasonable belief that
it knows the identity of the consumer
for whom it has obtained a consumer
report, or determine that it cannot do so.
A number of commenters stated that
the statutory requirement that a user
form a reasonable belief that it knows
the identity of the consumer for whom
it obtained a consumer report should
only apply in situations where the user
establishes a continuing relationship
with the consumer.
A consumer group suggested that the
language in the proposed regulation
permitting a user to determine that it
cannot form a reasonable belief of the
identity of the consumer should be
deleted because the statute specifically
requires a reasonable belief to be
formed. This commenter stated that the
purpose of the statute was to reduce the
number of new accounts opened using
false addresses, and that permitting a
user to satisfy its obligations under the
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regulations by simply determining it
cannot form a reasonable belief would
allow the user to open an account,
effectively rendering the statute
meaningless.
The purpose of section 315 is to
enhance the accuracy of consumer
information, specifically to ensure that
the user has obtained the correct
consumer report for the consumer about
whom it has requested such a report. To
implement this concept more clearly,
§ l.82(c) of the final rules provides that
a user must develop and implement
reasonable policies and procedures
designed to enable the user to form a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report when the user
receives a notice of address
discrepancy.47
The Agencies do not agree with
commenters who suggested that the
proposed provision should apply only
in connection with the establishment of
a continuing relationship with a
consumer, in other words, when a user
is opening a new account. The statutory
requirement in section 605(h)(2)(B)(i)
that a user form a reasonable belief that
it knows the identity of the consumer
for whom it obtained a consumer report
applies whether or not the user
subsequently establishes a continuing
relationship with the consumer. This is
in contrast to the additional statutory
requirement in section 605(h)(2)(B)(ii)
that a user reconcile the address of the
consumer with the CRA, only when the
user establishes a continuing
relationship with the consumer.
In addition, a user may receive a
notice of address discrepancy with a
consumer report, both in connection
with the opening of an account and in
other circumstances when the user
already has a relationship with the
consumer, such as when the consumer
applies for an increased credit line. The
Agencies believe it is important for a
user to form a reasonable belief that a
consumer report relates to the consumer
about whom it has requested the report
in both of these cases. Accordingly, the
final rules do not limit this provision
solely to the establishment of new
accounts.
Proposed § l.82(c) also provided that
if a user employs the policies and
procedures regarding identification and
verification set forth in the CIP rules,48
it would satisfy the requirement to have
47 The Agencies acknowledge that an address
discrepancy also may be an indicator of identity
theft. To address this problem, the Agencies
included address discrepancies as an example of a
Red Flag in connection with the Identity Theft Red
Flag regulations.
48 See, e.g., 31 CFR 103.121(b)(2)(i) and (ii).

PO 00000

Frm 00020

Fmt 4701

Sfmt 4700

policies and procedures to verify the
identity of the consumer. This provision
took into consideration the fact that
many users already may be subject to
the CIP rules, and have in place
procedures to comply with those rules,
at least with respect to the opening of
accounts. Thus, a user could rely upon
its existing CIP policies and procedures
to satisfy this requirement, so long as it
applied them in all situations where it
receives a notice of address discrepancy.
The proposal also stated that any user,
such as a landlord or employer, may
adopt the CIP rules and apply them in
all situations where it receives a notice
of address discrepancy to meet this
requirement, even if it is not subject to
a CIP rule.
The Agencies requested comment on
whether the CIP procedures would be
sufficient to enable a user that receives
a notice of address discrepancy with a
consumer report to form a reasonable
belief that it knows the identity of the
consumer for whom it obtained the
report, both in connection with the
opening of an account, as well as in
other circumstances where a user
obtains a consumer report, such as
when a user requests a consumer report
to determine whether to increase the
consumer’s credit line, or in the case of
a landlord or employer, to determine a
consumer’s eligibility to rent housing or
for employment.
Many commenters supported the use
of CIP to satisfy this requirement. Some
commenters, however, asked the
Agencies to clarify that once a
consumer’s identity was verified using
CIP, it would not be necessary to reverify that consumer’s identity under
this provision.
Some commenters found the
proposal’s preamble language confusing.
These commenters did not understand
why a user would need to use its CIP
policies in every situation where a
notice of address discrepancy was
received in order to comply with this
requirement; they felt that it might be
possible to form a reasonable belief
without using CIP in some
circumstances.
Other commenters noted that the CIP
rules, which were issued for different
purposes, are not the appropriate
standard for investigating a consumer’s
identity after a notice of address
discrepancy because those rules permit
verification of an address to occur after
an account is opened and do not require
contacting the consumer. One
commenter stated that it was not clear
whether a user relying on the CIP rules
to satisfy the obligations under the
regulation must comply with some or all
of the requirements in the CIP rules,
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including those that require policies and
procedures to address circumstances
when a user cannot form a reasonable
belief it knows the identity of the
consumer.
The Agencies believe that comparing
information provided by a CRA to
information the user obtains and uses
(or has obtained and used) to verify a
consumer’s identity pursuant to the
requirements set forth in the CIP rules
is an appropriate way to satisfy this
obligation, particularly in connection
with the opening of a new account.
However, when a user receives a notice
of address discrepancy in connection
with an existing account, after already
having identified and verified the
consumer in accordance with the CIP
rules, the Agencies would not expect a
user to employ the CIP procedures
again. To address this issue and provide
users with flexibility, § l.82(c) of the
final rule provides examples of
reasonable policies and procedures that
a user may employ to enable the user to
form a reasonable belief that a consumer
report relates to the consumer about
whom it has requested the report. These
examples include comparing
information provided by the CRA with
information the user: (1) Obtains and
uses to verify the consumer’s identity in
accordance with the requirements of the
CIP rules; (2) maintains in its own
records, such as applications, change of
address notifications, other customer
account records, or retained CIP
documentation; or (3) obtains from
third-party sources. Another example is
to verify the information in the
consumer report provided by the CRA
with the consumer.
If a user cannot establish a reasonable
belief that the consumer report relates to
the consumer about whom it has
requested the report, the Agencies
expect the user will not use that report.
While section 605(h)(2)(B)(i) is silent on
this point, other laws may be applicable
in such a situation. For example, in the
case of account openings, a user that is
subject to the CIP rules generally will
need to document how it has resolved
the discrepancy between the address
provided by the consumer and the
address in the consumer report.49 If the
user cannot establish a reasonable belief
that it knows the true identity of the
consumer, it will need to implement the
policies and procedures for addressing
these circumstances as required by the
CIP rules, which may involve not
opening an account or closing an
account.50 If a user is a ‘‘financial
institution’’ or ‘‘creditor’’ as defined by
49 See,
50 See,

e.g., 31 CFR 103.121(b)(3)(i)(D).
e.g., 31 CFR 103.121(b)(2)(iii).
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the FCRA, a notice of address
discrepancy may be a Red Flag and
require an appropriate response to
prevent and mitigate identity theft
under the user’s Identity Theft
Prevention Program.
Section l.82(d)(1) Requirement To
Furnish Consumer’s Address to a
Consumer Reporting Agency
Proposed § l.82(d)(1) provided that a
user must develop and implement
reasonable policies and procedures for
furnishing to the CRA from whom it
received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the
following three conditions are satisfied.
The first condition, in proposed
§ l.82(d)(1)(i), was that the user must
be able to form a reasonable belief that
it knows the identity of the consumer
for whom the consumer report was
obtained. This condition would have
ensured the user would furnish a new
address for the consumer to the CRA
only after the user had formed a
reasonable belief that it knew the
identity of the consumer, using the
policies and procedures set forth in
paragraph § l.82(c).
The second condition, in proposed
§ l.82(d)(1)(ii), was that the user
furnish the address to the CRA if it
establishes or maintains a continuing
relationship with the consumer. Section
315 specifically requires that the user
furnish the consumer’s address to the
CRA if the user establishes a continuing
relationship with the consumer.
Therefore, proposed § l.82(d)(1)(ii)
reiterated this requirement. However,
because a user also may obtain a notice
of address discrepancy in connection
with a consumer with whom it already
has an existing relationship, the
proposal also provided that the user
must furnish the consumer’s address to
the CRA from whom the user has
received a notice of address discrepancy
when the user maintains a continuing
relationship with the consumer.
Finally, the third condition, in
proposed § _.82(d)(1)(iii), provided that
if the user regularly and in the ordinary
course of business furnishes information
to the CRA from which a notice of
address discrepancy pertaining to the
consumer was obtained, the consumer’s
address must be communicated to the
CRA as part of the information the user
regularly provides.
A majority of commenters
recommended that the requirement to
furnish a confirmed address should not
apply to existing accounts. These
commenters maintained that such a
requirement would exceed the scope of
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the statute. They also noted that users
often do not obtain full consumer
reports for existing customers—just
credit scores. These commenters noted
that limited reports often do not contain
an address for a customer. Some
commenters also felt existing
relationships should be excluded
because users already would have
verified a consumer’s address at the
time of account opening.
The Agencies have modified this
section as follows. The final rules
continue to provide that a user must
develop and implement reasonable
policies and procedures for furnishing
an address for the consumer that the
user has reasonably confirmed is
accurate to the CRA when three
conditions are present. The first
condition, in § _.82(d)(1)(i), has been
revised to be consistent with the earlier
changes in section § _.82(c) that focus
more narrowly on accuracy and require
that a user form a reasonable belief that
a consumer report relates to the
consumer about whom it requested the
report. The second condition, in
§ _.82(d)(1)(ii), now applies only to new
accounts and states that a confirmed
address must be furnished if the user
‘‘establishes’’ a continuing relationship
with the consumer. The reference to ‘‘or
maintains’’ a continuing relationship
has been deleted. The Agencies agree
with commenters that section
605(h)(2)(B)(ii) does not require the
reporting of a confirmed address to a
CRA in connection with existing
relationships. The Agencies have
concluded that users are more likely
than a CRA to have an accurate address
for an existing customer and, therefore,
should not be required by these rules to
take additional steps to confirm the
accuracy of the customer’s address.
Users already have an ongoing duty to
correct and update information for their
existing customers under section 623 of
the FCRA, 15 U.S.C. 1681s–2.
Accordingly, under the final rules, the
obligation to furnish a confirmed
address for the consumer to the CRA is
applicable only to new relationships.
The third condition, in § _.82(d)(1)(iii),
has been adopted in the final rule
without substantive change.
Section l.82(d)(2) Requirement To
Confirm Consumer’s Address
In the preamble to the proposal, the
Agencies noted that section 315 requires
them to prescribe regulations describing
reasonable policies and procedures for a
user ‘‘to reconcile the address of the
consumer’’ about whom it has obtained
a notice of address discrepancy with the
CRA ‘‘by furnishing such address’’ to
the CRA. (Emphasis added.) The
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Agencies noted that, even when the user
is able to form a reasonable belief that
it knows the identity of the consumer,
there may be many reasons the initial
address furnished by the consumer is
incorrect. For example, a consumer may
have provided the address of a
secondary residence or inadvertently
reversed a street number. To ensure that
the address furnished to the CRA is
accurate, the Agencies proposed to
interpret the phrase, ‘‘such address,’’ as
an address the user has reasonably
confirmed is accurate. This
interpretation would have required a
user to take steps to ‘‘reconcile’’ the
address it initially received from the
consumer when it receives a notice of
address discrepancy, rather than simply
furnishing the initial address it received
from the consumer to the CRA.
Proposed § l.82(d)(2) contained the
following list of illustrative measures
that a user may employ to reasonably
confirm the accuracy of the consumer’s
address:
• Verifying the address with the
person to whom the consumer report
pertains;
• Reviewing its own records of the
address provided to request the
consumer report;
• Verifying the address through thirdparty sources; or
• Using other reasonable means.
The Agencies solicited comment on
whether these examples were necessary,
or whether different or additional
examples should be listed.
A number of commenters stated that
requiring a user to confirm the address
furnished exceeded the scope of the
statute. They asserted that the benefit of
improvements in the accuracy of
addresses and the prevention of identity
theft would not outweigh the additional
burden of this requirement. A few
commenters noted that complying with
the CIP rules should be sufficient to
verify the address. Commenters also felt
that users should have the flexibility to
establish their own validation processes
based on risk.
As stated earlier, the Agencies believe
the purpose of the statute is to enhance
the accuracy of information relating to
consumers by requiring the user to
furnish an address that the user has
reasonably confirmed is accurate.51
Simply providing the CRA with the
initial address supplied to the user by
the consumer, and which caused the
CRA to send a notice of address
discrepancy, would not serve this
51 This requirement is consistent with the
legislative history which provides that this section
is intended to obligate the user to utilize reasonable
policies and procedures to resolve discrepancies.
See H.R. Rep. No. 108–263 at 46 (Sept. 4, 2003)
(accompanying H.R. 2622).
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purpose. The Agencies believe the
options for confirmation listed in the
regulation provide sufficient flexibility
for users to confirm consumers’
addresses. For this reason, they have
been adopted in the final rule as
proposed, with minor technical
changes. Section l.82(d)(2)(i) has been
revised to conform the language with
§ l.82(c). Section l.82(d)(2)(ii) has
been revised to emphasize the
verification of the consumer’s address
rather than the review of the user’s
records to determine whether the
address given by the consumer is the
same.
Section l.82(d)(3) Timing
Section 315 specifies when a user
must furnish the consumer’s address to
the CRA. It states that this information
must be furnished for the reporting
period in which the user’s relationship
with the consumer is established.
Accordingly, proposed § l.82(d)(3)(i)
stated that, with respect to new
relationships, the policies and
procedures a user develops in
accordance with § l.82(d)(1) must
provide that a user will furnish the
consumer’s address that it has
reasonably confirmed to the CRA as part
of the information it regularly furnishes
for the reporting period in which it
establishes a relationship with the
consumer.
The proposed rule also addressed
other situations when a user may
receive a notice of address discrepancy.
Proposed § l.82(d)(3)(ii) stated that in
other circumstances, such as when the
user already has an existing relationship
with the consumer, the user should
furnish this information for the
reporting period in which the user has
reasonably confirmed the accuracy of
the address of the consumer for whom
it has obtained a consumer report.
The Agencies also noted that, in order
to satisfy the requirements of both
§ l.82(d)(1) and § l.82(d)(3)(i), a user
employing the CIP rules would have to
establish a continuing relationship and
verify the identity of the consumer
during the same reporting period.
The Agencies recognized the timing
provision for newly established
relationships could be problematic for
users hoping to take full advantage of
the flexibility in timing for verification
of identity afforded by the CIP rules. As
required by statute, proposed
§ l.82(d)(3)(i) stated that the reconciled
address must be furnished for the
reporting period in which the user
establishes a relationship with the
consumer. Proposed § l.82(d)(1), which
also mirrored the requirement of the
statute, required the reconciled address
to be furnished to the CRA only when
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the user both establishes a continuing
relationship with the consumer and
forms a reasonable belief that it knows
the identity of the consumer to whom
the consumer report relates. Typically,
the CIP rules permit an account to be
opened (i.e., relationship to be
established) if certain identifying
information is provided. Verification to
establish the true identity of the
customer is required within a
reasonable period of time after the
account has been opened. As explained
in the preamble to the proposed rules,
to satisfy the requirements of both
§ l.82(d)(1) and § l.82(d)(3)(i), a user
employing the CIP rules would have to
verify the identity of the consumer
using the identifying information it
obtained in accordance with the CIP
rules within the same reporting period
that the user opens the account and
establishes a continuing relationship
with the consumer.
The Agencies requested comment on
whether the timing for responding to
notices of address discrepancy received
in connection with newly established
relationships and in connection with
circumstances other than newly
established relationships is appropriate.
One commenter objected to the
requirement that a user employing the
CIP rules would have to both establish
a continuing relationship and a
reasonable belief that it knows the
consumer’s identity during the same
reporting period. A few commenters
noted that the timing for reporting
should simply be ‘‘reasonable,’’ such as
the next reporting cycle.
Because the Agencies have
determined that the requirement to
furnish a confirmed address will apply
only to newly established accounts, the
Agencies have revised § l.82(d)(3) to
remove the references to the timing for
furnishing reports in connection with
other accounts, contained in the
proposal. The final rules reflect the
language in section 605(h)(2)(B)(ii), and
state that a user’s policies and
procedures must provide that the user
will furnish the consumer’s address that
the user has reasonably confirmed is
accurate to the consumer reporting
agency as part of the information it
regularly furnishes for the reporting
period in which it establishes a
relationship with the consumer.
A timing issue still exists for a user
that chooses to compare the information
in the consumer report with information
that the user obtains and uses to verify
the consumer’s identity in accordance
with the CIP rules for the purpose of
forming a reasonable belief that a
consumer report relates to the consumer
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about whom it has requested the report.
However, the Agencies believe that the
benefits of being able to use CIP for this
purpose should outweigh any additional
burden of having to establish a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report within the
same reporting period that the user
opens the account and establishes a
continuing relationship with the
consumer.
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IV. General Provisions
The OCC, the Board, the FDIC, the
OTS, and the NCUA 52 proposed to
amend the first sentence in § l.3,
which contains the definitions that are
applicable throughout this part. This
sentence stated that the list of
definitions in § l.3 apply throughout
the part ‘‘unless the context requires
otherwise.’’ These agencies proposed to
amend this introductory sentence to
make clear that the definitions in § l.3
apply ‘‘for purposes of this part, unless
explicitly stated otherwise.’’ Thus, these
definitions apply throughout the part
unless defined differently in an
individual subpart. There were no
comments on this proposal, and the
change to § l.3 is adopted as proposed.
OTS proposed nonsubstantive,
technical changes to its rule sections on
purpose and scope (§ 571.1) and
disposal of consumer information
(§ 571.83). OTS explained that these
changes were necessary in light of the
proposed incorporation of the address
discrepancy section into subpart I.
There were no comments on these
proposed changes and they are adopted
substantially as proposed. Further, since
these changes render the definition of
‘‘you’’ in § 571.3(o) superfluous, OTS is
removing that definition.
The OCC’s final rules add a purpose
section at § 41.1. The final rules are
simply restoring the purpose section of
part 41 that was inadvertently deleted
when ‘‘subpart D-Medical Information’’
was added to this part.
V. Effective Date
The Agencies received a number of
comments regarding the effective date of
the final regulations and guidelines,
although the proposed rulemaking did
not address this issue. While consumer
groups recommended that the effective
date for compliance with the regulations
be the minimum time allowed by law,
many financial institutions and
creditors requested the time for
compliance be extended from between
12 to 24 months from issuance of the
52 The equivalent language for the FTC already
exists in 16 CFR 603.1.
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final rules. These commenters felt they
needed time to take an inventory of
their existing systems and develop new
programs necessary for compliance.
Some commenters noted that they likely
would use technological solutions to
comply with the rules and that it is
necessary to schedule such projects well
in advance. Commenters also noted that
compliance with the final rules may
require systemic and operational
changes across business lines and could
affect relationships with vendors and
third party service providers that would
require time to change.
Neither section 114 nor section 315 of
the FACT Act specifically addresses the
effective date of the regulations issued
pursuant to these sections. Under the
Administrative Procedure Act (APA), 5
U.S.C. 553(d), agencies must generally
publish a substantive rule not less than
30 days before its effective date. In
addition, under section 302 of the Riegle
Community Development and
Regulatory Improvement Act of 1994
(CDRIA),53 rules issued by the Federal
banking agencies that impose additional
reporting, disclosure, or other new
requirements on financial institutions
generally will take effect on the first day
of a calendar quarter that begins on or
after the date on which the regulations
are published in the Federal Register.
Because these final rules are substantive
and impose additional requirements on
financial institutions, the Agencies have
provided for an effective date of
[January 1, 2008], consistent with the
APA and CDRIA.
At the same time, the Agencies have
determined that it is appropriate to
provide all covered entities with a
delayed compliance date of November
1, 2008, to comply with the
requirements of the final rulemaking.
Some financial institutions and
creditors already employ a variety of
measures that satisfy the requirements
of the final rulemaking because these
are usual and customary business
practices to minimize losses due to
fraud, or as a result of already
complying with other existing
regulations and guidance that relate to
information security, authentication,
identity theft, and response programs.
However, the Agencies recognize that
these entities may still need time to
evaluate their existing programs, and to
integrate appropriate elements from
them into the Program and into the
other policies and procedures required
by this final rulemaking. Further, the
Agencies recognize that some covered
entities have not previously been
subject to any related regulations or
53 Pub.
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guidance, and thus may need more time
to implement the final rules and
guidelines. Therefore, the Agencies are
providing covered entities with a
transition period to comply with the
requirements contained in the final
rulemaking.
VI. Regulatory Analysis
A. Paperwork Reduction Act
In accordance with the requirements
of the Paperwork Reduction Act of 1995
(PRA) (44 U.S.C. 3501 et seq., 5 CFR
part 1320 Appendix A.1), the Agencies
have reviewed the final rulemaking and
determined that it contains collections
of information subject to the PRA. The
Board made this determination under
authority delegated to the Board by the
Office of Management and Budget
(OMB). The information collection
requirements in the final rulemaking
may be found in 12 CFR 41.82, 41.90,
41.91, 222.82, 222.90, 222.91, 334.82,
334.90, 334.91, 571.82, 571.90, 571.91,
717.82, 717.90; and 717.91; and 16 CFR
681.1, 681.2, and 681.3.
An agency may not conduct or
sponsor, and a respondent is not
required to respond to, an information
collection unless it displays a currently
valid OMB control number. The
information collection requirements
contained in this joint final rule were
submitted by the OCC, FDIC, OTS,
NCUA, and FTC to OMB for review and
approval under the Paperwork
Reduction Act of 1995. OMB assigned
the following control numbers to the
collections of information: OMB Control
Nos. 1557–0237 (OCC), 3064–0152
(FDIC), 1550–0113 (OTS), 3133–0175
(NCUA), and 3084–0137 (FTC). The
Board’s OMB Control No. is 7100–
0308.54
Description of the Collection
Section 114: The proposed rules
implementing section 114 required each
financial institution and creditor to (1)
create an Identity Theft Prevention
Program (Program); (2) report to the
board of directors, a committee thereof
or senior management, at least annually,
on compliance with the proposed
regulations; and (3) train staff to
implement the Program.
In addition, the proposed rules
required each credit and debit card
issuer (card issuer) to establish policies
and procedures to (1) assess the validity
54 The information collections (ICs) in this rule
will be incorporated with the Board’s Disclosure
Requirements Associated with Regulation V (OMB
No. 7100–0308). The burden estimates provided in
this rule pertain only to the ICs associated with this
final rulemaking. The current OMB inventory for
Regulation V is available at: http://www.reginfo.gov/
public/do/PRAMain.
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of a change of address notification
before honoring a request for an
additional or replacement card received
during at least the first 30 days after it
receives the notification; and (2) notify
the cardholder in writing, electronically,
or orally, or use another means of
assessing the validity of the change of
address.
Section 315: The proposed rules
implementing section 315 required each
user of consumer reports to (1) develop
reasonable policies and procedures it
would employ when it receives a notice
of address discrepancy from a CRA; and
(2) to furnish an address the user
reasonably confirmed is accurate to the
CRA from which it receives a notice of
address discrepancy.
The information collections in the
final rulemaking are the same as those
in the proposal.
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Comments Received
The Agencies sought comment on the
burden estimates for the information
collections described in the proposal.
The Agencies received approximately
129 comments on the proposed
rulemaking. Most commenters
maintained that proposal would impose
additional regulatory burden and
asserted that the estimates of the cost of
compliance should be considerably
higher than the Agencies projected. A
few of these commenters specifically
addressed PRA burden, however, they
did not provide specific estimates of
additional burden hours that would
result from the proposal. Some of these
commenters stated that staff training
estimates were significantly
underestimated. Other commenters
stated that the costs of compliance
failed to consider the cost to third-party
service providers that the commenters
characterized as being required to
implement the Program.
Explanation of Burden Estimates Under
the Final Rulemaking
The Agencies believe that many of the
comments received regarding burden
stemmed from commenters’ misreading
of the requirements of the proposed
rulemaking. The final rulemaking
clarifies these requirements, including
those that relate to the information
collections. It also differs from the
proposal as described below.
The Agencies continue to believe that
most covered entities already employ a
variety of measures to detect and
address identity theft that are required
by section 114 of the final rulemaking
because these are usual and customary
business practices that they employ to
minimize losses due to fraud. In
addition, the Agencies believe that
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many financial institutions and
creditors already have implemented
some of the requirements of the final
rules implementing section 114 as a
result of having to comply with other
existing regulations and guidance, such
as the CIP regulations implementing
section 326 of the USA PATRIOT Act,
31 U.S.C. 5318(l) that require
verification of the identity of persons
opening new accounts),55 the
Information Security Standards that
implement section 501(b) of the GrammLeach-Bliley Act (GLBA), 15 U.S.C.
6801, and section 216 of the FACT Act,
15 U.S.C. 1681w,56 and guidance issued
by the Agencies or the Federal Financial
Institutions Examination Council
regarding information security,
authentication, identity theft, and
response programs.57 The final
rulemaking underscores the ability of a
financial institution or creditor to
incorporate into its Program its existing
processes that control reasonably
foreseeable risks to customers or to its
own safety and soundness from identity
theft, such as those already developed
in connection with the covered entity’s
fraud prevention program. Thus, the
burden estimate attributable to the
creation of a Program is unchanged.
55 See, e.g., 31 CFR 103.121 (banks, savings
associations, credit unions, and certain nonfederally regulated banks); 31 CFR 103.122 (brokerdealers); 31 CFR 103.123 (futures commission
merchants).
56 12 CFR part 30, app. B (national banks); 12 CFR
part 208, app. D–2 and part 225, app. F (state
member banks and holding companies); 12 CFR
part 364, app. B (state non-member banks); 12 CFR
part 570, app. B (savings associations); 12 CFR part
748, app. A and B, and 12 CFR 717 (credit unions);
16 CFR part 314 (financial institutions that are not
regulated by the Board, FDIC, NCUA, OCC and
OTS).
57 See, e.g., 12 CFR part 30, supp. A to app. B
(national banks); 12 CFR part 208, supp. A to app.
D–2 and part 225, supp. A to app. F (state member
banks and holding companies); 12 CFR part 364,
supp. A to app. B (state non-member banks); 12 CFR
part 570, supp. A to app. B (savings associations);
12 CFR 748, app. A and B (credit unions); Federal
Financial Institutions Examination Council (FFIEC)
Information Technology Examination Handbook’s
Information Security Booklet (the ‘‘IS Booklet’’)
available at http://www.ffiec.gov/guides.htm; FFIEC
‘‘Authentication in an Internet Banking
Environment’’ available at http://www.ffiec.gov/
pdf/authentication_guidance.pdf; Board SR 01–11
(Supp) (Apr. 26, 2001) available at: http://
www.federalreserve.gov/boarddocs/srletters/2001/
sr0111.htm; ‘‘Guidance on Identity Theft and
Pretext Calling,’’ OCC AL 2001–4 (April 30, 2001);
‘‘Identity Theft and Pretext Calling,’’ OTS CEO
Letter #139 (May 4, 2001); NCUA Letter to Credit
Unions 01–CU–09, ‘‘Identity Theft and Pretext
Calling’’ (Sept. 2001); OCC 2005–24, ‘‘Threats from
Fraudulent Bank Web Sites: Risk Mitigation and
Response Guidance for Web Site Spoofing
Incidents,’’ (July 1, 2005); ‘‘Phishing and E-mail
Scams,’’ OTS CEO Letter #193 (Mar. 8, 2004);
NCUA Letter to Credit Unions 04–CU–12,
‘‘Phishing Guidance for Credit Unions’’ (Sept.
2004).
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The final rulemaking also clarifies
that only relevant staff need be trained
to implement the Program, as
necessary—meaning that staff already
trained, for example, as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as necessary. Despite this
clarification, in response to comments
received, the Agencies are increasing
the burden estimates attributable to
training from two to four hours.
The Agencies’ estimates attribute all
burden to covered entities, which are
entities directly subject to the
requirements of the final rulemaking. A
covered entity that outsources activities
to a third-party service provider is, in
effect, reallocating to that service
provider the burden that it would
otherwise have carried itself. Under
these circumstances, burden is, by
contract, shifted from the covered entity
to the service provider, but the total
amount of burden is not increased.
Thus, third-party service provider
burden is already included in the
burden estimates provided for covered
entities.
The Agencies continue to believe that
card issuers already assess the validity
of change of address requests and, for
the most part, have automated the
process of notifying the cardholder or
using other means to assess the validity
of changes of address. Further, as
commenters requested, the final
rulemaking clarifies that card issuers
may satisfy the requirements of this
section by verifying the address at the
time the address change notification is
received, before a request for an
additional or replacement card.
Therefore, the estimates attributable to
this portion of the rulemaking are
unchanged.
Regarding the final rules
implementing section 315, the Agencies
recognize that users of consumer reports
will need to develop policies and
procedures to employ upon receiving a
notice of address discrepancy in order
to: (1) Ensure that the user has obtained
the correct consumer report for the
consumer; and (2) confirm the accuracy
of the address the user furnishes to the
CRA. However, under the final rules, a
user only must furnish a confirmed
address to a CRA for new relationships.
Thus, the required policies and
procedures will no longer need to
address the furnishing of confirmed
addresses for existing relationships, and
users will not need to furnish to the
CRA in connection with existing
relationships an address the user
reasonably confirmed is accurate.
The Agencies believe that users of
credit reports covered by the final rules,
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on a regular basis, already furnish
information to CRAs in response to
notices of address discrepancy because
it is a usual and customary business
practice—except in connection with
new deposit relationships. For the
proposed rulemaking, the Agencies had
estimated that there would be no
implementation burden associated with
furnishing confirmed addresses to
CRAs. However, as the result of
additional research, the Agencies now
believe that some burden should be
attributable to this collection, to account
for information furnished to CRAs for
new deposit relationships. Because this
burden is offset by the reduction in
burden described above, the estimates
for the collections attributable to the
final rules implementing section 315
remain unchanged.
The Agencies continue to believe that
25 hours to develop a Program, four
hours to prepare an annual report, four
hours to develop policies and
procedures to assess the validity of
changes of address, and four hours to
develop policies and procedures to
respond to notices of address
discrepancy, are reasonable estimates.
The potential respondents are
national banks and Federal branches
and agencies of foreign banks and
certain of their subsidiaries (OCC); state
member banks, uninsured state agencies
and branches of foreign banks,
commercial lending companies owned
or controlled by foreign banks, and Edge
and agreement corporations (Board);
insured nonmember banks, insured state
branches of foreign banks, and certain of
their subsidiaries (FDIC); savings
associations and certain of their
subsidiaries (OTS); Federally-chartered
credit unions (NCUA); state-chartered
credit unions, non-bank lenders,
mortgage brokers, motor vehicle dealers,
utility companies, and any other person
that regularly participates in a credit
decision, including setting the terms of
credit (FTC).
Burden Estimates
The Agencies estimate the annual
burden per respondent is 41 hours (25
hours to develop a Program, four hours
to prepare an annual report, four hours
for training, four hours for developing
policies and procedures to assess the
validity of changes of address, and four
hours for developing policies and
procedures to respond to notices of
address discrepancy). The Agencies
attribute total burden to covered entities
as follows:
OCC:
Number of respondents: 1,806.
Total estimated annual burden:
74,046.
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Board:
Number of respondents: 1,172.
Total Estimated Annual Burden:
48,052.
FDIC:
Number of respondents: 5,260.
Total Estimated Annual Burden:
215,660 hours.
OTS:
Number of respondents: 832.
Total Estimated Annual Burden:
34,112.
NCUA:
Number of respondents: 5,103.
Total Estimated Annual Burden:
209,223.
FTC Estimated Burden:58
Section 114:
Estimated Hours Burden:
As discussed above, the final
regulations require financial institutions
and creditors to conduct a risk
assessment periodically to determine
whether they have covered accounts,
which include, at a minimum,
consumer accounts. If the financial
institutions and creditors determine that
they have covered accounts, the final
regulations require them to create a
written Identity Theft Prevention
Program (Program) and they should
report to the board of directors, a
committee thereof, or senior
management at least annually on
compliance with the final regulations.
The FCRA defines ‘‘creditor’’ to have
the same meaning as in section 702 of
the Equal Credit Opportunity Act
(ECOA).59 Under Regulation B, which
implements the ECOA, a creditor means
a person who regularly participates in a
credit decision, including setting the
terms of credit. Regulation B defines
credit as a transaction in which the
party has a right to defer payment of a
debt, regardless of whether the credit is
for personal or commercial purposes.60
Given the broad scope of entities
covered, it is difficult to determine
precisely the number of financial
institutions and creditors that are
subject to the FTC’s jurisdiction. There
are numerous small businesses under
the FTC’s jurisdiction, and there is no
formal way to track them; moreover, as
a whole, the entities under the FTC’s
jurisdiction are so varied that there are
no general sources that provide a record
of their existence. Nonetheless, FTC
staff estimates that the proposed
regulations implementing section 114
58 Due to the varied nature of the entities subject
to the jurisdiction of the FTC, this Estimated
Burden section reflects only the view of the FTC.
The banking regulatory agencies have jointly
prepared a separate analysis.
59 U.S.C. 1681a(r)(5).
60 Regulation B Equal Credit Opportunity, 12 CFR
202 (as amended effective Apr. 15, 2003).
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will affect over 3,500 financial
institutions 61 and over 11 million
creditors 62 subject to the FTC’s
jurisdiction, for a combined total of
approximately 11.1 million affected
entities. As detailed below, FTC staff
estimates that the average annual
information collection burden during
the three-year period for which OMB
clearance was sought will be 4,466,000
hours (rounded to the nearest
thousand). The estimated annual labor
cost associated with this burden is
$142,925,000 (rounded to the nearest
thousand).
For the proposed rule, FTC staff had
divided affected entities into two
categories: entities that are subject to a
high risk of identity theft and entities
that are subject to a low risk of identity
theft. Based on comments as well as
changes in the final rule, FTC staff
believes that the affected entities can be
categorized in three groups, based on
the nature of their businesses: entities
subject to a high risk of identity theft,
entities subject to a low risk of identity
theft, but having consumer accounts
that will require them to have a written
Program, and entities subject to a low
risk of identity theft, but not having
consumer accounts.63
A. High-Risk Entities
In drafting its PRA analysis for the
proposed regulations, FTC staff believed
that because motor vehicle dealers’’
loans typically are financed by financial
institutions also subject to those
regulations, the dealers were likely to
use the latter’s programs as a basis to
develop their own. Therefore, although
subject to a high risk of identity theft,
their burden would be less than other
high-risk entities. Commenters,
however, noted among other concerns
that some motor vehicle dealers finance
61 Under the FCRA, the only financial institutions
over which the FTC has jurisdiction are statechartered credit unions. 15 U.S.C. 1681s. As of
December 31, 2005, there were 3,302 state-chartered
federally-insured credit unions and 362 statechartered nonfederally insured credit unions,
totaling 3,664 financial institutions. See
www.ncua.gov/news/quick_facts/quick_facts.html
and ‘‘Disclosures for Non-Federally Insured
Depository Institutions under the Federal Deposit
Insurance Corporation Improvement Act (FDICIA),’’
70 FR 12823 (Mar. 16, 2005).
62 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, which totaled
11,076,463 creditors subject to the FTC’s
jurisdiction.
63 In general, high-risk entities may provide
consumer financial services or other goods or
services of value to identity thieves such as
telecommunication services or goods that are easily
convertible to cash, whereas low-risk entities may
do business primarily with other businesses or
provide non-financial services or goods that are not
easily convertible to cash.
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their own loans. Thus, for this burden
estimate, FTC staff no longer is
considering motor vehicle dealers
separately from other high-risk entities.
As noted above, the Agencies
continue to believe that many of the
high-risk entities, as part of their usual
and customary business practices,
already take steps to minimize losses
due to fraud. The final rulemaking
clarifies that only relevant staff need be
trained to implement the Program, as
necessary meaning, for example, that
staff already trained as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as incrementally needed.
Notwithstanding this clarification, in
response to comments received, the
Agencies are increasing the burden
estimates attributable to training from
two to four hours, as is the FTC for highrisk entities in their initial year of
implementing the Program, but FTC
staff continues to believe that one hour
of recurring annual training remains a
reasonable estimate.
The FTC staff maintains its estimate
of 25 hours for high-risk entities to
create and implement a written
Program, with an annual recurring
burden of 1 hour. As before, FTC staff
anticipates that these entities will
incorporate policies and procedures that
they likely already have in place. The
FTC staff continues to believe that
preparation of an annual report will take
high-risk entities 4 hours initially, with
an annual recurring burden of 1 hour.
B. Low-Risk Entities
A few commenters believed that FTC
staff had underestimated the amount of
time it would take low-risk entities to
comply with the proposed regulations.
These commenters estimated that the
amount of time would range from 6 to
20 hours to create a program and 1 hour
each to train employees and draft the
annual report. The FTC staff believes
these estimates were based on a
misunderstanding of the requirements
of the proposed regulations, including
that the list of 31 Red Flags in the
proposed guidelines was intended to be
a checklist. The final regulations clarify
that the list of Red Flags is illustrative
only. Moreover, the emphasis of the
written Program, as required under the
final regulations, is to identify risks of
identity theft. To the extent that entities
with consumer accounts determine that
they have a minimal risk of identity
theft, they would be tasked only with
developing a streamlined Program.
Therefore, the FTC staff does not believe
that it would take such an entity 6 to 20
hours to develop a Program, 1 hour to
train employees, and 1 hour to draft an
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annual report on risks of identity theft
which are minimal or non-existent.
Nonetheless, FTC staff believes that it
may have underestimated the time lowrisk entities may need to initially apply
the final rule to develop a Program.
Thus, FTC staff has increased from 20
minutes to 1 hour its previously stated
estimate for this activity.
The final regulations have been
revised from the proposed regulations to
alleviate the burden of creating a written
Program for entities that determine that
they do not have any covered accounts.
The FTC staff believes that entities
subject to a low risk of identity theft, but
not having consumer accounts, will
likely determine that they do not have
covered accounts. Such entities would
not be required to develop a written
Program, and thus will not incur PRA
burden. The FTC staff estimates that
approximately 9,191,496 64 of the
10,813,525 low-risk entities subject to
the requirement to create a written
Program under the proposed regulations
will not have covered accounts under
the final rule. Therefore, these 9,191,496
low-risk entities will not be required to
develop a written Program, thereby
substantially reducing the original
burden hours estimate in the NPRM for
low-risk entities.
The FTC staff believes that for entities
subject to a low risk of identity theft, but
having consumer accounts that will
require them to have a written Program,
it will take such entities 1 hour to
review the final regulations and create
a streamlined Program, with an annual
recurring burden of 5 minutes. The FTC
staff believes that training staff to be
attentive to any future risks of identity
theft will take low-risk entities 10
minutes, with an annual recurring
burden of 5 minutes. The FTC staff
believes that preparing an annual report
will take low-risk entities 10 minutes,
with an annual recurring burden of 5
minutes.
Accordingly, FTC staff estimates that
the final regulations implementing
section 114 affect the following: 266,602
high-risk entities subject to the FTC’s
jurisdiction at an average annual burden
of 13 hours per entity [average annual
burden over 3-year clearance period for
creation and implementation of Program
((25+1+1)/3) plus average annual
burden over 3-year clearance period for
staff training ((4+1+1)/3) plus average
64 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, net of the number
of creditors subject to the FTC’s jurisdiction, an
estimated subset of which comprise anticipated
low-risk entities not having covered accounts under
the final rule.
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annual burden over 3-year clearance
period for preparing annual report
((4+1+1)/3)], for a total of 3,466,000
hours (rounded to the nearest
thousand); and 1,622,029 low-risk
entities that have consumer accounts
subject to the FTC’s jurisdiction at an
average annual burden of approximately
37 minutes per entity [average annual
burden over 3-year clearance period for
creation and implementation of
streamlined Program ((60+5+5)/3) plus
average annual burden over 3-year
clearance period for staff training
((10+5+5)/3) plus average annual
burden over 3-year clearance period for
preparing annual report ((10+5+5)/3],
for a total of 1,000,000 hours (rounded
to the nearest thousand).
The proposed regulations
implementing Section 114 also require
credit and debit card issuers to establish
policies and procedures to assess the
validity of a change of address request,
including notifying the cardholder or
using another means of assessing the
validity of the change of address. The
FTC received no comments on its
burden estimates in the NPRM and FTC
staff does not believe that the changes
made to the final regulation have altered
its original burden estimates.
Accordingly, FTC staff maintains that it
will take 100 credit or debit card issuers
4 hours to develop and implement
policies and procedures to assess the
validity of a change of address request
for a total burden of 400 hours.
Estimated Cost Burden:
The FTC staff derived labor costs by
applying appropriate estimated hourly
cost figures to the burden hours
described above. It is difficult to
calculate with precision the labor costs
associated with the proposed
regulations, as they entail varying
compensation levels of management
and/or technical staff among companies
of different sizes. In the NPRM, FTC
staff had estimated that low-risk entities
would use administrative support
personnel at an hourly cost of $16.00. A
few commenters disagreed that low-risk
entities would use administrative
support personnel, arguing instead that
the Program would be implemented at
a managerial level, and the labor cost
should be at least $32.00 and possibly
even $48.00. Therefore, in calculating
the cost figures, FTC staff assumes that
for all entities, professional technical
personnel and/or managerial personnel
will create and implement the Program,
prepare the annual report, train
employees, and assess the validity of a
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change of address request, at an hourly
rate of $32.00.65
Based on the above estimates and
assumptions, the total annual labor
costs for all categories of covered
entities under the final regulations
implementing section 114 are
$142,925,000 (rounded to the nearest
thousand) [(3,466,000 hours + 400 hours
+ 1,000,000 hours) x $32.00)].
Section 315:
Estimated Hours Burden:
The Commission did not receive any
comments relating to its original burden
estimates for the information collection
requirements under section 315.
Although the final regulations were
modified such that they no longer
require users to furnish a confirmed
address to a CRA for existing
relationships, FTC staff does not believe
that this modification will significantly
alter its original burden estimates.
Therefore, FTC staff burden estimates
remain unchanged under section 315
from the estimates proposed in the
NPRM. Accordingly, FTC staff estimates
that the average annual information
collection burden during the three-year
period for which OMB clearance was
sought will be 831,000 hours (rounded
to the nearest thousand). The FTC staff
continues to assume that the policies
and procedures for notice of address
discrepancy and furnishing the correct
address will be set up by administrative
support personnel at an hourly rate of
$16.66 Thus, the estimated annual labor
cost associated with this burden is
$13,296,000 (rounded to the nearest
thousand).
The Agencies have a continuing
interest in the public’s opinions of our
collections of information. At any time,
comments regarding the burden
estimate, or any other aspect of this
collection of information, including
suggestions for reducing the burden,
may be sent to:
OCC: Communications Division,
Office of the Comptroller of the
Currency, Public Information Room,
Mail stop 1–5, Attention: 1557–0237,
250 E Street, SW., Washington, DC
20219. In addition, comments may be
sent by fax to 202–874–4448, or by
electronic mail to
regs.comments@occ.treas.gov. You can
65 The cost is derived from a mid-range among the
reported 2006 Bureau of Labor Statistics rates for
likely positions within the professional technical
and managerial categories. See June 2006 Bureau of
Labor Statistics National Compensation Survey for
occupational wages in the United States at http://
www.bls.gov/ncs/ocs/sp/ncbl0910.pdf (‘‘June 2006
BLS NCS Survey’’).
66 This hourly wage is a conservative inflationadjusted updating of hourly mean wages ($14.86)
shown for administrative support personnel in the
June 2006 BLS NCS Survey.
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inspect and photocopy the comments at
the OCC’s Public Information Room, 250
E Street, SW., Washington, DC 20219.
For security reasons, the OCC requires
that visitors make an appointment to
inspect comments. You may do so by
calling 202–874–5043. Upon arrival,
visitors will be required to present valid
government-issued photo identification
and submit to security screening in
order to inspect and photocopy
comments.
Board: You may submit comments,
identified by R–1255, by any of the
following methods:
Agency Web site: http://
www.federalreserve.gov. Follow the
instructions for submitting comments
on http://www.federalreserve.gov/
generalinfo/foia/ProposedRegs.cfm.
Federal eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments.
E-mail:
regs.comments@federalreserve.gov.
Include docket number in the subject
line of the message.
Fax: 202–452–3819 or 202–452–3102.
Mail: Jennifer J. Johnson, Secretary,
Board of Governors of the Federal
Reserve System, 20th Street and
Constitution Avenue, NW., Washington,
DC 20551.
All public comments are available
from the Board’s Web site at http://
www.federalreserve.gov/generalinfo/
foia/ProposedRegs.cfm as submitted,
unless modified for technical reasons.
Accordingly, your comments will not be
edited to remove any identifying or
contact information. Public comments
may also be viewed electronically or in
paper form in Room MP–500 of the
Board’s Martin Building (20th and C
Streets, NW.) between 9 a.m. and 5 p.m.
on weekdays.
FDIC: You may submit written
comments, which should refer to 3064–
AD00, by any of the following methods:
Agency Web site: http://
www.fdic.gov/regulations/laws/federal/
propose.html.
Follow the instructions for submitting
comments on the FDIC Web site.
Federal eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments.
E-mail: Comments@FDIC.gov.
Mail: Robert E. Feldman, Executive
Secretary, Attention: Comments, FDIC,
550 17th Street, NW., Washington, DC
20429.
Hand Delivery/Courier: Guard station
at the rear of the 550 17th Street
Building (located on F Street) on
business days between 7 a.m. and 5 p.m.
Public Inspection: All comments
received will be posted without change
to http://www.fdic.gov/regulations/laws/
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federal/propose/html including any
personal information provided.
Comments may be inspected at the FDIC
Public Information Center, Room 100,
801 17th Street, NW., Washington, DC,
between 9 a.m. and 4:30 p.m. on
business days.
OTS: Information Collection
Comments, Chief Counsel’s Office,
Office of Thrift Supervision, 1700 G
Street, NW., Washington, DC 20552;
send a facsimile transmission to (202)
906–6518; or send an e-mail to related
index on the OTS Internet site at http://
www.ots.treas.gov. In addition,
interested persons may inspect the
comments at the Public Reading Room,
1700 G Street, NW., by appointment. To
make an appointment, call (202) 906–
5922, send an e-mail to
publicinfo@ots.treas.gov, or send a
facsimile transmission to (202) 906–
7755.
NCUA: You may submit comments by
any of the following methods (Please
send comments by one method only):
Federal eRulemaking Portal: http://
www.regulations.gov.
Follow the instructions for submitting
comments.
NCUA Web site: http://
www.ncua.gov/
RegulationsOpinionsLaws/
proposedregs/proposedregs.html.
Follow the instructions for submitting
comments.
E-mail: Address to
regcomments@ncua.gov. Include ‘‘[Your
name] Comments on -,’’ in the e-mail
subject line.
Fax: (703) 518–6319. Use the subject
line described above for e-mail.
Mail: Address to Mary F. Rupp,
Secretary of the Board, National Credit
Union Administration, 1775 Duke
Street, Alexandria, VA 22314–3428.
Hand Delivery/Courier: Same as mail
address.
Additionally, commenters may send a
copy of their comments to the OMB
desk officer for the OCC, Board, FDIC,
OTS, and NCUA by mail to the Office
of Information and Regulatory Affairs,
U.S. Office of Management and Budget,
New Executive Office Building, Room
10235, 725 17th Street, NW.,
Washington, DC 20503, or by fax to
(202) 395–6974.
FTC: Comments should refer to ‘‘The
Red Flags Rule: Project No. R611019,’’
and may be submitted by any of the
following methods. However, if the
comment contains any material for
which confidential treatment is
requested, it must be filed in paper
form, and the first page of the document
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must be clearly labeled
‘‘Confidential.’’ 67
E-mail: Comments filed in electronic
form should be submitted by clicking on
the following Web link: https://
secure.commentworks.com/ftc-redflags
and following the instructions on the
Web-based form. To ensure that the
Commission considers an electronic
comment, you must file it on the Webbased form at https://
secure.commentworks.com/ftc-redflags.
Federal eRulemaking Portal: If this
notice appears at http://
www.regulations.gov, you may also file
an electronic comment through that
Web site. The Commission will consider
all comments that regulations.gov
forwards to it.
Mail or Hand Delivery: A comment
filed in paper form should include ‘‘The
Red Flags Rule, Project No. R611019,’’
both in the text and on the envelope and
should be mailed or delivered, with two
complete copies, to the following
address: Federal Trade Commission/
Office of the Secretary, Room H–135
(Annex M), 600 Pennsylvania Avenue,
NW., Washington, DC 20580. Because
paper mail in the Washington area and
at the Commission is subject to delay,
please consider submitting your
comments in electronic form, as
prescribed above. The FTC is requesting
that any comment filed in paper form be
sent by courier or overnight service, if
possible.
Comments on any proposed filing,
recordkeeping, or disclosure
requirements that are subject to
paperwork burden review under the
Paperwork Reduction Act should
additionally be submitted to: Office of
Management and Budget, Attention:
Desk Officer for the Federal Trade
Commission. Comments should be
submitted via facsimile to (202) 395–
6974 because U.S. Postal Mail is subject
to lengthy delays due to heightened
security precautions.
The FTC Act and other laws the
Commission administers permit the
collection of public comments to
consider and use in this proceeding as
appropriate. All timely and responsive
public comments, whether filed in
paper or electronic form, will be
considered by the Commission, and will
be available to the public on the FTC
Web site, to the extent practicable, at
67 Commission Rule 4.2(d), 16 CFR 4.2(d). The
comment must be accompanied by an explicit
request for confidential treatment, including the
factual and legal basis for the request, and must
identify the specific portions of the comment to be
withheld from the public record. The request will
be granted or denied by the Commission’s General
Counsel, consistent with applicable law and the
public interest. See Commission Rule 4.9(c), 16 CFR
4.9(c).
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http://www.ftc.gov/os/
publiccomments.htm. As a matter of
discretion, the FTC makes every effort to
remove home contact information for
individuals from the public comments it
receives before placing those comments
on the FTC Web site. More information,
including routine uses permitted by the
Privacy Act, may be found in the FTC’s
privacy policy, at http://www.ftc.gov/
ftc/privacy.htm.
Members of the public also can
request additional information or a copy
of the collection from:
OCC: Mary Gottlieb, OCC Clearance
Officer, (202) 874–5090, Legislative and
Regulatory Activities Division, Office of
the Comptroller of the Currency, 250 E
Street, SW., Washington, DC 20219.
Board: Michelle Shore, Clearance
Officer, Division of Research and
Statistics (202) 452–3829.
FDIC: Steven F. Hanft, Clearance
Officer, Legal Division, (202–898–3907).
OTS: Ira L. Mills, OTS Clearance
Officer, Litigation Division, Chief
Counsel’s Office, at
Ira.Mills@ots.treas.gov, (202) 906–6531,
or facsimile number (202) 906–6518.
NCUA: Regina M. Metz, Staff
Attorney, Office of General Counsel,
(703) 518–6540.
FTC: See FOR FURTHER INFORMATION
CONTACT above.
B. Regulatory Flexibility Act
OCC: Under section 605(b) of the
Regulatory Flexibility Act (RFA), 5
U.S.C. 605(b), the OCC must either
publish a Final Regulatory Flexibility
Analysis (FRFA) for a final rule or
certify, along with a statement providing
the factual basis for such certification,
the rule will not have a significant
economic impact on a substantial
number of small entities. The Small
Business Administration has defined
‘‘small entities’’ for banking purposes as
a bank or savings institution with assets
of $165 million or less. See 13 CFR
121.201.
Based on its analysis and for the
reasons stated below, the OCC certifies
that this final rulemaking will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 114
The proposed regulations
implementing section 114 required the
development and establishment of a
written identity theft prevention
program to detect, prevent, and mitigate
identity theft. The proposed regulations
also required card issuers to assess the
validity of a notice of address change
under certain circumstances.
In connection with the proposed
rulemaking, the OCC concluded that the
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proposed regulations implementing
section 114, if adopted as proposed,
would not impose undue costs on
national banks and would not have a
substantial economic impact on a
substantial number of small national
banks. The OCC noted that national
banks already employ a variety of
measures that satisfy the requirements
of the rulemaking because (1) such
measures are a good business practice
and generally are a part of a bank’s
efforts to reduce losses due to fraud, and
(2) national banks already comply with
other regulations and guidance that
relate to information security,
authentication, identity theft, and
response programs. For example,
national banks are already subject to CIP
rules requiring them to verify the
identity of a person opening a new
account 68 and already have various
systems in place to detect certain
patterns, practices and specific activities
that indicate the possible existence of
identity theft in connection with the
opening of new accounts. Similarly,
national banks complying with the
‘‘Interagency Guidelines Establishing
Information Security Standards’’ 69 and
guidance recently issued by the FFIEC
titled ‘‘Authentication in an Internet
Banking Environment’’ 70 already have
policies and procedures in place to
detect attempted and actual intrusions
into customer information systems and
to detect patterns, practices and specific
activities that indicate the possible
existence of identity theft in connection
with existing accounts. Banks
complying with the OCC’s ‘‘Guidance
on Identity Theft and Pretext Calling’’ 71
already have policies and procedures to
verify the validity of change of address
requests on existing accounts.
Nonetheless, the OCC specifically
requested comment and specific data on
the size of the incremental burden
creating an identity theft prevention
program would have on small national
banks, given banks’’ current practices
and compliance with existing
requirements. The OCC also requested
comment on how the final regulations
might minimize any burden imposed to
the extent consistent with the
requirements of the FACT Act.
Commenters confirmed that the
proposed regulations implementing
section 114 of the FACT Act are
consistent with banks’’ usual and
customary business practices used to
minimize losses due to fraud in
connection with new and existing
68 31

CFR 103.121; 12 CFR 21.21 (national banks).
CFR part 30, app. B (national banks).
70 OCC Bulletin 2005–35 (Oct. 12, 2005).
71 OCC AL 2001–4 (April 30, 2001).
69 12
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accounts. They also confirmed that
banks have implemented measures to
address many of the proposed
requirements as a result of having to
comply with existing regulations and
guidance. However, commenters also
asserted that the Agencies had
underestimated the incremental burden
imposed by the proposed rules. They
highlighted aspects of the proposal that
they maintained would have required
banks to alter their current practices and
implement duplicative policies and
procedures.
Only a few commenters provided
estimates of additional burden that
would result from the proposed rules.
Many of these comments stemmed from
a misreading of the requirements of the
proposed rules. Further, many
commenters confused the Agencies’
PRA estimates with the Agencies’
overall conclusions regarding regulatory
burden.72
The OCC believes that the final rules
substantially address the concerns of the
commenters as follows:
• The final rules allow a covered
entity to tailor its Program to its size,
complexity and nature of its operations.
The final rules and guidelines do not
require the use of any specific
technology, systems, processes or
methodology.
• The final rules list the four
elements that must be a part of a
Program, and the steps that a covered
entity must take to administer the
Program. The rules provide covered
entities with greater discretion to
determine how to implement these
mandates.
• Additional requirements previously
in the proposed rules are now in
guidelines that are located in Appendix
J. The guidelines describe various
policies and procedures that a financial
institution or creditor must consider
and include in its Program, where
appropriate, to satisfy the requirements
of the final rules. The preamble to the
rules explains that an institution or
creditor may determine that particular
guidelines are not appropriate to
incorporate into its Program as long as
its Program contains reasonable policies
and procedures to meet the specific
requirements of the final rules.
• The guidelines clarify that a
covered entity need not create duplicate
policies and procedures and may
incorporate into its Program, as
appropriate, its existing processes that
control reasonably foreseeable risks to
72 The PRA focuses more narrowly on the time,
effort, and financial resources expended by persons
to generate, maintain, or provide information to or
for a Federal agency. See 44 U.S.C. 3501 et seq.
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customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program.
• The final rules clarify that a
Program (including the Red Flags
determined to be relevant) may be
periodically, rather than continually,
updated to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft.
• The rules focus on consumer
accounts, and require a Program to
include only other accounts ‘‘for which
there is a reasonably foreseeable risk to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft.’’
• The definition of ‘‘Red Flags’’ no
longer includes reference to the
‘‘possible risk’’ of identity theft and no
longer incorporates precursors to
identity theft.
• The final rules clarify that the Red
Flags in Supplement A are examples
rather than a mandatory checklist.
• Supplement A includes a Red Flag
for activity on an inactive account in
place of a separate guideline.
• The final rules clarify that the
Board of Directors or a committee
thereof must approve only the initial
written Program. The rules provide a
covered entity with the discretion to
determine whether the Board or
management will approve changes to
the Program and the extent of Board
involvement in oversight of the
Program.
• The final rules clarify that only
relevant staff must be trained to
implement the Program, as necessary.
• Card issuers may satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card—building on issuers’ existing
procedures.
• Covered entities need not comply
with the final rules until November 1,
2008.
The Agencies did consider whether it
would be appropriate to extend different
treatment or exempt small covered
entities from the requirements of this
section of the final rulemaking. The
Agencies note that identity theft can
occur in small entities as well as large
ones. The Agencies do not believe that
an exemption for small entities is
appropriate given the flexibility built
into the final rules and guidelines and
the importance of the statutory goals
and mandate of section 114.
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As a result of the changes and
clarifications noted above, this section
of the final rule is far more flexible and
less burdensome than that in the
proposed rules while still fulfilling the
statutory mandates enumerated in
section 114. Moreover, the OCC has
concluded that the incremental cost of
these final rules and guidelines will not
impose undue costs and will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 315
The proposed regulations
implementing section 315 required a
user of consumer reports to have
policies and procedures to enable the
user to form a reasonable belief that it
knows the identity of the consumer for
whom it has obtained a consumer
report. The proposed rules also required
the user to furnish to the CRA from
whom it received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the user: (1)
Is able to form a reasonable belief that
it knows the identity of the consumer
for whom the consumer report was
obtained; (2) establishes or maintains a
continuing relationship with the
consumer; and (3) regularly and in the
ordinary course of business furnishes
information to the CRA from which a
notice of address discrepancy pertaining
to the consumer was obtained.
In connection with the proposed
rulemaking the OCC noted that the
FACT Act already requires CRAs to
provide notices of address discrepancy
to users of credit reports. The OCC
stated that with respect to new
accounts, a national bank already is
required by the CIP rules to ensure that
it knows the identity of a person
opening a new account and to keep a
record describing the resolution of any
substantive discrepancy discovered
during the verification process. The
OCC also stated that as a matter of good
business practice, most national banks
currently have policies and procedures
in place to respond to notices of address
discrepancy when they are provided in
connection with both new and existing
accounts, by furnishing an address for
the consumer that the bank has
reasonably confirmed is accurate to the
CRA from which it received the notice
of address discrepancy.
The OCC specifically requested
comment on whether the proposed
requirements differ from small banks’
current practices and whether the
proposed requirements on users of
consumer reports to have policies and
procedures to respond to the receipt of
an address discrepancy could be altered
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to minimize any burden imposed to the
extent consistent with the requirements
of the FACT Act.
Many suggestions received in
response to this solicitation for
comment would have required a
statutory change. However, many
commenters noted that section 315 does
not require the reporting of a confirmed
address to a CRA for a notice of address
discrepancy received for an existing
account. These commenters stated that
the level of regulatory burden imposed
by this requirement would be significant
and would force users to reconcile and
verify addresses millions of times a year
in connection with routine account
maintenance. Commenters maintained
that this would result in enormous costs
that provide relatively little benefit to
consumers. The final rules address these
comments and accordingly, under the
rules implementing section 315, a user
is not obligated to furnish a confirmed
address for the consumer to the CRA in
connection with existing accounts.
Although, a bank will likely have to
modify its existing procedures to add a
new procedure for promptly reporting to
CRAs the reconciled address for new
deposit accounts, the OCC has
concluded that the final rules
implementing section 315 will not
impose undue costs on national banks
and will have not have a significant
economic impact on a substantial
number of small entities. Finally, as
mentioned earlier, the final rules
provide a transition period and do not
require covered entities to fully comply
with these requirements until November
1, 2008.
Board: The Board prepared an initial
regulatory flexibility analysis as
required by the Regulatory Flexibility
Act (RFA) (5 U.S.C. 601 et seq.) in
connection with the July 18, 2006
proposed rule. The Board received one
comment on its regulatory flexibility
analysis.
Under Section 605(b) of the RFA, 5
U.S.C. 605(b), the regulatory flexibility
analysis otherwise required under
Section 604 of the RFA is not required
if an agency certifies, along with a
statement providing the factual basis for
such certification, that the rule will not
have a significant economic impact on
a substantial number of small entities.
Based on its analysis and for the reasons
stated below, the Board certifies that
this final rule will not have a significant
economic impact on a substantial
number of small entities.
1. Statement of the need for, and
objectives of, the final rule.
The FACT Act amends the FCRA and
was enacted, in part, for the purpose of
helping to reduce identity theft. Section
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114 of the FACT Act amends section
615 of the FCRA and directs the Board,
together with the other Agencies, to
issue joint regulations and guidelines
regarding the detection, prevention, and
mitigation of identity theft, including
special regulations requiring debit and
credit card issuers to validate
notifications of changes of address
under certain circumstances. Section
315 of the FACT Act adds section
605(h)(2) to the FCRA and requires the
Agencies to issue joint regulations that
provide guidance regarding reasonable
policies and procedures that a user of a
consumer report should employ when
the user receives a notice of address
discrepancy. The Board received no
comments on the reasons for the
proposed rule. The Board is adopting
the final rule to implement sections 114
and 315 of the FACT Act. The
SUPPLEMENTARY INFORMATION above
contains information on the objectives
of the final rule.
2. Summary of issues raised by
comments in response to the initial
regulatory flexibility analysis.
In accordance with Section 3(a) of the
RFA, the Board conducted an initial
regulatory flexibility analysis in
connection with the proposed rule. One
commenter, the Mortgage Bankers
Association (MBA), responded to the
initial regulatory flexibility analysis and
stated that contrary to the Agencies’
belief, the proposed rule would have a
significant economic impact on a
substantial number of affected small
entities. The MBA stated that
commercial and multifamily mortgage
lenders should not be subject to the
proposed rule because it would
constitute useless regulatory burden.
Three commenters (Independent
Community Bankers of America, The
Financial Services Roundtable and
BITS, and KeyCorp) believed that the
Board and the other Agencies had
underestimated the costs of compliance.
The issues raised by these commenters
did not apply uniquely to small entities
and are described in the Paperwork
Reduction Act section above.
Some small financial institutions
expressed concern about the flexibility
granted by the proposal. As stated in the
Overview of Proposal and Comments
Received, these commenters preferred to
have more structured guidance that
describes how to develop and
implement a Program and what they
would need to do to achieve
compliance. In addition, one commenter
expressed concern that smaller
institutions would be particularly
burdened by the proposal’s requirement
that the Program be designed to address
changing identity risks ‘‘as they arise.’’
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3. Description and estimate of small
entities affected by the final rule.
The final rule applies to all banks that
are members of the Federal Reserve
System (other than national banks) and
their respective operating subsidiaries,
branches and Agencies of foreign banks
(other than Federal branches, Federal
Agencies, and insured State branches of
foreign banks), commercial lending
companies owned or controlled by
foreign banks, and organizations
operating under section 25 or 25A of the
Federal Reserve Act (12 U.S.C. 601 et
seq., and 611 et seq.). The Board’s rule
will apply to the following institutions
(numbers approximate): State member
banks (881), operating subsidiaries that
are not functionally regulated with in
the meaning of section 5(c)(5) of the
Bank Holding Company Act of 1956, as
amended (877), U.S. branches and
agencies of foreign banks (219),
commercial lending companies owned
or controlled by foreign banks (3), and
Edge and agreement corporations (64),
for a total of approximately 2,044
institutions. The Board estimates that
more than 1,448 of these institutions
could be considered small entities with
assets of $165 million or less.
4. Recordkeeping, reporting, and other
compliance requirements.
Section 114 requires the Board to
prescribe regulations that require
financial institutions and creditors to
establish reasonable policies and
procedures to implement guidelines
established by the Board and other
federal agencies that address identity
theft with respect to account holders
and customers. This would be
implemented by requiring a covered
financial institution or creditor to create
an Identity Theft Prevention Program
that detects, prevents and mitigates the
risk of identity theft applicable to its
accounts.
Section 114 also requires the Board to
adopt regulations applicable to credit
and debit card issuers to implement
policies and procedures to assess the
validity of change of address requests.
The final rule implements this by
requiring credit and debit card issuers to
establish reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
debit or credit card account and, within
a short period of time afterwards (during
at least the first 30 days after it receives
such notification), the issuer receives a
request for an additional or replacement
card for the same account.
Section 315 requires the Board to
prescribe regulations that provide
guidance regarding the reasonable
policies and procedures that a user of
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consumers’ reports should employ to
verify the identity of a consumer when
a consumer reporting agency provides a
notice of address discrepancy with the
consumer reporting agency in certain
circumstances. The final rule requires
users of consumer reports to develop
and implement reasonable policies and
procedures for verifying the identity of
a consumer for whom it has obtained a
consumer report and for whom it
receives a notice of address discrepancy
and to reconcile an address discrepancy
with the appropriate consumer
reporting agency in certain
circumstances.
5. Steps taken to minimize the
economic impact on small entities.
The Board and the other Agencies
have attempted to minimize the
economic impact on small entities by
providing more flexibility in developing
a Program and moving certain detail
contained in the proposed regulations to
the guidelines. In addition, to allow
small entities and creditors to tailor
their Programs to their operations, the
final rules provide that the Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities. The Board has also
eliminated the requirement for
institutions to update their Program in
response to changing identity theft risks
‘‘as they arise.’’ The final rule instead
requires ‘‘periodic’’ updating.
FDIC: The FDIC prepared an initial
regulatory flexibility analysis as
required by the Regulatory Flexibility
Act (RFA) (5 U.S.C. 601 et seq.) in
connection with the July 18, 2006
proposed rule. Under Section 605(b) of
the RFA, 5 U.S.C. 605(b), the regulatory
flexibility analysis otherwise required
under Section 604 of the RFA is not
required if an agency certifies, along
with a statement providing the factual
basis for such certification, that the rule
will not have a significant economic
impact on a substantial number of small
entities (defined for purposes of the
RFA to include banks with less than
$165 in assets). Based on its analysis
and for the reasons stated below, the
FDIC certifies that this final rule will
not have a significant economic impact
on a substantial number of small entities
Under the final rule implementing
FACT Act Section 114, financial
institutions and creditors must have a
written program that includes controls
to address the identity theft risks they
have identified. Credit and debit card
issuers must also have additional
policies and procedures to assess the
validity of change of address requests.
The final rule would apply to all
FDIC-insured state nonmember banks,
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approximately 3,260 of which are small
entities. The rule is drafted in a flexible
manner that allows institutions to
develop and implement different types
of programs based upon their size,
complexity, and the nature and scope of
their activities. The final rules and
guidelines do not require the use of any
specific technology, systems, processes
or methodology.
The guidelines clarify that a covered
entity need not create duplicate policies
and procedures and may incorporate
into its Program, as appropriate, its
existing processes that control
reasonably foreseeable risks to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program. The FDIC believes that many
institutions have already implemented a
significant portion of the detection and
mitigation efforts required by the rule.
With respect to the portion of the rule
covering card issuers, those entities may
satisfy the requirements of this section
by verifying the address at the time the
address change notification is received,
whether or not the notification is linked
to a request for an additional or
replacement card—building on issuers’’
existing procedures.
Under the final rule implementing
FACT Act Section 315, a user of
consumer reports (which constitutes
most, if not all, FDIC-insured state
nonmember banks) must have policies
and procedures to enable the user to
form a reasonable belief that it knows
the identity of the consumer for whom
it has obtained a consumer report.
Although, a bank will likely have to
modify its existing procedures to add a
new procedure for promptly reporting to
consumer reporting agencies the
reconciled address for new deposit
accounts, the FDIC has concluded that
the final rules implementing section
315—which only obligates a user to
furnish a confirmed address for the
consumer to the consumer reporting
agency in connection with new, and not
existing, accounts—will not impose
undue costs on banks and will not have
a significant economic impact on a
substantial number of small entities.
Moreover, the final rules provide a
transition period and do not require
covered entities to fully comply with
these requirements until November 1,
2008.
OTS: Under section 605(b) of the
Regulatory Flexibility Act (RFA), 5
U.S.C. 605(b), OTS must either publish
a Final Regulatory Flexibility Analysis
(FRFA) for a final rule or certify, along
with a statement providing the factual
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basis for such certification, the rule will
not have a significant economic impact
on a substantial number of small
entities. The Small Business
Administration has defined ‘‘small
entities’’ to include savings associations
with total assets of $165 million or less.
13 CFR 121.201.
The rule will implement section 114
and 315 of the FACT Act and will apply
to all savings associations (and federal
savings associations operating
subsidiaries that are not functionally
regulated within the meaning of section
5(c)(5) of the Bank Holding Company
Act), 424 of which have assets of less
than or equal to $165 million. Based on
its analysis and for the reasons stated
below, OTS certifies that this final
rulemaking will not have a significant
economic impact on a substantial
number of small entities.
Rules Implementing Section 114
The proposed regulations
implementing section 114 required the
development and establishment of a
written identity theft prevention
program to detect, prevent, and mitigate
identity theft. The proposed regulations
also required card issuers to assess the
validity of a notice of address change
under certain circumstances.
In connection with the proposed
rulemaking, OTS concluded that the
proposed regulations implementing
section 114, if adopted as proposed,
would not impose undue costs on
savings associations and would not have
a substantial economic impact on a
substantial number of small savings
associations. OTS noted that savings
associations already employ a variety of
measures that satisfy the requirements
of the rulemaking because (1) such
measures are a good business practice
and generally are a part of a thrift’s
efforts to reduce losses due to fraud, and
(2) savings associations already comply
with other regulations and guidance that
relate to information security,
authentication, identity theft, and
response programs. For example,
savings associations are already subject
to CIP rules requiring them to verify the
identity of a person opening a new
account 73 and already have various
systems in place to detect certain
patterns, practices and specific activities
that indicate the possible existence of
identity theft in connection with the
opening of new accounts. Similarly,
savings associations complying with the
‘‘Interagency Guidelines Establishing
73 31 CFR 103.121; 12 CFR 563.177 (savings
associations).
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Information Security Standards’’ 74 and
guidance recently issued by the FFIEC
titled ‘‘Authentication in an Internet
Banking Environment’’ 75 already have
policies and procedures in place to
detect attempted and actual intrusions
into customer information systems and
to detect patterns, practices and specific
activities that indicate the possible
existence of identity theft in connection
with existing accounts. Savings
associations complying with OTS’s
guidance on ‘‘Identity Theft and Pretext
Calling’’ 76 already have policies and
procedures to verify the validity of
change of address requests on existing
accounts.
Nonetheless, OTS specifically
requested comment and specific data on
the size of the incremental burden
creating an identity theft prevention
program would have on small saving
associations, given their current
practices and compliance with existing
requirements. OTS also requested
comment on how the final regulations
might minimize any burden imposed to
the extent consistent with the
requirements of the FACT Act.
Commenters confirmed that the
proposed regulations implementing
section 114 of the FACT Act are
consistent with savings associations’
usual and customary business practices
used to minimize losses due to fraud in
connection with new and existing
accounts. They also confirmed that
savings associations have implemented
measures to address many of the
proposed requirements as a result of
having to comply with existing
regulations and guidance. However,
commenters also asserted that the
Agencies had underestimated the
incremental burden imposed by the
proposed rules. They highlighted
aspects of the proposal that they
maintained would have required
savings associations to alter their
current practices and implement
duplicative policies and procedures.
Only a few commenters provided
estimates of additional burden that
would result from the proposed rules.
Many of these comments stemmed from
a misreading of the requirements of the
proposed rules. Further, many
commenters confused the Agencies’
PRA estimates with the Agencies’
overall conclusions regarding regulatory
burden.77
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CFR part 570, app. B (savings associations).
CEO Letter 228 (Oct. 12, 2005).
76 OTS CEO Letter 139 (May 4, 2001).
77 The PRA focuses more narrowly on the time,
effort, and financial resources expended by persons
to generate, maintain, or provide information to or
for a Federal agency. See 44 U.S.C. 3501 et seq.
75 OTS
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OTS believes that the final rules
substantially address the concerns of the
commenters as follows:
• The final rules allow a covered
entity to tailor its Program to its size,
complexity and nature of its operations.
The final rules and guidelines do not
require the use of any specific
technology, systems, processes or
methodology.
• The final rules list the four
elements that must be a part of a
Program, and the steps that a covered
entity must take to administer the
Program. The rules provide covered
entities with greater discretion to
determine how to implement these
mandates.
• Additional requirements previously
in the proposed rules are now in
guidelines that are located in Appendix
J. The guidelines describe various
policies and procedures that a financial
institution or creditor must consider
and include in its Program, where
appropriate, to satisfy the requirements
of the final rules. The preamble to the
rules explains that an institution or
creditor may determine that particular
guidelines are not appropriate to
incorporate into its Program as long as
its Program contains reasonable policies
and procedures to meet the specific
requirements of the final rules.
• The guidelines clarify that a
covered entity need not create duplicate
policies and procedures and may
incorporate into its Program, as
appropriate, its existing processes that
control reasonably foreseeable risks to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program.
• The final rules clarify that a
Program (including the Red Flags
determined to be relevant) may be
periodically, rather than continually,
updated to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft.
• The rules focus on consumer
accounts, and require a Program to
include only other accounts ‘‘for which
there is a reasonably foreseeable risk to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft.’’
• The definition of ‘‘Red Flags’’ no
longer includes reference to the
‘‘possible risk’’ of identity theft and no
longer incorporates precursors to
identity theft.
• The final rules clarify that the Red
Flags in Supplement A are examples
rather than a mandatory checklist.
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• Supplement A includes a Red Flag
for activity on an inactive account in
place of a separate guideline.
• The final rules clarify that the
Board of Directors or a committee
thereof must approve only the initial
written Program. The rules provide a
covered entity with the discretion to
determine whether the Board or
management will approve changes to
the Program and the extent of Board
involvement in oversight of the
Program.
• The final rules clarify that only
relevant staff must be trained to
implement the Program, as necessary.
• Card issuers may satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card—building on issuers’ existing
procedures.
• Covered entities need not comply
with the final rules until November 1,
2008.
The Agencies did consider whether it
would be appropriate to extend different
treatment or exempt small covered
entities from the requirements of this
section of the final rulemaking. The
Agencies note that identity theft can
occur in small entities as well as large
ones. The Agencies do not believe that
an exemption for small entities is
appropriate given the flexibility built
into the final rules and guidelines and
the importance of the statutory goals
and mandate of section 114.
As a result of the changes and
clarifications noted above, this section
of the final rule is far more flexible and
less burdensome than that in the
proposed rules while still fulfilling the
statutory mandates enumerated in
section 114. Moreover, OTS has
concluded that the incremental cost of
these final rules and guidelines will not
impose undue costs and will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 315
The proposed regulations
implementing section 315 required a
user of consumer reports to have
policies and procedures to enable the
user to form a reasonable belief that it
knows the identity of the consumer for
whom it has obtained a consumer
report. The proposed rules also required
the user to furnish to the CRA from
whom it received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the user: (1)
Is able to form a reasonable belief that
it knows the identity of the consumer
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for whom the consumer report was
obtained; (2) establishes or maintains a
continuing relationship with the
consumer; and (3) regularly and in the
ordinary course of business furnishes
information to the CRA from which a
notice of address discrepancy pertaining
to the consumer was obtained.
In connection with the proposed
rulemaking OTS noted that the FACT
Act already requires CRAs to provide
notices of address discrepancy to users
of credit reports. OTS stated that with
respect to new accounts, a savings
association already is required by the
CIP rules to ensure that it knows the
identity of a person opening a new
account and to keep a record describing
the resolution of any substantive
discrepancy discovered during the
verification process. OTS also stated
that as a matter of good business
practice, most savings associations
currently have policies and procedures
in place to respond to notices of address
discrepancy when they are provided in
connection with both new and existing
accounts, by furnishing an address for
the consumer that the association has
reasonably confirmed is accurate to the
CRA from which it received the notice
of address discrepancy.
OTS specifically requested comment
on whether the proposed requirements
differ from small savings associations’
current practices and whether the
proposed requirements on users of
consumer reports to have policies and
procedures to respond to the receipt of
an address discrepancy could be altered
to minimize any burden imposed to the
extent consistent with the requirements
of the FACT Act.
Many suggestions received in
response to this solicitation for
comment would have required a
statutory change. However, many
commenters noted that section 315 does
not require the reporting of a confirmed
address to a CRA for a notice of address
discrepancy received for an existing
account. These commenters stated that
the level of regulatory burden imposed
by this requirement would be significant
and would force users to reconcile and
verify addresses millions of times a year
in connection with routine account
maintenance. Commenters maintained
that this would result in enormous costs
that provide relatively little benefit to
consumers. The final rules address these
comments and, accordingly, under the
rules implementing section 315, a user
is not obligated to furnish a confirmed
address for the consumer to the CRA in
connection with existing accounts.
Although, a savings association will
likely have to modify its existing
procedures to add a new procedure for
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promptly reporting to CRAs the
reconciled address for new deposit
accounts, OTS has concluded that the
final rules implementing section 315
will not impose undue costs on savings
associations and will have not have a
significant economic impact on a
substantial number of small entities.
Finally, as mentioned earlier, the final
rules provide a transition period and do
not require covered entities to fully
comply with these requirements until
November 1, 2008.
FTC: The Regulatory Flexibility Act
(‘‘RFA’’), 5 U.S.C. 601–612, requires that
the Commission provide an Initial
Regulatory Flexibility Analysis
(‘‘IRFA’’) with a proposed rule and a
Final Regulatory Flexibility Analysis
(‘‘FRFA’’), if any, with the final rule,
unless the Commission certifies that the
rule will not have a significant
economic impact on a substantial
number of small entities. See 5 U.S.C.
603–605.
The Commission hereby certifies that
the final regulations will not have a
significant economic impact on a
substantial number of small business
entities. The Commission recognizes
that the final regulations will affect a
substantial number of small businesses.
We do not expect, however, that the
final regulations will have a significant
economic impact on these small
entities.
The Commission continues to believe
that a precise estimate of the number of
small entities that fall under the final
regulations is not currently feasible.
Based on changes made to the final
regulations in response to comments
received, however, and the
Commission’s own experience and
knowledge of industry practices, the
Commission also continues to believe
that the cost and burden to small
business entities of complying with the
final regulations are minimal.
Accordingly, this document serves as
notice to the Small Business
Administration of the agency’s
certification of no effect. Nonetheless,
the Commission has decided to publish
a FRFA with these final regulations.
Therefore, the Commission has prepared
the following analysis:
1. Need for and Objectives of the Rule
The FTC is charged with enforcing the
requirements of sections 114 and 315 of
the Fair and Accurate Credit
Transactions Act of 2003 (FACT Act)
(15 U.S.C. §§ 1681m(e) and 1681c(h)(2)),
which require the FTC to establish
guidelines for financial institutions and
creditors identifying patterns, practices,
and specific forms of activity, that
indicate the possible existence of
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identity theft, and regulations requiring
each financial institution and creditor to
establish policies and procedures for
implementing the guidelines. In
addition, section 114 requires credit and
debit card issuers to establish policies
and procedures to assess the validity of
a change of address request. Section 315
requires the FTC to develop policies and
procedures that a user of consumer
reports must employ when such a user
receives a notice of address discrepancy
from a consumer reporting agency
described in section 603(p) of the FCRA.
In this action, the FTC promulgates final
rules that would implement these
requirements of the FACT Act.
2. Significant Issues Received by Public
Comment
The Commission received a number
of comments on the effect of the
proposed regulations. Some of the
comments addressed the effect of the
proposed regulations on businesses
generally, and did not identify small
businesses as a particular category. The
FTC staff, therefore, has included all
comments in this FRFA that raised
potentially significant compliance
issues for small businesses, regardless of
whether the commenter identified small
businesses as being an affected category.
In drafting its PRA analysis for the
proposed regulations, FTC staff believed
that because motor vehicle dealers’
loans typically are financed by financial
institutions also subject to those
regulations, the dealers were likely to
use the latter’s programs as a basis to
develop their own. Therefore, although
subject to a high risk of identity theft,
their burden would be less than other
high-risk entities. Commenters,
however, noted among other concerns
that some motor vehicle dealers finance
their own loans. Thus, FTC staff no
longer is considering motor vehicle
dealers separately from other high-risk
entities.
As noted in the PRA analysis, the
Agencies continue to believe that many
of the high-risk entities, as part of their
usual and customary business practices,
already take steps to minimize losses
due to fraud. The final rulemaking
clarifies that only relevant staff need be
trained to implement the Program, as
necessary—meaning, for example, that
staff already trained as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as incrementally needed.
Notwithstanding this clarification, in
response to comments received, the
Agencies are increasing the burden
estimates attributable to training from
two to four hours, as is the FTC for highrisk entities in their initial year of
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implementing the Program, but FTC
staff continues to believe that one hour
of recurring annual training remains a
reasonable estimate.
A few commenters believed that FTC
staff had underestimated the amount of
time it would take low-risk entities to
comply with the proposed regulations.
These commenters estimated that the
amount of time would range from 6 to
20 hours to create a program and 1 hour
each to train employees and draft the
annual report. The FTC staff believes
these estimates were based on a
misunderstanding of the requirements
of the proposed regulations, including
that the list of 31 Red Flags in the
proposed guidelines was intended to be
a checklist. The final regulations clarify
that the list of Red Flags is illustrative
only. Moreover, the emphasis of the
written Program, as required under the
final regulations, is to identify risks of
identity theft. To the extent that entities
with consumer accounts determine that
they have a minimal risk of identity
theft, they would be tasked only with
developing a streamlined Program.
Therefore, FTC staff does not believe
that it would take such an entity 6 to 20
hours to develop a Program, 1 hour to
train employees, and 1 hour to draft an
annual report on risks of identity theft
which are minimal or non-existent.
Nonetheless, FTC staff believes that it
may have underestimated the time lowrisk entities may need to initially apply
the final rule to develop a Program.
Thus, FTC staff has increased from 20
minutes to 1 hour its previously stated
estimate for this activity.
In addition, the final regulations have
been revised from the proposed
regulations to alleviate the burden of
creating a written Program for entities
that determine that they do not have any
covered accounts. The FTC staff
believes that entities subject to a low
risk of identity theft, but not having
consumer accounts, will likely
determine that they do not have covered
accounts. Such entities would not be
required to develop a written Program.
The FTC staff estimates that
approximately 9,191,496 78 of the
10,813,525 low-risk entities subject to
the requirement to create a written
Program under the proposed regulations
will not have covered accounts under
the final rule. Therefore, although these
9,191,496 low-risk entities will have to
78 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, net of the number
of creditors subject to the FTC’s jurisdiction, an
estimated subset of which comprise anticipated
low-risk entities not having covered accounts under
the final rule.
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conduct a periodic risk assessment to
determine if they covered accounts, they
will not be required to develop a written
Program, thereby substantially reducing
the original burden estimate in the
NPRM for low-risk entities.
The FTC received additional
comments on its IRFA requesting that
the FTC delay implementation of the
final rules for small businesses by a
minimum of six months, consider
creating a certification form for low-risk
entities, and develop a small business
compliance guide. The Agencies have
set a mandatory compliance deadline of
November 1, 2008, thereby providing all
entities with well over six months in
which to implement the final
regulations. The FTC staff will be
developing a small business compliance
guide prior to the mandatory
compliance deadline of November 1,
2008. The FTC staff will consider
whether to include any model forms in
such guide.
The FTC did not receive any
comments on its IRFA for the proposed
regulations implementing section 114
requiring credit and debit card issuers to
establish policies and procedures to
assess the validity of a change of
address request, including notifying the
cardholder or using another means of
assessing the validity of the change of
address. The FTC staff does not believe
that the changes made to the final
regulation have altered its original
burden estimates.
The FTC did not receive any
comments on its IRFA relating to the
proposed regulations under section 315.
3. Small Entities to Which the Final
Rule Will Apply
The final regulations apply to a wide
variety of business categories under the
Small Business Size Standards.
Generally, the final regulations would
apply to financial institutions, creditors,
and users of consumer reports. In
particular, entities under FTC’s
jurisdiction covered by section 114
include State-chartered credit unions,
non-bank lenders, mortgage brokers,
automobile dealers, utility companies,
telecommunications companies, and
any other person that regularly
participates in a credit decision,
including setting the terms of credit.
The section 315 requirements apply to
State-chartered credit unions, non-bank
lenders, insurers, landlords, employers,
mortgage brokers, automobile dealers,
collection agencies, and any other
person who requests a consumer report
from a consumer reporting agency
described in section 603(p) of the FCRA.
Given the coverage of the final rules,
a very large number of small entities
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across almost every industry could be
subject to the final rules. For the
majority of these entities, a small
business is defined by the Small
Business Administration as one whose
average annual receipts do not exceed
$6.5 million or who have fewer than 500
employees.79
Section 114: As discussed in the PRA
section of this Notice, given the broad
scope of section 114’s requirements, it is
difficult to determine with precision the
number of financial institutions and
creditors that are subject to the FTC’s
jurisdiction. There are numerous small
businesses under the FTC’s jurisdiction
and there is no formal way to track
them; moreover, as a whole, the entities
under the FTC’s jurisdiction are so
varied that there are no general sources
that provide a record of their existence.
Nonetheless, FTC staff estimates that the
final regulations implementing section
114 will affect over 3500 financial
institutions and over 11 million
creditors 80 subject to the FTC’s
jurisdiction, for a combined total of
approximately 11.1 million affected
entities. Of this total, the FTC staff
expects that well over 90% of these
firms qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
institutions and $6.5 million in sales for
many creditors).
One commenter acknowledged that
the FTC’s estimates as to the number of
small entities that will be affected were
accurate, but did not provide precise
numbers.
The final regulations implementing
section 114 also require credit and debit
card issuers to establish policies and
procedures to assess the validity of a
change of address request. Indeed, the
final regulations require credit and debit
card issuers to notify the cardholder or
to use another means of assessing the
validity of the change of address. FTC
staff believes that there may be as many
as 3,764 credit or debit card issuers that
fall under the jurisdiction of the FTC
and that well over 90% of these firms
qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
79 These numbers represent the size standards for
most retail and service industries ($6.5 million total
receipts) and manufacturing industries (500
employees). A list of the SBA’s size standards for
all industries can be found at http://www.sba.gov/
size/summary-whatis.html.
80 This estimate is derived from census data of
U.S. businesses based on NAICS codes for
businesses that market goods or services to
consumers and businesses. 2003 County Business
Patterns, U.S. Census Bureau (http://
censtats.census.gov/cgi- bin/cbpnaic/cbpsel.pl); and
2002 Economic Census, Bureau (http://
www.census.gov/econ/census02/).
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institutions and $6.5 million in sales for
many creditors).
The Commission did not receive any
comments to the IRFA on the latter
credit or debit card issuers that would
allow it to determine the precise
number of small entities that will be
affected.
Section 315: As discussed in the PRA
section of this Notice, given the broad
scope of section 315’s requirements, it is
difficult to determine with precision the
number of users of consumer reports
that are subject to the FTC’s jurisdiction.
There are numerous small businesses
under the FTC’s jurisdiction and there
is no formal way to track them;
moreover, as a whole, the entities under
the FTC’s jurisdiction are so varied that
there are no general sources that provide
a record of their existence. Nonetheless,
FTC staff estimates that the final
regulations implementing section 315
will affect approximately 1.6 million
users of consumer reports subject to the
FTC’s jurisdiction 81 and that well over
90% of these firms qualify as small
businesses under existing size standards
(i.e., $165 million in assets for financial
institutions and $6.5 million in sales for
many creditors).
The Commission did not receive any
comments to the IRFA on the proposed
regulations under Section 315 that
would allow it to determine the precise
number of small entities that will be
affected.
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4. Projected Reporting, Recordkeeping
and Other Compliance Requirements
The final requirements will involve
some increased costs for affected
parties. Most of these costs will be
incurred by those required to conduct
periodic risk assessments, and draft
identity theft Programs and annual
reports. There will also be costs
associated with training, and for credit
and debit card issuers to establish
policies and procedures to assess the
validity of a change of address request.
In addition, there will be costs related
to developing reasonable policies and
procedures that a user of consumer
reports must employ when a user
receives a notice of address discrepancy
from a consumer reporting agency, and
for furnishing an address that the user
has reasonably confirmed is accurate.
The Commission does not expect,
however, that the increased costs
81 This estimate is derived from census data of
U.S. businesses based on NAICS codes for
businesses that market goods or services to
consumers and businesses. 2003 County Business
Patterns, U.S. Census Bureau (http://
censtats.census.gov/cgi-bin/cbpnaic/cbpsel.pl); and
2002 Economic Census, Bureau (http://
www.census.gov/econ/census02/).
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associated with the final regulations
will be significant as explained below.
Section 114: The FTC staff estimates
that there may be as many as 90% of the
businesses affected by the proposed
rules under section 114 that are subject
to a high risk of identity theft that
qualify as small businesses. It is likely
that many such entities already engage
in various activities to minimize losses
due to fraud as part of their usual and
customary business practices.
Accordingly, the impact of the proposed
requirements would be merely
incremental and not significant. In
particular, the rule will direct many of
these entities to consolidate their
existing policies and procedures into a
written Program and may require some
additional staff training.
The FTC expects that well over 90%
of the businesses affected by the
proposed rules under section 114 that
are subject to a low risk of identity theft
qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
institutions and $6.5 million in sales for
many creditors). The final requirements
are drafted in a flexible manner that
limits the burden on a substantial
majority of low-risk entities to
conducting periodic risk assessments for
covered accounts, and allows the
remaining minority of low-risk entities
to develop and implement different
types of programs based upon their size,
complexity, and the nature and scope of
their activities. As a result, the FTC staff
expects that the burden on these lowrisk entities will be minimal (i.e., not
significant). The final regulations would
require low-risk entities that have
covered accounts that have no existing
identity theft procedures to state in
writing their low-risk of identity theft,
train staff to be attentive to future risks
of identity theft, and, if appropriate,
prepare an annual report. The FTC staff
believes that, for the affected low-risk
entities, such activities will be not be
complex or resource-intensive tasks.
The final regulations implementing
section 114 also require credit and debit
card issuers to establish policies and
procedures to assess the validity of a
change of address request. It is likely
that most of the entities have automated
the process of notifying the cardholder
or using other means to assess the
validity of the change of address such
that implementation will pose no
further burden. For those that do not,
the FTC staff expects that a small
number of such entities (100) will need
to develop policies and procedures to
assess the validity of a change of
address request. The impacts on such
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entities should not be significant,
however.
In calculating the costs, FTC staff
assumes that for all entities,
professional technical personnel and/or
managerial personnel will conduct the
periodic risk assessment, create and
implement the Program, prepare the
annual report, train employees, and
assess the validity of a change of
address request.
Section 315: The final regulations
implementing section 315 provide
guidance regarding reasonable policies
and procedures that a user of consumer
reports must employ when a user
receives a notice of address discrepancy
from a consumer reporting agency. The
final regulations also require a user of
consumer reports to furnish an address
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from which it receives a notice
of address discrepancy, but only to the
extent that such user regularly and in
the ordinary course of business
furnishes information to such consumer
reporting agency. The FTC staff believes
that the impacts on users of consumer
reports that are small businesses will
not be significant. As discussed in the
PRA section of the NPRM, the FTC staff
believes that it will not take users of
consumer reports under FTC
jurisdiction a significant amount of time
to develop policies and procedures that
they will employ when they receive a
notice of address discrepancy. FTC staff
believes that only 10,000 of such users
of consumer reports furnish information
to consumer reporting agencies as part
of their usual and customary business
practices and that approximately 20% of
these entities qualify as small
businesses. Therefore, the staff estimates
that 2,000 small businesses will be
affected by this portion of the final
regulation that requires furnishing the
correct address. As discussed in the
PRA section of this NPRM, FTC staff
estimates that it will not take such users
of consumer reports a significant
amount of time to develop the policies
and procedures for furnishing the
correct address to the consumer
reporting agencies pursuant to the final
regulations for implementing section
315. The FTC staff estimates that the
costs associated with these impacts will
not be significant.
In calculating these costs, FTC staff
assumes that the policies and
procedures for notice of address
discrepancy and furnishing the correct
address will be set up by administrative
support personnel.
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5. Steps Taken To Minimize Significant
Economic Impact of the Rule on Small
Entities
The Commission considered whether
any significant alternatives, consistent
with the purposes of the FACT Act,
could further minimize the final
regulations’ impact on small entities.
The FTC asked for comment on this
issue. The final requirements are drafted
in a flexible manner that limits the
burden on a substantial majority of lowrisk entities to conducting periodic risk
assessments for covered accounts and
allows the remaining minority of lowrisk entities to develop and implement
different types of programs based upon
their size, complexity, and the nature
and scope of their activities. In addition,
a commenter requested that the FTC
delay implementation of the final rules
for small businesses by a minimum of
six months, produce a shortened Red
Flags list, consider creating a
certification form for low-risk entities,
and develop a small business
compliance guide. The Agencies have
set a mandatory compliance deadline of
November 1, 2008, thereby providing all
entities with well over six months in
which to implement the final
regulations. As discussed in the PRA
analysis infra, the Agencies have
clarified that the Red Flags Supplement
is illustrative only, and is not intended
to be used as a checklist. Therefore, the
Agencies did not consider it necessary
to alter the Red Flags listed. The FTC
staff will be developing a small business
compliance guide prior to the
mandatory compliance deadline of
November 1, 2008. The FTC staff will
consider whether to include any model
forms in such guide.
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C. OCC and OTS Executive Order 12866
Determination
The OCC and the OTS each have
independently determined that the final
rule is not a ‘‘significant regulatory
action’’ as defined in Executive Order
12866 because the annual effect on the
economy is less than $100 million.
Accordingly, a regulatory assessment is
not required.

fundamental federalism principles, the
NCUA, an independent regulatory
agency as defined in 44 U.S.C. 3502(5)
voluntarily complies with the Executive
Order. These final rules apply only to
federally chartered credit unions and
would not have substantial direct effects
on the States, on the connection
between the national government and
the States, or on the distribution of
power and responsibilities among the
various levels of government. The
NCUA has determined that these final
rules do not constitute a policy that has
federalism implications for purposes of
the Executive Order.
F. OCC and OTS Unfunded Mandates
Reform Act of 1995 Determination
Section 202 of the Unfunded
Mandates Reform Act of 1995, Public
Law 104–4 (Unfunded Mandates Act)
requests that an agency prepare a
budgetary impact statement before
promulgating a rule that includes a
federal mandate that may result in
expenditure by State, local, and tribal
governments, in the aggregate, or by the
private section, of $100 million or more
in any one year. If a budgetary impact
statement is required, section 205, of the
Unfunded Mandates Act also requires
an agency to identify and consider a
reasonable number of regulatory
alternatives before promulgating a rule.
The OCC and OTS each has
determined that this rule will not result
in expenditures by State, local, and
tribal governments, or by the private
sector, of $100 million or more. National
banks and savings associations already
employ a variety of measures that satisfy
the requirements of the final rulemaking
because, as described earlier, these are
usual and customary business practices
to minimize losses due to fraud, or
because, as described earlier, they
already comply with other existing
regulations and guidance that relate to
information security, authentication,
identity theft, and response programs.
Accordingly, neither the OCC not the
OTS has prepared a budgetary impact
statement or specifically addressed the
regulatory alternatives considered.

D. OCC and OTS Executive Order 13132
Determination
The OCC and the OTS each has
determined that these final rules do not
have any federalism implications for
purposes of Executive Order 13132.

G. NCUA: The Treasury and General
Government Appropriations Act, 1999—
Assessment of Federal Regulations and
Policies on Families

E. NCUA Executive Order 13132
Determination
Executive Order 13132 encourages
independent regulatory agencies to
consider the impact of their actions on
State and local interests. In adherence to

The NCUA has determined that these
final rules will not affect family wellbeing within the meaning of section 654
of the Treasury and General
Government Appropriations Act, 1999,
Pub. L. 105–277, 112 Stat. 2681 (1998).
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H. NCUA: Small Business Regulatory
Enforcement Fairness Act of 1996
(SBREFA) Determination
A SBREFA (Pub. L. 104–121)
reporting requirement is triggered in
instances where NCUA issues a final
rule as defined by section 551 of the
Administrative Procedure Act, 5 U.S.C.
551. NCUA has determined this final
rule is not a major rule for purposes of
SBREFA and the Office of Management
and Budget (OMB) has concurred.
I. Plain Language
Section 722 of the Gramm-LeachBliley Act (12 U.S.C. 4809) requires the
Federal banking agencies and the NCUA
to use ‘‘plain language’’ in all proposed
and final rules published in the Federal
Register. The Agencies received no
comments on how to make the rules
easier to understand, and believe the
final rules are presented in a clear and
straightforward manner.
List of Subjects
12 CFR Part 41
Banks, banking, Consumer protection,
National Banks, Reporting and
recordkeeping requirements.
12 CFR Part 222
Banks, banking, Holding companies,
state member banks.
12 CFR Part 334
Administrative practice and
procedure, Bank deposit insurance,
Banks, banking, Reporting and
recordkeeping requirements, Safety and
soundness.
12 CFR Part 364
Administrative practice and
procedure, Bank deposit insurance,
Banks, banking, Reporting and
recordkeeping requirements, Safety and
Soundness.
12 CFR Part 571
Consumer protection, Credit, Fair
Credit Reporting Act, Privacy, Reporting
and recordkeeping requirements,
Savings associations.
12 CFR Part 717
Consumer protection, Credit unions,
Fair credit reporting, Privacy, Reporting
and recordkeeping requirements.
16 CFR Part 681
Fair Credit Reporting Act, Consumer
reports, Consumer report users,
Consumer reporting agencies, Credit,
Creditors, Information furnishers,
Identity theft, Trade practices.

E:\FR\FM\09NOR4.SGM

09NOR4

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations
Department of the Treasury
Office of the Comptroller of the
Currency
12 CFR Chapter I
Authority and Issuance
For the reasons discussed in the joint
preamble, the Office of the Comptroller
of the Currency amends Part 41 of title
12, chapter I, of the Code of Federal
Regulations as follows:

■

PART 41—FAIR CREDIT REPORTING
1. The authority citation for part 41
continues to read as follows:

■

Authority: 12 U.S.C. 1 et seq., 24 (Seventh),
93a, 481, 484, and 1818; 15 U.S.C. 1681a,
1681b, 1681c, 1681m, 1681s, 1681s–3, 1681t,
1681w, Sec. 214, Pub. L. 108–159, 117 Stat.
1952.

Subpart A—General Provisions
2. Section 41.1 is added to read as
follows:

■

§ 41.1

Purpose.

(a) Purpose. The purpose of this part
is to establish standards for national
banks regarding consumer report
information. In addition, the purpose of
this part is to specify the extent to
which national banks may obtain, use,
or share certain information. This part
also contains a number of measures
national banks must take to combat
consumer fraud and related crimes,
including identity theft.
(b) [Reserved]
■ 3. Amend § 41.3 by revising the
introductory text to read as follows:
§ 41.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 4. Revise the heading for Subpart I to
read as follows:
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

5. Add § 41.82 to read as follows:
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§ 41.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a national bank, Federal branch
or agency of a foreign bank, or any of
their operating subsidiaries that are not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
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(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
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(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 6. Add Subpart J to part 41 to read as
follows:
Subpart J—Identity Theft Red Flags
Sec.
41.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
41.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 41.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
national bank, Federal branch or agency
of a foreign bank, and any of their
operating subsidiaries that are not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
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phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
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(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 41.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a national bank, Federal
branch or agency of a foreign bank, and
any of their operating subsidiaries that
are not functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
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implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 41.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
7. Add and reserve appendices D
through I to part 41.
■ 8. Add Appendix J to part 41 to read
as follows:
■

Appendix J to Part 41—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 41.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 41.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
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formulation and maintenance of a Program
that satisfies the requirements of § 41.90 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
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IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 41.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
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administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 41.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
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Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 41.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
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Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
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internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
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24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice From Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

Board of Governors of the Federal
Reserve System
12 CFR Chapter II.
Authority and Issuance
For the reasons set forth in the joint
preamble, part 222 of title 12, chapter II,
of the Code of Federal Regulations is
amended as follows:

■

PART 222—FAIR CREDIT REPORTING
(REGULATION V)
1. The authority citation for part 222
continues to read as follows:

■

Authority: 15 U.S.C. 1681a, 1681b, 1681c,
1681m, 1681s, 1681s–2, 1681s–3, 1681t, and
1681w; Secs. 3 and 214, Pub. L. 108–159, 117
Stat. 1952.

Subpart A—General Provisions
2. Section 222.3 is amended by
revising the introductory text to read as
follows:

■

§ 222.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. The heading for Subpart I is revised
to read as follows:
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
4. A new § 222.82 is added to read as
follows:

■

§ 222.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a member bank of the Federal
Reserve System (other than a national
bank) and its respective operating
subsidiaries, a branch or agency of a
foreign bank (other than a Federal
branch, Federal agency, or insured State
branch of a foreign bank), commercial
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lending company owned or controlled
by a foreign bank, and an organization
operating under section 25 or 25A of the
Federal Reserve Act (12 U.S.C. 601 et
seq., and 611 et seq.).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
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(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 5. A new Subpart J is added to part
222 to read as follows:
Subpart J—Identity Theft Red Flags
Sec.
222.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
222.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 222.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to
financial institutions and creditors that
are member banks of the Federal
Reserve System (other than national
banks) and their respective operating
subsidiaries, branches and agencies of
foreign banks (other than Federal
branches, Federal agencies, and insured
State branches of foreign banks),
commercial lending companies owned
or controlled by foreign banks, and
organizations operating under section
25 or 25A of the Federal Reserve Act (12
U.S.C. 601 et seq., and 611 et seq.).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
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a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
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identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
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§ 222.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to a
person described in § 222.90(a) that
issues a debit or credit card (card
issuer).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
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designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 222.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Appendices D through I to part 222
are added and reserved.
■ 7. A new Appendix J is added to part
222 to read as follows:
■

Appendix J to Part 222—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 222.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 222.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
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prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 222.90 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
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implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 222.90 of this
part; and
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(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 222.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
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whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 222.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
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13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
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transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection with Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

Federal Deposit Insurance Corporation
12 CFR Chapter III
Authority and Issuance
For the reasons discussed in the joint
preamble, the Federal Deposit Insurance
Corporation is amending 12 CFR parts
334 and 364 of title 12, Chapter III, of
the Code of Federal Regulations as
follows:

■

PART 334—FAIR CREDIT REPORTING
1. The authority citation for part 334
is revised to read as follows:

■

Authority: 12 U.S.C. 1818, 1819 (Tenth)
and 1831p–1; 15 U.S.C. 1681a, 1681b, 1681c,
1681m, 1681s, 1681s–3, 1681t, 1681w, 6801
and 6805, Pub. L. 108–159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 334.3 by revising the
introductory text to read as follows:

■

§ 334.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. Revise the heading for Subpart I as
shown below.
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

4. Add § 334.82 to read as follows:

§ 334.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency and
that is an insured state nonmember
bank, insured state licensed branch of a
foreign bank, or a subsidiary of such
entities (except brokers, dealers, persons
providing insurance, investment
companies, and investment advisers).
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(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
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(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 5. Add Subpart J to part 334 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
334.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
334.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
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§ 334.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is
an insured state nonmember bank,
insured state licensed branch of a
foreign bank, or a subsidiary of such
entities (except brokers, dealers, persons
providing insurance, investment
companies, and investment advisers).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
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checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program—(1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
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institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 334.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is an insured state
nonmember bank, insured state licensed
branch of a foreign bank, or a subsidiary
of such entities (except brokers, dealers,
persons providing insurance,
investment companies, and investment
advisers).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
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change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 334.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Add and reserve appendices D
through I to part 334.
■ 7. Add Appendix J to part 334 to read
as follows:
■
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Appendix J to Part 334—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 334.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 334.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 334.90 of
this part.

VerDate Aug<31>2005

21:43 Nov 08, 2007

Jkt 214001

I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags.
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l)(31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft.
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
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creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent Web site. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program.
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 334.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
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financial institution or creditor with § 334.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
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Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
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3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 334.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
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14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
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Notice From Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

PART 364—STANDARDS FOR SAFETY
AND SOUNDNESS

§ 571.3

8. The authority citation for part 364
is revised to read as follows:

■

Definitions.

■

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 4. Revise the heading for Subpart I as
shown below.

§ 364.101 Standards for safety and
soundness.

Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal

Authority: 12 U.S.C. 1818 and 1819
(Tenth), 1831p–1; 15 U.S.C. 1681b, 1681s,
1681w, 6801(b), 6805(b)(1).

9. Add the following sentence at the
end of § 364.101(b):

*

*
*
*
*
(b) * * * The interagency regulations
and guidelines on identity theft
detection, prevention, and mitigation
prescribed pursuant to section 114 of
the Fair and Accurate Credit
Transactions Act of 2003, 15 U.S.C.
1681m(e), are set forth in §§ 334.90,
334.91, and Appendix J of part 334.
DEPARTMENT OF THE TREASURY
Office of Thrift Supervision
12 CFR Chapter V
Authority and Issuance
For the reasons discussed in the joint
preamble, the Office of Thrift
Supervision is amending part 571 of
title 12, chapter V, of the Code of
Federal Regulations as follows:

■

PART 571—FAIR CREDIT REPORTING
1. Revise the authority citation for part
571 to read as follows:

■

Authority: 12 U.S.C. 1462a, 1463, 1464,
1467a, 1828, 1831p–1, and 1881–1884; 15
U.S.C. 1681b, 1681c, 1681m, 1681s, 1681s–1,
1681t and 1681w; 15 U.S.C. 6801 and 6805;
Sec. 214 Pub. L. 108–159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 571.1 by revising
paragraph (b)(9) and adding a new
paragraph (b)(10) to read as follows:

■

§ 571.1

Purpose and Scope.

*
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(ii) The scope of § 571.83 of Subpart
I of this part is stated in § 571.83(a) of
this part.
(10)(i) The scope of § 571.90 of
Subpart J of this part is stated in
§ 571.90(a) of this part.
(ii) The scope of § 571.91 of Subpart
J of this part is stated in § 571.91(a) of
this part.
■ 3. Amend § 571.3 by:
■ a. Removing paragraph (o); and
■ b. Revising the introductory text to
read as follows:

*
*
*
*
(b) scope.
*
*
*
*
*
(9)(i) The scope of § 571.82 of Subpart
I of this part is stated in § 571.82(a) of
this part.
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■

5. Add § 571.82 to read as follows:

§ 571.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a savings association whose
deposits are insured by the Federal
Deposit Insurance Corporation or, in
accordance with § 559.3(h)(1) of this
chapter, a federal savings association
operating subsidiary that is not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
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the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 6. Amend § 571.83 by:
■ a. Redesignating paragraphs (a) and
(b) as paragraphs (b) and (c),
respectively.
■ b. Adding a new paragraph (a) to read
as follows:
§ 571.83 Disposal of consumer
information.

(a) Scope. This section applies to
savings associations whose deposits are
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insured by the Federal Deposit
Insurance Corporation and federal
savings association operating
subsidiaries in accordance with
§ 559.3(h)(1) of this chapter (defined as
‘‘you’’).
*
*
*
*
*
■ 7. Add Subpart J to part 571 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
571.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
571.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
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§ 571.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
savings association whose deposits are
insured by the Federal Deposit
Insurance Corporation or, in accordance
with § 559.3(h)(1) of this chapter, a
federal savings association operating
subsidiary that is not functionally
regulated within the meaning of section
5(c)(5) of the Bank Holding Company
Act of 1956, as amended (12 U.S.C.
1844(c)(5)).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
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maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
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(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 571.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a savings association
whose deposits are insured by the
Federal Deposit Insurance Corporation
or, in accordance with § 559.3(h)(1) of
this chapter, a federal savings
association operating subsidiary that is
not functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
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change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 571.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
8. Add and reserve appendices D
through I to part 571.
■ 9. Add Appendix J to part 571 to read
as follows:
■
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Appendix J to Part 571—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 571.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 571.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 571.90 of
this part.
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I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
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the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 571.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
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employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 571.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
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2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 571.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
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b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
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transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.
National Credit Union Administration
12 CFR Chapter VII
Authority and Issuance

For the reasons discussed in the joint
preamble, the National Credit Union
Administration is amending part 717 of
title 12, chapter VII, of the Code of
Federal Regulations as follows:

■

PART 717—FAIR CREDIT REPORTING
1. The authority citation for part 717
is revised to read as follows:

■

Authority: 12 U.S.C. 1751 et seq.; 15 U.S.C.
1681a, 1681b, 1681c, 1681m, 1681s, 1681s–
1, 1681t, 1681w, 6801 and 6805, Pub. L. 108–
159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 717.3 by revising the
introductory text to read as follows:

■

§ 717.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. Revise the heading for Subpart I as
shown below.
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

4. Add § 717.82 to read as follows:
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§ 717.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is federal credit union.
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief—(1)
Requirement to form a reasonable belief.
A user must develop and implement
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reasonable policies and procedures
designed to enable the user to form a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other member account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address—(1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
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reporting period in which it establishes
a relationship with the consumer.
■ 5. Add Subpart J to part 717 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
717.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
717.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 717.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
federal credit union.
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a federal credit union to obtain a
product or service for personal, family,
household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A share or deposit account.
(2) The term board of directors refers
to a federal credit union’s board of
directors.
(3) Covered account means:
(i) An account that a federal credit
union offers or maintains, primarily for
personal, family, or household
purposes, that involves or is designed to
permit multiple payments or
transactions, such as a credit card
account, mortgage loan, automobile
loan, checking account, or share
account; and
(ii) Any other account that the federal
credit union offers or maintains for
which there is a reasonably foreseeable
risk to members or to the safety and
soundness of the federal credit union
from identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5).
(6) Customer means a member that
has a covered account with a federal
credit union.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
federal credit union.
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(c) Periodic Identification of Covered
Accounts. Each federal credit union
must periodically determine whether it
offers or maintains covered accounts. As
a part of this determination, a federal
credit union must conduct a risk
assessment to determine whether it
offers or maintains covered accounts
described in paragraph (b)(3)(ii) of this
section, taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each federal credit union
that offers or maintains one or more
covered accounts must develop and
implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the federal credit union
and the nature and scope of its
activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the federal credit
union offers or maintains, and
incorporate those Red Flags into its
Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
federal credit union;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to members and to the safety
and soundness of the federal credit
union from identity theft.
(e) Administration of the Program.
Each federal credit union that is
required to implement a Program must
provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and

VerDate Aug<31>2005

21:43 Nov 08, 2007

Jkt 214001

(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each federal credit
union that is required to implement a
Program must consider the guidelines in
Appendix J of this part and include in
its Program those guidelines that are
appropriate.
§ 717.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a federal credit union.
(b) Definitions. For purposes of this
section:
(1) Cardholder means a member who
has been issued a credit or debit card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
member’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 717.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
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provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Add and reserve appendices D
through I to part 717.
■ 7. Add Appendix J to part 717 to read
as follows:
■

Appendix J to Part 717—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 717.90 of this part requires each
federal credit union that offers or maintains
one or more covered accounts, as defined in
§ 717.90(b)(3) of this part, to develop and
provide for the continued administration of
a written Program to detect, prevent, and
mitigate identity theft in connection with the
opening of a covered account or any existing
covered account. These guidelines are
intended to assist federal credit unions in the
formulation and maintenance of a Program
that satisfies the requirements of § 717.90 of
this part.
I. The Program
In designing its Program, a federal credit
union may incorporate, as appropriate, its
existing policies, procedures, and other
arrangements that control reasonably
foreseeable risks to members or to the safety
and soundness of the federal credit union
from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A federal credit union
should consider the following factors in
identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Federal credit
unions should incorporate relevant Red Flags
from sources such as:
(1) Incidents of identity theft that the
federal credit union has experienced;
(2) Methods of identity theft that the
federal credit union has identified that reflect
changes in identity theft risks; and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
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(5) Notice from members, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the federal credit union.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating members, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the federal credit union has
detected that are commensurate with the
degree of risk posed. In determining an
appropriate response, a federal credit union
should consider aggravating factors that may
heighten the risk of identity theft, such as a
data security incident that results in
unauthorized access to a member’s account
records held by the federal credit union or a
third party, or notice that a member has
provided information related to a covered
account held by the federal credit union to
someone fraudulently claiming to represent
the federal credit union or to a fraudulent
website. Appropriate responses may include
the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the member;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Federal credit unions should update the
Program (including the Red Flags determined
to be relevant) periodically, to reflect changes
in risks to members or to the safety and
soundness of the federal credit union from
identity theft, based on factors such as:
(a) The experiences of the federal credit
union with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the federal credit union offers or maintains;
and
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(e) Changes in the business arrangements
of the federal credit union, including
mergers, acquisitions, alliances, joint
ventures, and service provider arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the federal credit
union with § 717.90 of this part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
federal credit union responsible for
development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
federal credit union with § 717.90 of this
part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the federal credit union in addressing the
risk of identity theft in connection with the
opening of covered accounts and with
respect to existing covered accounts; service
provider arrangements; significant incidents
involving identity theft and management’s
response; and recommendations for material
changes to the Program.
(c) Oversight of service provider
arrangements. Whenever a federal credit
union engages a service provider to perform
an activity in connection with one or more
covered accounts the federal credit union
should take steps to ensure that the activity
of the service provider is conducted in
accordance with reasonable policies and
procedures designed to detect, prevent, and
mitigate the risk of identity theft. For
example, a federal credit union could require
the service provider by contract to have
policies and procedures to detect relevant
Red Flags that may arise in the performance
of the service provider’s activities, and either
report the Red Flags to the federal credit
union, or to take appropriate steps to prevent
or mitigate identity theft.
VII. Other Applicable Legal Requirements
Federal credit unions should be mindful of
other related legal requirements that may be
applicable, such as:
(a) Filing a Suspicious Activity Report
under 31 U.S.C. 5318(g) and 12 CFR 748.1(c);
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the federal credit union
detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
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(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each federal credit union may consider
incorporating into its Program, whether
singly or in combination, Red Flags from the
following illustrative examples in connection
with covered accounts:
Alerts, Notifications or Warnings From a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 717.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or member, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or member
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or member presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the federal
credit union, such as a signature card or a
recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the federal credit union. For example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the member is not consistent
with other personal identifying information
provided by the member. For example, there
is a lack of correlation between the SSN
range and date of birth.
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12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the federal credit
union. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
federal credit union. For example:
a. The address on an application is
fictitious, a mail drop, or prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other members.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
members.
16. The person opening the covered
account or the member fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the federal credit union.
18. For federal credit unions that use
challenge questions, the person opening the
covered account or the member cannot
provide authenticating information beyond
that which generally would be available from
a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The member fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
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e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the member is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the member’s covered
account.
24. The federal credit union is notified that
the member is not receiving paper account
statements.
25. The federal credit union is notified of
unauthorized charges or transactions in
connection with a member’s covered
account.
Notice From Members, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Federal Credit Union
26. The federal credit union is notified by
a member, a victim of identity theft, a law
enforcement authority, or any other person
that it has opened a fraudulent account for
a person engaged in identity theft.

FEDERAL TRADE COMMISSION
16 CFR Part 681
Authority and Issuance
For the reasons discussed in the joint
preamble, the Commission is adding
part 681 of title 16 of the Code of
Federal Regulations as follows:

■

PART 681—IDENTITY THEFT RULES
Sec.
681.1 Duties of users of consumer reports
regarding address discrepancies.
681.2 Duties regarding the detection,
prevention, and mitigation of identity
theft.
681.3 Duties of card issuers regarding
changes of address.
Appendix A to Part 681—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Authority: Pub. L. 108–159, sec. 114 and
sec. 315; 15 U.S.C. 1681m(e) and 15 U.S.C.
1681c(h).
§ 681.1 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to
users of consumer reports that are
subject to administrative enforcement of
the FCRA by the Federal Trade
Commission pursuant to 15 U.S.C.
1681s(a)(1) (users).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
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report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
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with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
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§ 681.2 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to
financial institutions and creditors that
are subject to administrative
enforcement of the FCRA by the Federal
Trade Commission pursuant to 15
U.S.C. 1681s(a)(1).
(b) Definitions. For purposes of this
section, and Appendix A, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
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(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
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that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix A of this part
and include in its Program those
guidelines that are appropriate.
§ 681.3 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to a
person described in § 681.2(a) that
issues a debit or credit card (card
issuer).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
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(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 681.2 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
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Appendix A to Part 681—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 681.2 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 681.2(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 681.2 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
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(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix A.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
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(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 681.2 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 681.2
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: The
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
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that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix A
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix A of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
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Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 681.1(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
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8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
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a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.
Dated: October 5, 2007.
John C. Dugan,
Comptroller of the Currency.
By order of the Board of Governors of the
Federal Reserve System, October 29, 2007.
Jennifer J. Johnson,
Secretary of the Board.
Dated at Washington, DC, this 16th day of
October, 2007.
By order of the Board of Directors.
Federal Deposit Insurance Corporation.
Robert E. Feldman,
Executive Secretary.
Dated: October 24, 2007.
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By the Office of Thrift Supervision.
John M. Reich,
Director.
By order of the National Credit Union
Administration Board, October 15, 2007.
Mary Rupp,
Secretary of the Board.
By direction of the Commission.
Donald S. Clark,
Secretary.
[FR Doc. 07–5453 Filed 11–8–07; 8:45 am]
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Formatted: Left

Employee’s Training Manual

Identity Theft Prevention Programs in
American Utilities: Guidelines for
Compliance with Red Flags

Formatted: Centered

Employee Workbook for
Safeguarding Customer
Informationon

Red Flags Employee Training
It Takes a Thief
To begin this training, you are going to look at the world through the eyes of a criminal.
Imagine being in and around your utility on the lookout for secured information (Social
Security Number-SSN, driver’s license, Date of Birth-DOB, address, name, etc.). You
have a notebook and a brief case. Let’s see what you can find.
In the parking lot, you find an unlocked company vehicle with a laptop. Quickly, stick it
in your briefcase. You overhear a customer tell the CSR his name, address, and date of
birth. The CSR repeats the information back to him. You have written it down in your
notebook. Good work. A look around the dumpster reveals half of a crumpled application
that has what looks like coffee on it. On the barely readable paper is a name, address, date
of birth, social security number and place of employment. Now you are getting
somewhere. Take this stuff home. You have too much to run a risk. From a phone at the
customer’s place of employment, call the bank and ask about last payment. “I think I might
have paid that bill twice – What is the last check number you show? My husband keeps so
many accounts. Is that the First American Account or Regency Bank?”
This is just too much fun. Now you are going back to see what you can find when you go
inside the doors. First, write down any information in the area where new accounts are
opened. If the CSR leaves his desk, look in the trashcan for notes, on the desk for files and
quickly put them in your brief case. If there are any access codes or passwords taped or on
a sticky note on the monitor, write them down in your notebook. You have a buyer for that
stuff. Search any area for abandoned monitors that still have sensitive information on the
screen. Hey wait this desk has the access code numbers taped under the work area. Who
do they think they’re kidding? It just does not get better than this. Now let’s look for
purses. It takes a little time, but you just found the purse of a new employee. Wow, real
leather; at least our victim has nice taste.
Back at home camp, you check inside the purse: a cell phone, driver’s license, social
security card, ATM card, checkbook and pictures. You text her husband saying, “I forgot
the pin number!” If he gives it to you, respond thanks and celebrate. You have just
completed your first morning of life as a thief. Not bad.

In order to protect our customers from identity theft, we have to be one step ahead of
thieves. In each of the above situations, how could the utility employees better
protect the information?

Introduction:
In the time it takes to read this first sentence there will be four (4) new victims of identity theft in the United States.

The fastest and most financially devastating crime in the United States is identity theft. The
emotional and financial cost to the victim can affect their quality of life. In a utility, breaches in
information security, lessen the trust the public must place on us to establish the power
supplier/consumer relationship.

A.

How Legislation is Changing the Way We Monitor and React to Possible
Signs of Identity Theft or Red Flags.
The FACT Act (2003) was passed to set standards for guarding customer information.
On November 1, 2007, the red flags were added to hold businesses liable for the
prevention, detection and mitigation of identity theft.

Why Utilities?




Because utilities maintain on going accounts primarily for personal, family or household
purposes.
The accounts are designed to accept multiple payments.
Utilities are the site for a large portion of identity theft crime in the United States.

Are We Responsible to Our Members/Customers?
In a word, yes. The utility has the responsibility of developing an identity theft
prevention program to protect our customer’s personal information. The FACT Act
outlines the requirement to:
DETECT
PREVENT
MITIGATE1

Where Do We Begin?



1

Make a list of red flag indicators of identity theft drawn from experience in the utility
industry. In other words, what has been the past and current patterns used to gain
services under a stolen identity?
What proactive strategies can be incorporated into our day to day policies and
procedures that will discourage or detect identity thieves?

Control damage done

How Do We Add One More Thing On Our Plate?
In the utility industry, a strong sense of providing reliable service has always been
evident. We provide a critical service that our customers need to sustain everyday life.
The dedication to protecting and serving “the little lady at the end of the line” has
always been a part of our culture.
The Identity Theft Prevention Program is another step in the direction of providing
service for our customers. Protecting a customer’s personal identity information is
indeed our lawful responsibility.
Effective business practices and policies that spot attempted and actual identity theft
early have great potential for relieving the national crime wave. Identity thieves often
establish cell phone and utility (established proof of residency) accounts in the victim’s
name.
Utilities suffer significant losses from customers who use stolen identities for service and
walk away from large bills. Careful validation of identity in the process of opening an
account and the use of red flags (such as alerts) has already been demonstrated to
minimize losses. Proper screening of new and existing accounts not only protects secure
information but also is an effective approach to keeping the cost per kilowatt-hour
within reach of the working family.

What is a red flag?
A pattern, particular specific activity that indicates the possible risk of identity theft.

A red flag triggers the need to investigate, gather facts and mitigate.

Examples:






Any account that would adversely affect a consumers credit standing should be
considered at risk of identity theft and thus subject to a red flag
A consumer’s communication about attempted or actual identity theft
A company’s knowledge of a security breach within its own confines or that of an affiliate
with which the company has shared data
Attempts to open new accounts with altered documents
Suspicious actions by employees – downloading customer account information being
added to customer account

The vast majority of identity theft in the utility industry has historically been within families.
There is no reason to doubt that trend will still occur. There is, however, a much more dangerous
threat developing throughout the US. Professional or maybe we should just say very effective,
thieves will usually establish proof of residency with a utility bill. Our government is asking us to
not only protect our customer’s secured information, but be a part of the answer to the problem.
Remember, it is not our job to accuse, only to report. Being consistently kind and respectful is
always the right thing to do. This will keep the environment safer for us and we will be less likely
to accuse someone who is innocent. You may also find that the detective or police officer in your
area does not want a potential suspect to be forewarned.

Identity Theft versus Identity Fraud
Identity fraud occurs when someone gives you fictitious information such as:




a social security number that has never been issued.
an address that does not exist.
the name of a person that does not exist.

In this case the utility has the option to respectfully request additional information before
beginning services. A potential victim has not been established.
Identity theft occurs when someone gives you fraudulent information such as:




social security number issued to another individual.
social security number listed on death file.
name and address belonging to someone else.

In this case, the suspicion of a potential victim has been established.
Identity theft is a much more serious problem. Identity theft is when someone gathers
personal information and assumes a new identity as their own. This can include getting
seemingly authentic forms of identification using real or fake “breeder” documents (a
breeder document is a document used to establish identity for other forms of ID; for
example, presenting a birth certificate to the department of motor vehicles to get a
driver’s license). With their new identification in hand, criminals perpetrating an
actual identity theft can then open new accounts, apply for loans or mortgages, and
generally make a very big, expensive mess of the victim’s life.

Case No. 1
Title: “Stolen Identity”
In the public power industry, over 50% of all identity theft occur within families.
A sister in Middle Tennessee used a social security number that belonged to her sister that
lived in Kentucky. She is able to obtain fraudulent picture identification in her sister’s
name. She opens a new water, gas, electric and cable account at the local municipality.
While she paid the initial deposit, her bills are being returned by the post office. She has
made no attempt to make any payment at 60 days. A service man is sent to warn her about
the cutoff date and tells him she would be more than happy to pay. She explains she needs
the bills in writing because her father in Texas is paying them for her. The accounting
office grants her an additional 30 days to complete all transactions with the condition that
all accounts will be current by the 10th of the month. On the 8th, she has a church
organization working to help her raise the funds. On the 11th, the sister in Kentucky sees
the activity on her credit report. Her sister has had a lifelong habit of manipulating family
members to survive. For years they followed her from state to state cleaning up the mess.
The sister in Kentucky calls the utility and alerts them of the fraudulent use of her identity.

Topics of Discussion:
1. How would you verify the facts? How will we establish “reasonable basis”
for identity?

2. When you have confirmed that she has stolen her sister’s identity, how will
you proceed?

Case No. 2
Title: Mrs. B
Mrs. B sent her 10 year old grandson, John, a check for his birthday. John’s parents have
recently divorced on bad terms. His father sees the check in John’s book bag on a
scheduled visit and copies down the routing number and checking account number. He
uses the information to call in utility payments for the next three months. Mrs. B realizes
the theft when her sister comes by to help her manage her account. She is embarrassed, by
her former son-in-law’s behavior, but does not want to be held accountable for the $721.00
in charges and late fees. The Utility is notified of the son in law’s intent of fraudulent use
of Mrs. B’s banking account.

Topics of Discussion:

1. Could this theft have been detected before Mrs. B. called? How?

2. Do you think it is possible that Mrs. B has cleaned up the financial messes
made by this man before?

3. How should the Utility handle the current situation?

4. What can the Utility do to prevent a repetition?

Discuss with your supervisor, what is the policy in you utility in the event of:
Red Flags:

Next Step:

Mitigation:

Presentation of Suspicious
Documents
Documents provided for ID
appeared altered or forged.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account.

The photo or physical
description is not consistent
with the appearance of the
applicant.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account. If the customer is
able to verify information, no
further action would be
necessary.

Inform the customer of the
discrepancy and ask the customer
to verify the inconsistent
information with supporting
documentation.

Do not open new covered
account. If the customer is
able to verify information, no
further action is necessary.

Ask the customer to fill out
another application in the office
and verify all suspicious
information. If proof of
ownership appears altered or
forged we would attempt to make
contact with the
landlord/property owner by
phone, to provide and verify the
information.

Do not open new covered
account without proper
documentation. If the customer
or landlord is able to provide
acceptable documentation and
verification of the suspicious
documentation no further
action is necessary.

Other information on
identification is inconsistent with
readily accessible information
given on the application.
Example last name is different.
Other information given to open
the new account is not
consistent with the ID of the
applicant. Example: Customer is
not referenced on the lease
agreement or deed.

An application appears to have
been altered or forged, or gives
the appearance of having been
destroyed and reassembled.

Suspicious Personal
Identifying Information

Applicant fails to provide all
personal ID upon request.
Example: Government issued
identification and proof of
ownership or corporate
documents.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification or
additional documentation.

Do not open new covered
account without proper
documentation.

Unusual Use of Suspicious
Activity Related to the
Covered Account
Change of billing address is
followed by request for adding
additional properties to the
account (or shortly following the
notification of a change in
address, the utility receives a
request for the addition of
authorized users on the
account.)
Payments are made in a
manner associated with fraud.
For example, deposit or initial
payment is made and no
payments are made thereafter.
Mail sent to customer is
repeatedly returned.

Customer notifies utility that
they are not receiving their bill.
The utility is notified of
unauthorized charges or
transactions in connection with
a customer’s account.

In order to become an
authorized user the customer
must open a new account with
KEYS in which we will validate
their identification and obtain
proper documentation for
initiating service.

Do not open new covered
account until all proper
documentation and
identification is received.

Contact the Customer

Follow our normal collections
procedures for delinquent
accounts.

Contact the customer to verify
and correct the mailing address.
In order to correct the address
the customer must verify their
date of birth and/or driver's
license number.
Verify the identity of the
customer by their date of birth
and/or driver's license number
andd then verify the correct
address.
Ask the customer to file a formal
complaint with the proper
authorities.

If you are able to verify the
correct address and then
change the address on file, no
further action should be
necessary.
If you are able to verify the
correct address and then
change the address on file, no
further action should be
necessary.
Notify law enforcement as
needed.

Notice of Theft
Utility is notified by law officials
or others, that it has opened a
fraudulent account for a person
engaged in identity theft.

Advise law officials that proper
documentation must be
submitted to the utility. i.e. Court
Order

Depending on what law
enforcement asks you to do,
you may close or closely
monitor the account.

Case No. 3
Title: Kentucky Consumer
“My 9 year old daughter was a victim of identity theft through this organization.
Someone used my daughter’s Social Security Number to obtain unauthorized utilities in
her name. (The) utility was unwilling to assist in my daughter’s case in bringing the
perpetrator to justice. The (utility company) informed me that they do not run checks on
identification showed to them to ensure validity. The (utility company) informed me that
it is easier and cheaper to write off utility losses then to investigate and prosecute cases of
utility fraud/identity theft. I feel that this exemplifies poor public security and displays
ineptness towards individual rights. My daughter was a victim and I am sure there are
many more that will be victimized as long as companies refuse to stand up for laws that
protect us.” (This story posted online on 9/22/04)

Topics of Discussion:
1. Why do you think utilities tend to write off losses vs. investigate and
prosecute?

2. Why are children a target for stolen social security numbers?
3. Does the customer have a right to feel “protected?”

What is your role in the utility’s identity theft prevention program?
Due diligence with regard to protecting customer information
This includes your own daily habits:





Disposing of records or paper with notes
Taping access information around work station
Speaking in a manner that allows others to overhear secured information
Leaving your work area with the monitor on, files on desk, customer information
in view of others
 Sharing passwords, access codes, etc.
 Discussing personal information regarding a customer with other employees.
Carefully monitor your work area
If someone implies they are with an outside vendor authorized to access your equipment, verify
first with your supervisor.

Watch for unusual behavior, employees downloading large amounts of information,
unauthorized personnel or citizens in areas with secured information.

Validate identification for new and existing accounts. Check documents. Our customers do
have a right to feel protected.

Utility employees are not required or encouraged to confront individuals suspected
of committing a crime. It is our lawful obligation to report to the police any
“suspected” patterns of identity theft. It is the responsibility of the detective or
officer working in identity theft to do the investigation. The laws regarding reporting
identity theft are similar to reporting child abuse. You report when there is a
suspicion. It is up to law officials to determine if a crime has actually been
committed.

Keys Energy Services (KEYS)
Collections Procedures
Past Due Bills
-

Bills are past due if not paid by the due date, which is static per account.
An account can be disconnected five days after written notice is given for nonpayment.
A late payment penalty fee of 5% of the past due balance will be assessed.
A past due bill must be paid in full or have approved payment arrangements
from the Collections Department to avoid being subject to disconnection.

Collections Process
-

Once the billing schedule is received from the Finance Billing Clerk, the
Collections Representative prepares a monthly schedule which includes:






-

-
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Cycle and Route Due Dates
Reminder Notice Request Date and Due Date
Bill Date
Cycle Field Visit Date and Due Date
Cycle Disconnection Date

Two (2) business days after the bill due date (the new bill MUST be posted prior
to pulling the reminder notices) a reminder notice is sent out in the mail with a
must pay by date of approximately five (5) or six (6) calendar days from the date
of the reminder notice.
If payment is not received by the date indicated on the reminder letter, an
additional letter will be hand delivered to the service address any time after the
must pay by date that appeared on the reminder notice, depending on calendar
availability, a disconnect date will be stated on the disconnection notice. The
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actual disconnection can be scheduled any time after the disconnect date on the
letter that is dropped, but is dependent upon calendar availability.

Criteria for Selection of Accounts for Visits and Disconnections
-

All residential accounts that total with their new bill $400.00 or more.
Accounts that are two (2) months in arrears.
Business accounts past due amount is $100.00 or more.



The above criteria is also to be used when speaking to customers for
arrangements along with the calendar showing each cycle scheduled for a visit
and subsequent disconnection.
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Collections Cycle Visit Procedures
-

-

The day prior to the scheduled cycle visit, pull the credit control visit list for that
cycle and highlight accounts based on the criteria above to determine all
customers that will be visited.
Pull the A/R aging for the cycle. Use the advanced find and select the cycle and
the end date = null.
Compare the A/R aging to the credit control arrears listing for that cycle and
highlight on the credit control listing all two (2) month accounts, all accounts
over $400.00 in total on the aging and all deposit amounts over $150.00 with
past due balances $100.00 or greater on the credit control arrears listing.
Check accounts for misapplied payments, balance transfers, incorrect mailing
addresses or anything out of the ordinary.
Check account comments for all accounts that have been selected on the credit
control for payment arrangements.
If payment arrangements have been made on the account, notate those
arrangements on the credit control and delete from the exceptions edit the next
day, these accounts should not receive a visit.
Delete all customers that are not highlighted or had made payment
arrangements on the credit control list.
On the morning of the cycle visit, reassess the batch. This will delete all
customers that have made payments.
Print Letters for Meter Service Technician (DA) to drop.
Post credit control.

Disconnection Procedures (Day prior to scheduled disconnect)
-

The day prior to the scheduled cycle disconnection. Pull the disconnect list in
credit control.
Pull the original credit control list that was used to determine the cycle visits.
Then review all the selected accounts for special arrangements. All accounts
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-

that do not meet the collections criteria must be deleted from credit control and
will be excluded from the disconnect list.
The disconnection list will be generated in Cognos (See Manual for Disconnection
List in Cognos)

Prior to the Meter Service Technician (DA) leaving, the following must be
completed (Disconnection Day)
-

Contact the Customer Services Leader to determine if any accounts on the
disconnection list had been paid in the night box.
Check all accounts on the list to ensure that a payment has not been made.
Check the service summary (for pending payments), balance history, and
account comments for payment or other pertinent information.
Once the disconnection list is completed the technician will make copies of the
disconnection list and hand it out to the Customer Service Department.
While the technician is out for disconnections continue to check and update the
list for payments.
When a payment is made contact the technician immediately to advise that the
account has been paid and to either 1025 (means to cancel any action) or
reconnect the account.

Upon Meter Services Technician (DA) returning to the Collections Office
-

Once the technician returns at approximately 4:30 p.m. update the original
disconnection list showing the accounts actually disconnected and their meter
readings.
An updated copy of the disconnection list is handed out at the end of the day. If
the Start Calls Manager cannot be updated due to time constraints a copy is also
taken upstairs to the dispatchers to be prepared to handle after hours calls.
If any accounts need to be reconnected after the technician is back at the office
contact the after-hours duty man to reconnect the account after 5 p.m. by either
calling the meter room or dispatch.
All accounts that have remained off at the end of day should be flagged in the
Start Calls Manager by 5:00 p.m.
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-

After the technician returns or the following morning charge disconnect and
reconnect feecharges to all customers that were disconnected and reconnected.
Place the disconnect button and notate the disconnection date and meter
reading on all accounts that had been disconnected.
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-

The next morning, if an account is locked in, determine if the account needs to
be disconnected at the leads. Try to make phone contact prior to having
dispatch send out the bucket truck to cut the leads for disconnection at the pole.

Disconnect/Reconnect Fees
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Collections/Tampering Meter Normal Hours = $70.00
Collections/Tampering Meter After Hours = $155.00Collections/Tampering Pole
Normal Hours = $200.00Collections/Tampering Pole After Hours =
$240.00Disconnect and reconnect fees are outlined in KEYS’ Electric Rate Tariffs.
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Accounts Disconnected
-

-

-

-

Within fourteen (14) days following disconnection and prior to closing the
account, as customers make payments on their disconnected accounts charge a
reconnect fee and un-flag the account in the Start Calls Manager. Flag the
account back to an active status in Northstar.
For all Key West Housing Authority disconnections i.e. George Allen, Porter Place,
Poinciana, etc. Call the KW Housing Authority and notify that the service has
been disconnected due to non-payment, either the day of disconnect or no later
than the next business day. If after fourteen (14) days the account has not been
paid give this information to a Customer Service Representative to process this
final as a change of name.
All customers that have remained disconnected will appear on the Outage
Management System (OMS) Report, if these customers fail to have their service
reconnected within fourteen (14 ) days, final out the account in Northstar.
Issue a final order fourteen (14) days after the disconnect date. If the account is
in the billing journal call the Finance Billing Clerk to remove it.
Check the summary screen to ensure that no incorrect charges have been
applied to the account. If incorrect charges have been applied issue the same
order type of service order again but in standard charges post a credit charge to
the account. Complete the order in Care when done.
Once the account is final in the system the customer must sign up for service
again in Customer Service.
 Make sure that the reading entry is more than or equal to the current
read when inputting the finals in the journal.
- Once the account is final in NorthstarHarris, remove the disconnect button
from the service details screen.

Low Income Assistance
-

Customers can be referred to Low Income Home Energy Assistance Program
(LIHEAP) for assistance. KEYS will try and coordinate with LIHEAP in order to
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ensure that we receive payment confirmation prior to any pending
disconnections whenever possible.
Customers can also be referred to Catholic Charities, Sister Season Fund, and the
Salvation Army for assistance.

Bad ChecksReturned Checks
-

-

-

-

If a check or similar instrument fails to clear the bank on which it is drawn, for
any reason, the service in question shall be subject to immediate discontinuance.
A returnedbad item check charge will be applied for the handling of the check or
instrument that has been returned regardless of the reason.
Only payment in the form of cash, money order, cashier’s check, or credit card
will be accepted to cover the cost of the returned check and the returned item
bad check charge.
ReturnedBad itemCheck cCharge = $25.00 or 5% of the face value of the
returned check whichever is greater.
Once the utility has received three (3) returnedbad checks on any account, the
account will be flagged cash only and future payments must be paid in cash,
cashier’s check, money orders or credit card for a period of one year.
Under no circumstances will a check be accepted by KEYS if the person
presenting the check states or implies that monies are not currently available in
the account to cover the check, nor will a post-dated check be accepted as
payment for any portion of an account payment.
Returned checks will be debited from the customer’s account, and the proper
letter will be delivered.
The letter will contain all pertinent information related to the return and the pay
by date will be the next business day by 12 p.m. from the date the letter is
actually delivered.
The original letter will be hand delivered to the service address and one copy is
kept in the office attached to the returned check.
Accounts on the list not paid by noon the next business day will be disconnected.
Do not pursue collections on electronic checks that have been returned for
incorrect information. Try to make contact with the customer by phone, and if
necessary mail a letter to the customer advising them of the return.
As a one-time courtesy to customers KEYS can reverse one (1) returned item
charge if it is a result of an input error on our website. A returned item charge
can also be reversed if the check was returned due to a bank error or fraud, and
the proper letter from the bank is received. The letter must be on banking
letterhead stating that a bank error or fraud caused the returned check.
ReturnedBad cChecks over $500.00 on final accounts need to be sent to the
State Attorney’s Office. This procedure is located in the Collections Manual.

Promissory Notes
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-

On occasion, if as a result of a KEYS error the customer becomes delinquent
KEYS will allow a delinquent customer to sign a Promissory Note in order to pay
off his delinquent balance.
KEYS will give the customer a seven (7) day grace period to make his note
payment before they are considered to be in default. If default occurs, the
service will be disconnected on the 8th day and all charges due to KEYS must be
paid in addition to disconnection and reconnection fees before the service will be
reconnected.
For any unexpected changes to an account outside of the normal billings
including large transfer balances, please refer to the supervisor for promissory
note approval.

Letter of Credit
-

Upon request the CCollections RRepresentative can provide a customer with a
letter of credit to provide to their new utility company.

Monthly Collection Reports
-

Approximately fifteen (15) days after cycle 8 turn-offs, a collection report is
emailed to the Collections Supervisor broken down by cycle including:
 # of Reminder Notices Mailed
 Total #/$ on Visit List
 Original # Selected on Visit List/ Accounts requiring a field visit.
 # on DNP List/ # Turned Off
 # Final Accounts

-

Run an advanced find under Service Details and then Disconnect Flag = Y.
Check this report and make sure that all final accounts, have the Disconnect Flag
= N, if not it will create a problem with our write-offs.
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Customer Service Procedures
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Obtaining New Service
All customers applying for service must complete and sign a “Contract for Service”
with KEYS. The following information shall be obtained from the person applying
for service: Applicant's name, date of birth, valid driver’s license or government
issued identification, address (including street, house number or apartment
number, or the name of subdivision with lot and block number), and a rent
receipt/lease agreement or proof of ownership. An officer of the corporation must

sign for any account that must be in a corporation’s name, and a copy of the
articles of incorporation must be furnished to KEYS. The documents must list the
corporate officer who is requesting electrical service. If the above is not available,
KEYS may accept a Corporate Statement on company letterhead (see required
sample verbiage online @ www.keysenergy.com/forms/corporate-verbiagetemplate.pdf) or in lieu of letterhead the statement must be submitted with a
business card attached for the representative requesting the service. The
statement must either be notarized or accompanied by a copy of valid government
issued photo identification. In order to establish service the tenant/owner must
appear on the lease, rent receipt or deed at the location they are requesting
service.
Service is furnished to the customer upon acceptance of the customer’s Contract
for Service by KEYS. Applications are accepted by KEYS with the understanding
that there is no obligation to render service if not available, or other than the
character of service then available at the point of connection. A copy of the written
contract, accepted by KEYS, with the applicant’s signature, together with a copy
of the Customer Service Policy will be furnished to the applicant for their records
and information.
The owner or tenant of the property must sign all applications for the introduction
of electric service into any premises, or for the extensions of a distribution line for
the conveyance of such electric service, on forms furnished by KEYS. All
applications for electric service shall remain in effect until the owner or tenant
making the service deposit wishes the service to be discontinued. Anyone signing
up for service for someone else must bring a notarized letter of authorization. and
a copy of the driver’s license of the person requesting the service.
All customers applying for residential service will be required to initial a “Residential
Household Affidavit” located on the “Contract for Service Form.” This affidavit affirms
the tax exemption for residential use of electrical service. If the “Residential Household
Affidavit” was signed incorrectly the customer is liable for paying all applicable sales tax,
interest and penalties assessed by the Florida Department of Revenue whether or not
collected by KEYS at the instance of a sale.
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Authorized Account Holder
KEYS’ permits up to two customers to establish electrical services collectively, with both
parties having full authorization to transact business as they may determine necessary.
In order to become the customer of record you must open a new account with KEYS in
which we will validate identification and obtain all the proper documentation for initiating
service.
Mailing Address Change

Only the Ccustomer of Rrecord can request a mailing address change. In order to
change a mailing address we must verify the Ccustomer of Rrecord’s date of birth
and/or driver’s license number.
Disconnection of Service
Only the authorized account holder can disconnect electrical service. In order to
disconnect service we must verify the Ccustomer of Rrecord’s date of birth
and/or driver’s license number. Before terminating service we must obtain an
updated mailing address for the customer’s final billing. We should request that
the customer sign a termination of service agreement that will be kept on file.
Electronic Debit Program
An electronic debit program has been established to allow customers to pay
electric bills authorizing KEYS to debit their bank accounts or credit cards
automatically each month. Customers who wish to participate in the electronic
debit program must agree to KEYS’ terms and conditions in regard to the
electronic debit for bill payment and must complete the “Electronic Debit
Authorization” form. In addition, if new customer signs up for the electronic
debit program at the same time they are establishing service the initial deposit
fee will be waived.

Public Records Request and Policies
UTITLITY BOARD OF THE CITY OF KEY WEST

Subject: Records Management Policies/Procedures
Introduction
Florida Public Records Law, as codified in Chapter 119, Florida Statutes

(F.S.), provides in part a clear mandate to public agencies to manage public records in
a professional manner. The Florida Department of State, Division of Library and
Information Services provides a significant body of standards and requirements that
govern the "life cycle" of Florida's public records.
"Public Records" means all documents, papers, letters, maps, books, tapes,
photographs, films, sound recordings, data processing software, or other material,
regardless of physical form or characteristics, or means of transmission, made or
received pursuant to law or ordinance or in connection with the transaction of official
business by any agency. It is critical to understand that format, media type or
duplication does not affect the public record status of information created or received
by a public agency. According to the life cycle principle, information is managed from
creation to final disposition, or permanent preservation. Successful management of
records and information must include each aspect of the life cycle. These include:
1. A clear decision as to what information to create or collect,
2. Information format and media selection,
3. Storage requirements,
4. Access and use,
5. Retention requirements, and
6. Final disposition or preservation.

Utilizing a life cycle approach to records management will assist in the
economical, efficient and integrated management of the public record.

1. Scope:
This procedure covers the maintenance of an ongoing Records Management and
Archives Program to minimize the quantity of paper stored while meeting or exceeding
requirements imposed by law, proper accounting and management practice.
2. Policies:
a. Storage
In the normal course of business, all vital records will be captured electronically in a
designated electronic record filing system or in their original paper form. Proper
equipment will be available to allow reproduction of all electronically-maintained records
onto paper for customer service, legal requirements, and other purposes.
b. Identifying Vital Records

Vital records are an integral part of records retention. They are defined as those
records which are critical to support the operations of Keys Energy Services (both
past and present).
c. Statutory Authority
1. Chapter 119, Florida Statutes, Public Records Act, defines “public records" in
terms of physical characteristics and in legal and/or official documentation
relationships. In addition, the Chapter establishes the legal basis for the custody
and disposal of public records and for public access.
2. Chapter 257, Florida Statutes, establishes the State's Records Management
and Archives Program under the direction of the Division of Library and
Information Services, Department of State; it specifically provides for a system
for the scheduling and disposal of public records.
The Act also authorizes the Division to establish and coordinate standards,
procedures, and techniques for efficient and economical record making and
keeping.
d. Disaster Recovery
Master copies of vital records identified in the General Records Schedule will be
stored in an offsite, hurricane-proof structure and easily accessible. An updated
inventory listing of all vital records will be maintained.

3. Procedures
a. General Retention Procedures
The life, or duration, which a record is retained is established based upon various
criteria.
The General Records Schedule describes all records and identifies the proper retention
period. The Schedule is maintained by the Florida Department of State – Division of
Library and Information Services.
The State of Florida has developed “The Basics of Records Management.” It is available
on line at http://dlis.dos.state.fl.us/index_RecordsManagers.cfm. Keys Energy Services
follows the guidelines established in this document (attachment A).
b. Filing and Retrieval Procedures
1. Filing
Keys Energy Services has established an electronic record filing system for the
storage and retrieval of most official records.
2. Retrieval
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When storage of paper records is appropriate, as needed (most often on an
annual basis), those records are to be boxed in authorized storage boxes, labeled
and given to the RECORDS COORDINATOR. Records Coordinators are
responsible for indexing the contents of each box and maintaining that list. The
RECORDS COORDINATOR will index and store the box on site until the next
scheduled pick up. Records will remain in the authorized storage center until
they have met the retention requirements and State authorized destruction takes
place.
The record retrieval form is to be submitted to the RECORDS COORDINATOR for
all hard copy record retrieval requests. All retrieval requests require the
Department Manager's signature. Please refer to the attached copy of the
Records Retrieval Request Form. Record requests will be handled on a priority
basis and as soon as possible after receipt by the RECORDS COORDINATOR.
Please be specific about the priority rating. All hard copy records are to be
returned to the RECORDS COORDINATOR as soon as possible (but not more
than two weeks) to ensure proper filing and storage for future retrieval.
Iron Mountain has a list of all KEYS personnel authorized to retrieve records. This
list is reviewed annually by the RECORDS COORDINATOR and the General
Manager/CEO in order to maintain security standards. For our protection, they

make NO exceptions.

Subpoenas for records should be sent to the Records Coordinator. This will be
the office of retention for all subpoenas for records as well.

Records Exempt from Public Disclosure
Florida Statute Section 119.071 contains a number of exemptions for specified
categories of public officials, employees, and current or former active duty service
members of the United States Armed Forces, who served after September 11, 2001,
and their families by providing an exemption from disclosure for the home address,
telephone numbers, photographs, social security numbers, place of employment of the
spouse/children and locations of schools/daycare facilities attended by their children.
If a person qualifies for exemption under FS 119.071, they may request that KEYS keep
all information, as listed in FS 119.071, confidential from public disclosure, unless
required to do so by court order. To make the request for exemption from public
disclosure -- the customer/requestor must contact KEYS' Customer Service office, or the
employee/requestor must contact KEYS’ human resources office.
For more information, Florida Statute Section 119.071 can be accessed through the link
show below:
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http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&URL=01000199/0119/Sections/0119.071.html
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COMPUTER ACCEPTABLE USE POLICY
 Overview
Information Technology’s intentions for publishing an Acceptable Use Policy are not to impose
restrictions that are contrary to KEYS established culture of openness, trust and integrity. IT is
committed to protecting KEYS employees and the company from illegal or damaging actions by
individuals, either knowingly or unknowingly.
Internet/Intranet/Extranet-related systems, including but not limited to computer equipment,
software, operating systems, storage media, network accounts providing electronic mail, WWW
browsing, and FTP, are the property of KEYS. These systems are to be used for business purposes
in serving the interests of the company, and of our customers in the course of normal operations.
Please review other related policies in this handbook relating to computer for further details.
Effective security is a team effort involving the participation and support of every KEYS employee
and affiliate who deals with information and/or information systems. It is the responsibility of
every computer user to know these guidelines, and to conduct their activities accordingly.
 Purpose
The purpose of this policy is to outline the acceptable use of computer equipment at KEYS. These
rules are in place to protect the employee and KEYS. Inappropriate use exposes KEYS to risks
including virus attacks, compromise of network systems and services, and legal issues.

 Scope
This policy applies to employees, contractors, consultants, temporaries, and other workers at
KEYS, including all personnel affiliated with third parties. This policy applies to all equipment that
is owned or leased by KEYS.




Policy



Security and Proprietary Information
 The user interface for information contained on Internet/Intranet/Extranet-related
systems should be classified as either confidential or not confidential, as defined by
corporate confidentiality guidelines, details of which can be found in Human Resources
policies. Examples of confidential information include but are not limited to: company
private, corporate strategies, competitor sensitive, trade secrets, specifications, customer
lists, and research data. Employees should take all necessary steps to prevent
unauthorized access to this information.
 Keep passwords secure and do not share your logon information (USERNAME /
PASSWORD) with anyone including IT. Authorized users are responsible for the security
of their passwords. User level passwords should be complex (minimum 8 alpha numeric
characters) changed every month.
 All PCs, laptops and workstations should be secured with a password-protected
screensaver with the automatic activation feature set at 10 minutes or less, or by locking
the computer (control-alt-delete-lock computer) when the PC is unattended.
 Because information contained on portable computers is especially vulnerable, special care
should be exercised.
 Postings by employees from a KEYS email address to newsgroups should contain a
disclaimer stating that the opinions expressed are strictly their own and not necessarily
those of KEYS, unless posting is in the course of business duties.
 All PCs, laptops and workstations used by the employee that are connected to the KEYS
Internet/Intranet/Extranet, whether owned by the employee or KEYS, shall be continually
executing approved virus-scanning software with a current virus database. Unless
overridden by departmental or group policy.
 Employees must use extreme caution when opening e-mail attachments received from
unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code. Before
opening, contact your IT Department.
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General Use and Ownership
 While KEYS network administration desires to provide a reasonable level of privacy, users
should be aware that the data they create on the corporate systems remains the property
of KEYS. Because of the need to protect KEYS network, management cannot guarantee
the confidentiality of information stored on any network device belonging to KEYS.
 Employees are responsible for exercising good judgment regarding the reasonableness of
personal use. Employees should be guided by policies on personal use, and if there is any
uncertainty, employees should consult their supervisor or manager.
 For security and network maintenance purposes, authorized individuals within KEYS may
monitor equipment, systems and network traffic at any time.
 KEYS reserves the right to audit networks and systems on a periodic basis to ensure
compliance with this policy.

 Unacceptable Use
The following activities are, in general, prohibited. Employees may be exempted from these
restrictions during the course of their legitimate job responsibilities (e.g., systems administration

staff may have a need to disable the network access of a PC, laptop and workstation if that host
is disrupting production services).
Under no circumstances is an employee of KEYS authorized to engage in any activity that is illegal
under Local, State, Federal or international law while utilizing KEYS-owned resources.
The lists below are by no means exhaustive, but attempt to provide a framework for activities
which fall into the category of unacceptable use.
 System and Network Activities
The following activities are strictly prohibited, with no exceptions:
 Violations of the rights of any person or company property, or similar laws or regulations,
including, but not limited to, the installation or distribution of "pirated" or other software
products that are not appropriately licensed for use by KEYS.
 Unauthorized copying of copyrighted material including, but not limited to, digitization and
distribution of photographs from magazines, books or other copyrighted sources,
copyrighted music, and the installation of any copyrighted software for which KEYS or the
end user does not have an active license is strictly prohibited.
 Exporting software, technical information, encryption software or technology, in violation
of international or regional export control laws, is illegal. The appropriate management
should be consulted prior to export of any material that is in question.
 Introduction of malicious programs into the network or server (e.g., viruses, worms,
Trojan horses, e-mail bombs, etc.).
 Revealing your account password to others or allowing use of your account by others.
This includes family and other household members when work is being done at home.
 Using a KEYS computing asset to actively engage in procuring or transmitting material
that is in violation of sexual harassment or hostile workplace laws in the user's local
jurisdiction.
 Making fraudulent offers of products, items, or services originating from any KEYS
account.
 Making statements about warranty, expressly or implied, unless it is a part of normal job
duties.
 Effecting security breaches or disruptions of network communication. Security breaches
include, but are not limited to, accessing data of which the employee is not an intended
recipient or logging into a server or account that the employee is not expressly authorized
to access, unless these duties are within the scope of regular duties. For purposes of this
section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet
spoofing, denial of service, and forged routing information for malicious purposes.
 Port scanning or security scanning is expressly prohibited.
 Executing any form of network monitoring which will intercept data not intended for the
employee's host, unless this activity is a part of the employee's normal job/duty.
 Circumventing user authentication or security of any host, network or account.
 Interfering with or denying service to any user other than the employee's host (for
example, denial of service attack).
 Using any program/script/command, or sending messages of any kind, with the intent to
interfere with, or disable, a user's terminal session, via any means, locally or via the
Internet/Intranet/Extranet.
 Providing information about, or lists of, KEYS employees to parties outside KEYS.


Email and Communications Activities
 Sending unsolicited email messages, including the sending of "junk mail" or other
advertising material to individuals who did not specifically request such material (email
spam).

 Any form of harassment via email, telephone or paging, whether through language,
frequency, or size of messages.
 Unauthorized use, or forging, of email header information.
 Solicitation of email for any other email address, other than that of the poster's account,
with the intent to harass or to collect replies.
 Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type.
 Use of unsolicited email originating from within KEYS networks of other
Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service
hosted by KEYS or connected via KEYS network.
 Posting the same or similar non-business-related messages to large numbers of Usenet
newsgroups (newsgroup spam).
 Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
 Definitions
Term Definition
Spam Unauthorized and/or unsolicited electronic mass mailings.
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COMPUTER PASSWORD POLICY
Overview
Passwords are an important aspect of computer security. They are the front line of protection for
user accounts. A poorly chosen password may result in the compromise of KEYS entire corporate
network. As such, all KEYS employees (including contractors and vendors with access to KEYS
systems) are responsible for taking the appropriate steps, as outlined below, to select and secure
their passwords.
Purpose
The purpose of this policy is to establish a standard for creation of strong passwords, the
protection of those passwords, and the frequency of change.
Scope
The scope of this policy includes all personnel who have or are responsible for an account (or any
form of access that supports or requires a password) on any system that resides at any KEYS
facility, has access to the KEYS network, or stores any non-public KEYS information.
Policy
 All new employees must read this document and sign off on its acceptance.

General
 All system-level passwords (e.g., root, enable, NT admin, application administration
accounts, etc.) must be changed on at least a quarterly basis.
 All production system-level passwords must be part of the IT administered global
password management database.
 All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at
least every 30 days.
 User accounts that have system-level privileges granted through group memberships or
programs must have a unique password from all other accounts held by that user.
 Passwords must not be inserted into email messages or other forms of electronic
communication.
 All user-level and system-level passwords must conform to the guidelines described below.
Guidelines
General Password Construction Guidelines
Passwords are used for various purposes at KEYS. Some of the more common uses include: user
level accounts, web accounts, email accounts, screen saver protection, voicemail password, and
local router logins. Since very few systems have support for one-time tokens (i.e., dynamic
passwords which are only used once), everyone should be aware of how to select strong
passwords.
Poor, weak passwords have the following characteristics:
 The password contains less than eight characters
 The password is a word found in a dictionary (English or foreign)
 The password is a common usage word such as: names of family, pets, friends, coworkers, fantasy characters, etc.
 Computer terms and names, commands, sites, companies, hardware, software.
 The words "KEYS" or any derivation.
 Birthdays and other personal information such as addresses and phone numbers.
 Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
 Any of the above spelled backwards.
 Any of the above preceded or followed by a digit (e.g., secret1, 1secret)
Strong passwords have the following characteristics:
 Contain both upper and lower case characters (e.g., a-z, A-Z)
 Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~=\`{}[]:";'<>?,./)
 Are at least eight alphanumeric characters long.
 Are not a word in any language, slang, dialect, jargon, etc.
 Are not based on personal information, names of family, etc.
 Passwords should never be written down or stored on-line. Try to create passwords that
can be easily remembered. One way to do this is create a password based on a song title,
affirmation, or other phrase. For example, the
 Phrase might be: "This May Be One Way To Remember" and the password could be:
"TmB1w2R!" or "Tmb1W>r~" or some other variation.
NOTE: Do not use either of these examples as passwords!
Password Protection Standards

Do not use the same password for KEYS accounts as for other non-KEYS access (e.g., personal
ISP account, option trading, benefits, etc.). Where possible, don't use the same password for
various KEYS access needs. For example, select one password for the HARRIS systems and a
separate password for KEYS network log in authentication.
Do not share KEYS passwords with anyone, including administrative assistants or secretaries. All
passwords are to be treated as sensitive, Confidential KEYS information.
Here is a list of "don’ts":
 Don't reveal a password over the phone to ANYONE
 Don't reveal a password in an email message
 Don't reveal a password to the boss
 Don't talk about a password in front of others
 Don't hint at the format of a password (e.g., "my family name")
 Don't reveal a password on questionnaires or security forms
 Don't share a password with family members
 Don't reveal a password to co-workers while on vacation
If someone demands a password, refer them to this document or have them call someone in the
Information Technology Department.
Do not use the "Remember Password" feature of applications (e.g., Outlook, Internet Explorer).
Again, do not write passwords down and store them anywhere in your office. Do not store
passwords in a file on ANY computer system (including Palm Pilots or similar devices) without
encryption.
Change passwords at least once every 30 days.
If an account or password is suspected to have been compromised, report the incident to IT and
change all passwords.
Password cracking or guessing may be performed on a periodic or random basis by IT or its
delegates. If a password is guessed or cracked during one of these scans, the user will be required
to change it.
Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
Definitions Terms
Application Administration Account Any account that is for the administration of an application
(e.g., Oracle database administrator, ISSU administrator).

ELECTRONIC COMMUNICATION SYSTEMS
All electronic and telephonic communication systems (“systems”) and all communications and
information transmitted by, received from, or stored in those systems are the property of the
KEYS and may not be deleted, removed, or otherwise disposed of except with express permission

of KEYS consistent with the employee’s job duties and responsibilities. All pass codes or
encryption keys are the property of KEYS. KEYS retains the right to monitor all of its electronic
and communication systems at its discretion, including, but not limited to, listening to, recording
of transcribing, copying, or otherwise storing in a separate location all voicemail, e-mail messages,
data and program files, etc.
Employees using any KEYS provided systems for personal purposes do so at their own risk of loss
and all employees hereby expressly consent to KEYS monitoring, recording, and transcribing all
such personal use. Personal use of the KEYS provided equipment, including systems, shall be
limited to use that is incidental to KEYS’ business usage, that is personal to the employee, and
that occurs on an irregular and infrequent basis.
Employees are prohibited from using KEYS’ systems for any commercial activity unrelated to
KEYS’ business or unrelated to the employee’s compensation and benefits provided by KEYS, i.e.,
the systems should not be used for personal gain, advancement of individual views, or solicitation
of non-KEYS business. Use of the systems must not disrupt the operations of KEYS and not
interfere with your productivity.
Employees are not permitted to use a pass code or encryption key, to access a file, or to retrieve
any stored communication unless authorized to do so, or unless they have received prior
clearance from an authorized KEYS representative. Employees are not permitted to use a pass
code that has not been issued to that employee or that is unknown to KEYS. Employees are not
permitted to use an encryption key or program that has not been provided by KEYS or that has
not been provided to KEYS prior to use. Further, employees are not permitted, without proper
authorization, to provide other employees or individuals access to a pass code or encryption key.
Employees who violate this policy are subject to disciplinary action up to and including
termination.
In addition to the foregoing prohibitions, employees are prohibited from engaging in the
inappropriate use of any systems. Inappropriate use may result in loss of access privileges and
disciplinary action up to and including termination. Inappropriate use includes, but is not limited
to:
 Unauthorized access of another employee’s e-mail or voicemail account or
any other account maintained on the systems as well as unauthorized access
to data stored on any electronic or telephonic system. This would include
any attempt to obtain unauthorized access.
 Any effort to inhibit authorized access to data, mail, or programs stored on
electronic or telephonic systems.
 Any effort to prevent the KEYS’ monitoring of an electronic telephonic system.
 Transmission of obscene or harassing messages to any other individual, i.e.,
hate mail, obscenity, ethnic slurs, racial comments, off-color jokes, antisocial
behavior, in violation of any policy herein or any State or Federal law.
 Use of the electronic and/or telephonic communication system to violate any
other policy of the KEYS.
 Any illegal, unethical, or other activity that could adversely affect the KEYS,
including the KEYS’ reputation or image.

 Accessing sexually oriented Internet sites, the intentional storage for later
use or transmission of sexually oriented material.
 Unauthorized downloading of software.
 Unauthorized copies of copyrighted materials whether created, distributed,
or knowingly utilized.
 Posting inaccurate, inappropriate, and unlawful business information.
 Unauthorized attempts to break into any computer whether it belongs to the
KEYS or another organization.
 Copying, sending, or posting confidential materials of the KEYS or its
members, unless duly instructed to do so.
 Sending chain letters.

PERSONNEL RECORDS AND PRIVACY
Privacy
KEYS respects the privacy of its employees; however, as a public entity, KEYS must comply with
Florida's Public Records Law. If a request is made for information from an employee’s personnel
file, KEYS must comply; however, if time permits, Human Resources will attempt to contact the
employee to advise them of said request.
Information Updates
Maintaining a correct and up-to-date personnel record is important because it enables KEYS to
reach you in an emergency, properly maintain your insurance and other benefits and compute
your payroll deductions. Employees should notify Human Resources promptly and in writing of
changes to:
1. address and telephone number;
2. marital status (for insurance and tax purposes);
3. name;
4. beneficiary / dependents listed in your insurance policy;
5. emergency contact information.

An employee must use the BenTek online employee benefits enrollment system to make changes
to life insurance beneficiary designations.
The BenTtek website can be accessed at
https://www.mybentek.com/keysenergy/.
In addition, if you would like to provide us with documentation concerning the completion of any
training or educational courses, we will include them in your training record.
All documents stored in the personnel record by KEYS will remain with the record indefinitely.
Although State retention schedules may suggest a limited necessity for certain documents, it is
our practice that no documents that have been properly placed in the record will be removed at
any time, for any reason.

PERSONNEL FILES & PRIVACY

PUBLIC RECORDS REQUESTS
Recognizing there are several legal and other considerations involved in responding to a request
for public records, all public records requests should be forwarded to the Records Coordinator
immediately.
The role of the Records Coordinator will be to direct staff persons on how to timely and accurately
respond to public records requests, while ensuring that the legal obligations of KEYS are met.
If the Records Coordinator is unavailable, the KEYS staff member should coordinate with the first
available person, in order, from the following list of KEYS staff positions: Director of Management
Services, Assistant General Manager or General Manager & CEO.
Most sizeable governmental entities in Florida have a person who is designated to handle public
records requests. Therefore, it is not uncommon for a staff person who receives a public records
request to consult with another staff person to appropriately comply with the request. As well,
make sure to obtain the contact information for the person making the public records request.
KEYS is obligated by Florida’s Sunshine Law to provide any member of the public access to KEYS’
public records and also to safeguard those public records. It is also the legal responsibility of
KEYS to protect certain exempt and/or confidential information contained in its public records.
Public records can include, but are not limited to, documents, papers, letters, maps, books, tapes,
photographs, sound recordings or other material that is made or received in connection with the
official business of KEYS. Most records of KEYS are public records.
On a routine basis, KEYS employees may receive requests for information from sources outside
of KEYS. Generally, the information requested is for records that are unquestionably public
documents of KEYS. At the other extreme, there are records that are exempt and/or confidential
or contain exempt and/or confidential information. These types of documents can include, but
are not limited to, litigation records, discrimination complaints, deferred compensation records,
direct deposit records, medical records, social security numbers, bid proposals and data
processing software.
In between the obviously public records and the exempt and/or confidential records are records
that may require review and the exercise of some discretion to determine whether KEYS may
disclose such records of information, or there may be questions on how to safeguard those public
records while they are being reviewed. Also, sometimes, public record exemptions do not apply
to entire records, but apply only to certain types of information contained in public records. This
requires a KEYS staff member to copy the public record and redact the exempt information from
that public record prior to allowing a member of the public to inspect or examine the public record.

SECURITY
For security reasons, (with the exception of rights provided by s. 790.251, F.S., which allows a
legally-owned firearm on the premises as long as said firearm is lawfully possessed and locked

inside or locked to a private motor vehicle in the parking lot), employees are not to bring firearms,
weapons of any kind (whether the firearms or weapons are loaded or not), explosives, alcohol,
any intoxicant, any narcotic, any barbiturate, any amphetamine, any hallucinogen, or any other
stimulating or depressing drug onto KEYS premises at any time, unless the drugs are prescribed
as medication by a physician, and the employee's Supervisor and the Director of Management
Services has been notified of the prescription per the Drug Free Workplace Policy – Exceptions
for Prescription Medications.
Note: Keys Energy Services’ facilities located at 6900 Front Street, Extended are exempt from s.
790.251, F.S., as provided in subsection (7)(a), and therefore, no firearms or weapons of any
kind are permitted anywhere on said property.
Identification cards are provided to each employee upon hire. As a protective measure, every
employee must wear their I.D. card while on KEYS property (unless the I.D. card could cause the
employee harm while performing his/her job duties) and while representing KEYS during working
hours off of KEYS’ property and within KEYS’ service area.
KEYS has installed remotely-operated electric gates at the Ralph Garcia Steam Plant, William
Arnold Service Building, and at the T&D complex for the purpose of maintaining security of these
premises. All gates shall remain closed at ALL TIMES unless stated otherwise herein.
OPERATIONS:
1. Gates are designed to open with a vehicular transmitter or by calling the control stations
at each location on the telephone located outside the gates. Each KEYS assigned vehicle
will have a transmitter assigned. Transmitters should be initiated at least twenty-five (25)
feet before approaching the entrance of gate, then proceeds with caution.
2. When vehicles are exiting the premises, the gates will automatically open by an inductive
loop, which is located approximately six (6) feet from the gate.
3. Entering or exiting through KEYS property without the use of a transmitter could be
achieved by the use of telephones located on each side of gate. However, at the Service
Building all pedestrian traffic will use the employee entrance.
4. At the T&D complex, where personnel presently park their private vehicles on KEYS
property; these vehicle owners will be assigned transmitters.
5. At the Stock Island Generation Site where personnel presently park their private vehicles
on KEYS property; these vehicle owners will be assigned transmitters.
6. Each Section Supervisor shall issue and establish responsibilities for gate transmitters for
each vehicle in their section.
VISITORS
No visitors or vendors are allowed on KEYS property without permission from management.
Property means any and all KEYS property, whether it is the Service Building, Power Plants,
Substations, etc. This applies to former employees as well as to strangers. It is the responsibility
of each Supervisor to refer unauthorized visitors or vendors to the Department Director.

Visits by personal friends or family of employees are discouraged, unless permitted by the
Supervisor.
No visitor is allowed to wander about the premises unescorted. No visitor is allowed to break
KEYS’ rules affecting safety; and any employee seeing such an infraction should inform his or her
Supervisor.
All vendors must report to the Buyers, located at KEYS’ Stock Island address on Front Street or
the prearranged, individual department.
Groups of visitors, such as schoolchildren or senior citizens, who wish to make a guided tour of
KEYS, are welcome. Arrangements for this must be made well in advance with the
Communications Department.
A "visitor" is not to be confused with a "customer." All customer-related business will be
conducted on the first floor of the Service Building so that no customer should have to
"wander" throughout the building. Any person in the Service Building on customer-related
business will not be required to obtain a visitor's pass.

Section 817.5681, Florida Statutes
Effective: 2015
Title XLVI. Crimes
Chapter 817 Fraudulent Practices
817.568 Criminal use of personal identification information.—
(1) As used in this section, the term:
(a) “Access device” means any card, plate, code, account number, electronic serial
number, mobile identification number, personal identification number, or other
telecommunications service, equipment, or instrument identifier, or other means of account
access that can be used, alone or in conjunction with another access device, to obtain
money, goods, services, or any other thing of value, or that can be used to initiate a
transfer of funds, other than a transfer originated solely by paper instrument.
(b) “Authorization” means empowerment, permission, or competence to act.
(c) “Harass” means to engage in conduct directed at a specific person that is intended to
cause substantial emotional distress to such person and serves no legitimate purpose.
“Harass” does not mean to use personal identification information for accepted commercial
purposes. The term does not include constitutionally protected conduct such as organized
protests or the use of personal identification information for accepted commercial purposes.
(d) “Individual” means a single human being and does not mean a firm, association of
individuals, corporation, partnership, joint venture, sole proprietorship, or any other entity.
(e) “Person” means a “person” as defined in s. 1.01(3).
(f) “Personal identification information” means any name or number that may be used,
alone or in conjunction with any other information, to identify a specific person, including
any:
1. Name, postal or electronic mail address, telephone number, social security number,
date of birth, mother’s maiden name, official state-issued or United States-issued driver
license or identification number, alien registration number, government passport number,
employer or taxpayer identification number, Medicaid or food assistance account number,
bank account number, credit or debit card number, or personal identification number or
code assigned to the holder of a debit card by the issuer to permit authorized electronic use
of such card;
2. Unique biometric data, such as fingerprint, voice print, retina or iris image, or other
unique physical representation;
3. Unique electronic identification number, address, or routing code;
4. Medical records;
5. Telecommunication identifying information or access device; or
6. Other number or information that can be used to access a person’s financial resources.

(g) “Counterfeit or fictitious personal identification information” means any counterfeit,
fictitious, or fabricated information in the similitude of the data outlined in paragraph (f)
that, although not truthful or accurate, would in context lead a reasonably prudent person
to credit its truthfulness and accuracy.
(2)(a) Any person who willfully and without authorization fraudulently uses, or possesses
with intent to fraudulently use, personal identification information concerning another
person without first obtaining that person’s consent, commits the offense of fraudulent use
of personal identification information, which is a felony of the third degree, punishable as
provided in s. 775.082, s. 775.083, or s. 775.084.
(b) Any person who willfully and without authorization fraudulently uses personal
identification information concerning a person without first obtaining that person’s consent
commits a felony of the second degree, punishable as provided in s. 775.082, s. 775.083, or
s. 775.084, if the pecuniary benefit, the value of the services received, the payment sought
to be avoided, or the amount of the injury or fraud perpetrated is $5,000 or more or if the
person fraudulently uses the personal identification information of 10 or more persons, but
fewer than 20 persons, without their consent. Notwithstanding any other provision of law,
the court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 3 years’ imprisonment.
(c) Any person who willfully and without authorization fraudulently uses personal
identification information concerning a person without first obtaining that person’s consent
commits a felony of the first degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services received, the payment sought to
be avoided, or the amount of the injury or fraud perpetrated is $50,000 or more or if the
person fraudulently uses the personal identification information of 20 or more persons, but
fewer than 30 persons, without their consent. Notwithstanding any other provision of law,
the court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 5 years’ imprisonment. If the pecuniary
benefit, the value of the services received, the payment sought to be avoided, or the
amount of the injury or fraud perpetrated is $100,000 or more, or if the person fraudulently
uses the personal identification information of 30 or more persons without their consent,
notwithstanding any other provision of law, the court shall sentence any person convicted of
committing the offense described in this paragraph to a mandatory minimum sentence of 10
years’ imprisonment.
(3) Neither paragraph (2)(b) nor paragraph (2)(c) prevents a court from imposing a
greater sentence of incarceration as authorized by law. If the minimum mandatory terms of
imprisonment imposed under paragraph (2)(b) or paragraph (2)(c) exceed the maximum
sentences authorized under s. 775.082, s. 775.084, or the Criminal Punishment Code under
chapter 921, the mandatory minimum sentence must be imposed. If the mandatory
minimum terms of imprisonment under paragraph (2)(b) or paragraph (2)(c) are less than
the sentence that could be imposed under s. 775.082, s. 775.084, or the Criminal
Punishment Code under chapter 921, the sentence imposed by the court must include the
mandatory minimum term of imprisonment as required by paragraph (2)(b) or paragraph
(2)(c).
(4) Any person who willfully and without authorization possesses, uses, or attempts to use
personal identification information concerning a person without first obtaining that person’s
consent, and who does so for the purpose of harassing that person, commits the offense of
harassment by use of personal identification information, which is a misdemeanor of the
first degree, punishable as provided in s. 775.082 or s. 775.083.
(5) If an offense prohibited under this section was facilitated or furthered by the use of a
public record, as defined in s. 119.011, the offense is reclassified to the next higher degree
as follows:
(a) A misdemeanor of the first degree is reclassified as a felony of the third degree.
(b) A felony of the third degree is reclassified as a felony of the second degree.
(c) A felony of the second degree is reclassified as a felony of the first degree.

For purposes of sentencing under chapter 921 and incentive gain-time eligibility under
chapter 944, a felony offense that is reclassified under this subsection is ranked one level
above the ranking under s. 921.0022 of the felony offense committed, and a misdemeanor
offense that is reclassified under this subsection is ranked in level 2 of the offense severity
ranking chart in s. 921.0022.
(6) Any person who willfully and without authorization fraudulently uses personal
identification information concerning an individual who is younger than 18 years of age or
60 years of age or older without first obtaining the consent of that individual or of his or her
legal guardian commits a felony of the second degree, punishable as provided in s. 775.082,
s. 775.083, or s. 775.084.
(7) Any person who is in the relationship of parent or legal guardian, or who otherwise
exercises custodial authority over an individual who is younger than 18 years of age or 60
years of age or older, who willfully and fraudulently uses personal identification information
of that individual commits a felony of the second degree, punishable as provided in s.
775.082, s. 775.083, or s. 775.084.
(8)(a) Any person who willfully and fraudulently uses, or possesses with intent to
fraudulently use, personal identification information concerning a deceased individual or
dissolved business entity commits the offense of fraudulent use or possession with intent to
use personal identification information of a deceased individual or dissolved business entity,
a felony of the third degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084.
(b) Any person who willfully and fraudulently uses personal identification information
concerning a deceased individual or dissolved business entity commits a felony of the
second degree, punishable as provided in s. 775.082, s. 775.083, or s. 775.084, if the
pecuniary benefit, the value of the services received, the payment sought to be avoided, or
the amount of injury or fraud perpetrated is $5,000 or more, or if the person fraudulently
uses the personal identification information of 10 or more but fewer than 20 deceased
individuals or dissolved business entities. Notwithstanding any other provision of law, the
court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 3 years’ imprisonment.
(c) Any person who willfully and fraudulently uses personal identification information
concerning a deceased individual or dissolved business entity commits the offense of
aggravated fraudulent use of the personal identification information of multiple deceased
individuals or dissolved business entities, a felony of the first degree, punishable as
provided in s. 775.082, s. 775.083, or s. 775.084, if the pecuniary benefit, the value of the
services received, the payment sought to be avoided, or the amount of injury or fraud
perpetrated is $50,000 or more, or if the person fraudulently uses the personal identification
information of 20 or more but fewer than 30 deceased individuals or dissolved business
entities. Notwithstanding any other provision of law, the court shall sentence any person
convicted of the offense described in this paragraph to a minimum mandatory sentence of 5
years’ imprisonment. If the pecuniary benefit, the value of the services received, the
payment sought to be avoided, or the amount of the injury or fraud perpetrated is $100,000
or more, or if the person fraudulently uses the personal identification information of 30 or
more deceased individuals or dissolved business entities, notwithstanding any other
provision of law, the court shall sentence any person convicted of an offense described in
this paragraph to a mandatory minimum sentence of 10 years’ imprisonment.
(9) Any person who willfully and fraudulently creates or uses, or possesses with intent to
fraudulently use, counterfeit or fictitious personal identification information concerning a
fictitious person, or concerning a real person without first obtaining that real person’s
consent, with intent to use such counterfeit or fictitious personal identification information
for the purpose of committing or facilitating the commission of a fraud on another person,
commits the offense of fraudulent creation or use, or possession with intent to fraudulently
use, counterfeit or fictitious personal identification information, a felony of the third degree,
punishable as provided in s. 775.082, s. 775.083, or s. 775.084.

(10) Any person who commits an offense described in this section and for the purpose of
obtaining or using personal identification information misrepresents himself or herself to be
a law enforcement officer; an employee or representative of a bank, credit card company,
credit counseling company, or credit reporting agency; or any person who wrongfully
represents that he or she is seeking to assist the victim with a problem with the victim’s
credit history shall have the offense reclassified as follows:
(a) In the case of a misdemeanor, the offense is reclassified as a felony of the third
degree.
(b) In the case of a felony of the third degree, the offense is reclassified as a felony of the
second degree.
(c) In the case of a felony of the second degree, the offense is reclassified as a felony of
the first degree.
(d) In the case of a felony of the first degree or a felony of the first degree punishable by a
term of imprisonment not exceeding life, the offense is reclassified as a life felony.
For purposes of sentencing under chapter 921, a felony offense that is reclassified under
this subsection is ranked one level above the ranking under s. 921.0022 or s. 921.0023 of
the felony offense committed, and a misdemeanor offense that is reclassified under this
subsection is ranked in level 2 of the offense severity ranking chart.
(11) A person who willfully and without authorization fraudulently uses personal
identification information concerning an individual who is 60 years of age or older; a
disabled adult as defined in s. 825.101; a public servant as defined in s. 838.014; a veteran
as defined in s. 1.01; a first responder as defined in s. 125.01045; an individual who is
employed by the State of Florida; or an individual who is employed by the Federal
Government without first obtaining the consent of that individual commits a felony of the
second degree, punishable as provided in s. 775.082, s. 775.083, or s. 775.084.
(12) In addition to any sanction imposed when a person pleads guilty or nolo contendere
to, or is found guilty of, regardless of adjudication, a violation of this section, the court shall
impose a surcharge of $1,001.
(a) The sum of $500 of the surcharge shall be deposited into the Department of Law
Enforcement Operating Trust Fund for the department to provide grants to local law
enforcement agencies to investigate offenses related to the criminal use of personal
identification information as provided in s. 943.0412.
(b) The sum of $250 of the surcharge shall be deposited into the State Attorneys Revenue
Trust Fund for the purpose of funding prosecutions of offenses relating to the criminal use of
personal identification information. The sum of $250 of the surcharge shall be deposited into
the Public Defenders Revenue Trust Fund for the purposes of indigent criminal defense
related to the criminal use of personal identification information.
(c) The clerk of the court shall retain $1 of each $1,001 surcharge that he or she collects
as a service charge of the clerk’s office.
(d) The surcharge may not be waived by the court. In the event that the person has been
ordered to pay restitution in accordance with s. 775.089, the surcharge shall be included in
a judgment.
(13) The prosecutor may move the sentencing court to reduce or suspend the sentence of
any person who is convicted of a violation of this section and who provides substantial
assistance in the identification, arrest, or conviction of any of that person’s accomplices,
accessories, coconspirators, or principals or of any other person engaged in fraudulent
possession or use of personal identification information. The arresting agency shall be given
an opportunity to be heard in aggravation or mitigation in reference to any such motion.
Upon good cause shown, the motion may be filed and heard in camera. The judge hearing
the motion may reduce or suspend the sentence if the judge finds that the defendant
rendered such substantial assistance.
(14) This section does not prohibit any lawfully authorized investigative, protective, or
intelligence activity of a law enforcement agency of this state or any of its political

subdivisions, of any other state or its political subdivisions, or of the Federal Government or
its political subdivisions.
(15)(a) In sentencing a defendant convicted of an offense under this section, the court
may order that the defendant make restitution under s. 775.089 to any victim of the
offense. In addition to the victim’s out-of-pocket costs, restitution may include payment of
any other costs, including attorney’s fees incurred by the victim in clearing the victim’s
credit history or credit rating, or any costs incurred in connection with any civil or
administrative proceeding to satisfy any debt, lien, or other obligation of the victim arising
as the result of the actions of the defendant.
(b) The sentencing court may issue such orders as are necessary to correct any public
record that contains false information given in violation of this section.
(16) Prosecutions for violations of this section may be brought on behalf of the state by
any state attorney or by the statewide prosecutor.
(17) The Legislature finds that, in the absence of evidence to the contrary, the location
where a victim gives or fails to give consent to the use of personal identification information
is the county where the victim generally resides.
(18) Notwithstanding any other provision of law, venue for the prosecution and trial of
violations of this section may be commenced and maintained in any county in which an
element of the offense occurred, including the county where the victim generally resides.
(19) A prosecution of an offense prohibited under subsection (2), subsection (6), or
subsection (7) must be commenced within 3 years after the offense occurred. However, a
prosecution may be commenced within 1 year after discovery of the offense by an
aggrieved party, or by a person who has a legal duty to represent the aggrieved party and
who is not a party to the offense, if such prosecution is commenced within 5 years after the
violation occurred.
History.—s. 1, ch. 99-335; s. 1, ch. 2001-233; s. 1, ch. 2003-71; s. 1, ch. 2005-229; s. 41,
ch. 2010-209; s. 2, ch. 2014-200; s. 17, ch. 2015-166.

Third Party Provider Agreement
The service provider understands that, in providing the services under this agreement,
it might have access to sensitive customer information. This information may include,
without limitation, customer account numbers, financial account or credit information,
personal identification information, or any other similar information. In order to comply
with the federal Fair and Accurate Credit Transactions Act of 2003, KEYS requires the
service provider to have written policies and procedures that will detect, prevent and
mitigate identity theft that may arise in performance of the contracted services. These
written policies and procedures shall identify relevant red flags that indicate possible
identity theft of KEYS’ customers, and shall include reasonable steps to prevent and
mitigate such identity theft. Attached to this agreement, and incorporated herein by
this reference, is a copy of the relevant provisions of KEYS’ own policy. Immediately
upon becoming aware of any red flag identified in KEYS’ policy or service provider’s
policy, the service provider shall notify KEYS and take the appropriate steps to prevent
and mitigate identity theft of any KEYS customer. It is the service provider’s
responsibility to protect our customers’ information and to comply with all provisions in
KEYS policy attached hereto as part of the covenants of this agreement.
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Section 501.171, Florida Statues
501.171 Security of confidential personal information.—
(1) DEFINITIONS.—As used in this section, the term:
(a) “Breach of security” or “breach” means unauthorized access of data in electronic form
containing personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the information
is not used for a purpose unrelated to the business or subject to further unauthorized use.
(b) “Covered entity” means a sole proprietorship, partnership, corporation, trust, estate,
cooperative, association, or other commercial entity that acquires, maintains, stores, or uses
personal information. For purposes of the notice requirements in subsections (3)-(6), the term
includes a governmental entity.
(c) “Customer records” means any material, regardless of the physical form, on which personal
information is recorded or preserved by any means, including, but not limited to, written or
spoken words, graphically depicted, printed, or electromagnetically transmitted that are provided
by an individual in this state to a covered entity for the purpose of purchasing or leasing a
product or obtaining a service.
(d) “Data in electronic form” means any data stored electronically or digitally on any computer
system or other database and includes recordable tapes and other mass storage devices.
(e) “Department” means the Department of Legal Affairs.
(f) “Governmental entity” means any department, division, bureau, commission, regional
planning agency, board, district, authority, agency, or other instrumentality of this state that
acquires, maintains, stores, or uses data in electronic form containing personal information.
(g)1. “Personal information” means either of the following:
a. An individual’s first name or first initial and last name in combination with any one or more
of the following data elements for that individual:
(I) A social security number;
(II) A driver license or identification card number, passport number, military identification
number, or other similar number issued on a government document used to verify identity;
(III) A financial account number or credit or debit card number, in combination with any
required security code, access code, or password that is necessary to permit access to an
individual’s financial account;
(IV) Any information regarding an individual’s medical history, mental or physical condition,
or medical treatment or diagnosis by a health care professional; or
(V) An individual’s health insurance policy number or subscriber identification number and
any unique identifier used by a health insurer to identify the individual.
b. A user name or e-mail address, in combination with a password or security question and
answer that would permit access to an online account.
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2. The term does not include information about an individual that has been made publicly
available by a federal, state, or local governmental entity. The term also does not include
information that is encrypted, secured, or modified by any other method or technology that
removes elements that personally identify an individual or that otherwise renders the information
unusable.
(h) “Third-party agent” means an entity that has been contracted to maintain, store, or process
personal information on behalf of a covered entity or governmental entity.
(2) REQUIREMENTS FOR DATA SECURITY.—Each covered entity, governmental entity,
or third-party agent shall take reasonable measures to protect and secure data in electronic form
containing personal information.
(3) NOTICE TO DEPARTMENT OF SECURITY BREACH.—
(a) A covered entity shall provide notice to the department of any breach of security affecting
500 or more individuals in this state. Such notice must be provided to the department as
expeditiously as practicable, but no later than 30 days after the determination of the breach or
reason to believe a breach occurred. A covered entity may receive 15 additional days to provide
notice as required in subsection (4) if good cause for delay is provided in writing to the
department within 30 days after determination of the breach or reason to believe a breach
occurred.
(b) The written notice to the department must include:
1. A synopsis of the events surrounding the breach at the time notice is provided.
2. The number of individuals in this state who were or potentially have been affected by the
breach.
3. Any services related to the breach being offered or scheduled to be offered, without charge,
by the covered entity to individuals, and instructions as to how to use such services.
4. A copy of the notice required under subsection (4) or an explanation of the other actions
taken pursuant to subsection (4).
5. The name, address, telephone number, and e-mail address of the employee or agent of the
covered entity from whom additional information may be obtained about the breach.
(c) The covered entity must provide the following information to the department upon its
request:
1. A police report, incident report, or computer forensics report.
2. A copy of the policies in place regarding breaches.
3. Steps that have been taken to rectify the breach.
(d) A covered entity may provide the department with supplemental information regarding a
breach at any time.
(e) For a covered entity that is the judicial branch, the Executive Office of the Governor, the
Department of Financial Services, or the Department of Agriculture and Consumer Services, in
lieu of providing the written notice to the department, the covered entity may post the
information described in subparagraphs (b)1.-4. on an agency-managed website.
(4) NOTICE TO INDIVIDUALS OF SECURITY BREACH.—
(a) A covered entity shall give notice to each individual in this state whose personal
information was, or the covered entity reasonably believes to have been, accessed as a result of
the breach. Notice to individuals shall be made as expeditiously as practicable and without
unreasonable delay, taking into account the time necessary to allow the covered entity to
determine the scope of the breach of security, to identify individuals affected by the breach, and
to restore the reasonable integrity of the data system that was breached, but no later than 30 days
after the determination of a breach or reason to believe a breach occurred unless subject to a
delay authorized under paragraph (b) or waiver under paragraph (c).
(b) If a federal, state, or local law enforcement agency determines that notice to individuals
required under this subsection would interfere with a criminal investigation, the notice shall be

delayed upon the written request of the law enforcement agency for a specified period that the
law enforcement agency determines is reasonably necessary. A law enforcement agency may, by
a subsequent written request, revoke such delay as of a specified date or extend the period set
forth in the original request made under this paragraph to a specified date if further delay is
necessary.
(c) Notwithstanding paragraph (a), notice to the affected individuals is not required if, after an
appropriate investigation and consultation with relevant federal, state, or local law enforcement
agencies, the covered entity reasonably determines that the breach has not and will not likely
result in identity theft or any other financial harm to the individuals whose personal information
has been accessed. Such a determination must be documented in writing and maintained for at
least 5 years. The covered entity shall provide the written determination to the department within
30 days after the determination.
(d) The notice to an affected individual shall be by one of the following methods:
1. Written notice sent to the mailing address of the individual in the records of the covered
entity; or
2. E-mail notice sent to the e-mail address of the individual in the records of the covered entity.
(e) The notice to an individual with respect to a breach of security shall include, at a minimum:
1. The date, estimated date, or estimated date range of the breach of security.
2. A description of the personal information that was accessed or reasonably believed to have
been accessed as a part of the breach of security.
3. Information that the individual can use to contact the covered entity to inquire about the
breach of security and the personal information that the covered entity maintained about the
individual.
(f) A covered entity required to provide notice to an individual may provide substitute notice in
lieu of direct notice if such direct notice is not feasible because the cost of providing notice
would exceed $250,000, because the affected individuals exceed 500,000 persons, or because the
covered entity does not have an e-mail address or mailing address for the affected individuals.
Such substitute notice shall include the following:
1. A conspicuous notice on the Internet website of the covered entity if the covered entity
maintains a website; and
2. Notice in print and to broadcast media, including major media in urban and rural areas
where the affected individuals reside.
(g) Notice provided pursuant to rules, regulations, procedures, or guidelines established by the
covered entity’s primary or functional federal regulator is deemed to be in compliance with the
notice requirement in this subsection if the covered entity notifies affected individuals in
accordance with the rules, regulations, procedures, or guidelines established by the primary or
functional federal regulator in the event of a breach of security. Under this paragraph, a covered
entity that timely provides a copy of such notice to the department is deemed to be in compliance
with the notice requirement in subsection (3).
(5) NOTICE TO CREDIT REPORTING AGENCIES.—If a covered entity discovers
circumstances requiring notice pursuant to this section of more than 1,000 individuals at a single
time, the covered entity shall also notify, without unreasonable delay, all consumer reporting
agencies that compile and maintain files on consumers on a nationwide basis, as defined in the
Fair Credit Reporting Act, 15 U.S.C. s. 1681a(p), of the timing, distribution, and content of the
notices.
(6) NOTICE BY THIRD-PARTY AGENTS; DUTIES OF THIRD-PARTY AGENTS;
NOTICE BY AGENTS.—
(a) In the event of a breach of security of a system maintained by a third-party agent, such
third-party agent shall notify the covered entity of the breach of security as expeditiously as
practicable, but no later than 10 days following the determination of the breach of security or

reason to believe the breach occurred. Upon receiving notice from a third-party agent, a covered
entity shall provide notices required under subsections (3) and (4). A third-party agent shall
provide a covered entity with all information that the covered entity needs to comply with its
notice requirements.
(b) An agent may provide notice as required under subsections (3) and (4) on behalf of the
covered entity; however, an agent’s failure to provide proper notice shall be deemed a violation
of this section against the covered entity.
(7) ANNUAL REPORT.—By February 1 of each year, the department shall submit a report to
the President of the Senate and the Speaker of the House of Representatives describing the nature
of any reported breaches of security by governmental entities or third-party agents of
governmental entities in the preceding calendar year along with recommendations for security
improvements. The report shall identify any governmental entity that has violated any of the
applicable requirements in subsections (2)-(6) in the preceding calendar year.
(8) REQUIREMENTS FOR DISPOSAL OF CUSTOMER RECORDS.—Each covered entity
or third-party agent shall take all reasonable measures to dispose, or arrange for the disposal, of
customer records containing personal information within its custody or control when the records
are no longer to be retained. Such disposal shall involve shredding, erasing, or otherwise
modifying the personal information in the records to make it unreadable or undecipherable
through any means.
(9) ENFORCEMENT.—
(a) A violation of this section shall be treated as an unfair or deceptive trade practice in any
action brought by the department under s. 501.207 against a covered entity or third-party agent.
(b) In addition to the remedies provided for in paragraph (a), a covered entity that violates
subsection (3) or subsection (4) shall be liable for a civil penalty not to exceed $500,000, as
follows:
1. In the amount of $1,000 for each day up to the first 30 days following any violation of
subsection (3) or subsection (4) and, thereafter, $50,000 for each subsequent 30-day period or
portion thereof for up to 180 days.
2. If the violation continues for more than 180 days, in an amount not to exceed $500,000.
The civil penalties for failure to notify provided in this paragraph apply per breach and not per
individual affected by the breach.
(c) All penalties collected pursuant to this subsection shall be deposited into the General
Revenue Fund.
(10) NO PRIVATE CAUSE OF ACTION.—This section does not establish a private cause of
action.
(11) PUBLIC RECORDS EXEMPTION.—
(a) All information received by the department pursuant to a notification required by this
section, or received by the department pursuant to an investigation by the department or a law
enforcement agency, is confidential and exempt from s. 119.07(1) and s. 24(a), Art. I of the State
Constitution, until such time as the investigation is completed or ceases to be active. This
exemption shall be construed in conformity with s. 119.071(2)(c).
(b) During an active investigation, information made confidential and exempt pursuant to
paragraph (a) may be disclosed by the department:
1. In the furtherance of its official duties and responsibilities;
2. For print, publication, or broadcast if the department determines that such release would
assist in notifying the public or locating or identifying a person that the department believes to be
a victim of a data breach or improper disposal of customer records, except that information made
confidential and exempt by paragraph (c) may not be released pursuant to this subparagraph; or

3. To another governmental entity in the furtherance of its official duties and responsibilities.
(c) Upon completion of an investigation or once an investigation ceases to be active, the
following information received by the department shall remain confidential and exempt from s.
119.07(1) and s. 24(a), Art. I of the State Constitution:
1. All information to which another public records exemption applies.
2. Personal information.
3. A computer forensic report.
4. Information that would otherwise reveal weaknesses in a covered entity’s data security.
5. Information that would disclose a covered entity’s proprietary information.
(d) For purposes of this subsection, the term “proprietary information” means information that:
1. Is owned or controlled by the covered entity.
2. Is intended to be private and is treated by the covered entity as private because disclosure
would harm the covered entity or its business operations.
3. Has not been disclosed except as required by law or a private agreement that provides that
the information will not be released to the public.
4. Is not publicly available or otherwise readily ascertainable through proper means from
another source in the same configuration as received by the department.
5. Includes:
a. Trade secrets as defined in s. 688.002.
b. Competitive interests, the disclosure of which would impair the competitive business of the
covered entity who is the subject of the information.
(e) This subsection is subject to the Open Government Sunset Review Act in accordance with
s. 119.15 and shall stand repealed on October 2, 2019, unless reviewed and saved from repeal
through reenactment by the Legislature.
History.—s. 3, ch. 2014-189; s. 1, ch. 2014-190.
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Statement of Policy
Summary of Law and Regulation
Policy:
It is policy of Keys Energy Services to:
 Provide information to victims of identity theft
 Properly handle notice of identity theft
 Respond to any notification received regarding identity theft, to prevent
refurbishing blocked information
 Truncate all digits of debit or credit card except the last four digits
 Comply with the rules regarding sharing information with affiliates
 Comply with red flag guidelines
The privacy committee is responsible for developing appropriate written procedures and
internal controls to assure compliance with the act.
The Department Directors and Supervisors of each department are responsible for
implementing and complying with these procedures and internal controls.
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Purpose
The goal of this policy is to prevent identity theft and any breach of security. Keys
Energy Services (KEYS) recognizes the responsibility to safeguard customer’s and
employee’s personal information during its collection, recording and handling within
KEYS’ workplace. The purpose of this policy is to create an Identity Theft Detection and
Prevention Program utilizing guides set forth in the FACT Act.
Scope
This policy applies to management and all personnel of KEYS. The following represents
a policy for the development of the Identity Theft Detection and Prevention Program.
Any part or the whole of policies and procedures written and developed will be
incorporated into the program where appropriate. This does not replace, but rather
supplements, any of KEYS’ standing policies.
Responsibility
KEYS must protect its customer and employee data and implement policies and
procedures that meet standards established by the Federal Trade Commission by
November 1, 2008. Thereafter, KEYS will continually report and monitor the program’s
integrity, completeness, and deficiencies. Any oversight or patches to perfect the
program will be reviewed and amended as needed.
Definitions
Breach of Security - unauthorized access of data in electronic form containing personal
information. Good faith access of personal information by an employee or agent of the
covered entity does not constitute a breach of security, provided that the information is
not used for a purpose unrelated to the business or subject to further unauthorized use.
Identity Theft - Financial identity theft occurs when someone uses another consumer’s
personal information (name, social security number, banking information, etc.) with the
intent of conducting multiple transactions to commit fraud that results in substantial
harm or inconvenience to the victim or to KEYS. This fraudulent activity may include
opening deposit accounts with counterfeit checks, establishing credit card accounts,
establishing lines of credit, or gaining access to the victim’s accounts with the intent of
depleting the balances or avoiding payments for services delivered by KEYS.
Red Flag - A pattern or particular specific activity that indicates the possible risk of
identity theft.
Sensitive Information - Privileged or proprietary information, which if compromised
through alteration, corruption, loss, misuse, or unauthorized disclosure, could cause
serious harm to the individuals or organizations owning it.
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Privacy Committee
KEYS’ Privacy Committee (“the Committee”) is established to create, drive and monitor
the program. The General Manager & CEO shall appoint the appropriate committee
members and designate the Privacy Officer. A Privacy Officer functions as the head of
committee and reports to the General Manager & CEO regarding the outcomes and
needs of The Identity Theft Detection and Prevention Program.
Department
General Manager/
CEO

Name
Lynne Tejeda

Accounting

Cindy McVeigh

IT
Records Officer
Customer Service
Safety and Risk
Coordinator
Privacy OfficerDirector of Legal
and Regulatory
Services

Role
Supplying resources to establish
proactive identity theft program.

Billing
Collections
Expert in the flow of funds.
Kris Bremer
Data and Network Security – Expert
in SCADA/network administration
Gricel Owen
Personnel Information/ Records Disposal
Records Request/ Sunshine Law
Erica Zarate
Day to day processes in opening new
Sabrina Hall
accounts and monitoring activity on
Amber Menendez existing accounts
Juan Llera
Monitors Compliance of Policy
Vacant
Coordinates audit studies and
reviews pattern of incidents
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Policies & Procedures
A. Red Flags Identification and Mitigation
Choices for Mitigation:

a) Monitoring account for evidence of identity theft;
b) Contacting the customer;
c) Changing any passwords, security codes, or other devices that permit access to a
covered account;
d) Reopening an account with a new account number;
e) Not opening a new account;
f) Closing an existing account;
g) Not attempting to collect on an account or not selling a covered account to a
debt collector;
h) Notifying law enforcement; or
i) Determining that no response is warranted under the particular circumstances
Flag:

Next Step:

Mitigation:

Presentation of
Suspicious Documents
Documents provided for
ID appeared altered or
forged.
The photo or physical
description is not
consistent with the
appearance of the
applicant.
Other information on
identification is
inconsistent with readily
accessible information
given on the application.
Example last name is
different.
Other information given to
open the new account is
not consistent with the ID
of the applicant. Example:
Customer is not referenced
on the lease agreement or
deed.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.
Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.

Do not open new covered
account.

Do not open new covered
account.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification.

Do not open new covered
account. If the customer
is able to verify
information, no further
action would be
necessary.

Inform the customer of the
discrepancy and ask the
customer to verify the
inconsistent information
with supporting
documentation.

Do not open new covered
account. If the customer
is able to verify
information, no further
action is necessary.
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Flag:

Next Step:

Mitigation:

Presentation of
Suspicious Documents

An application appears to
have been altered or
forged, or gives the
appearance of having been
destroyed and
reassembled.

Ask the customer to fill out
another application in the
office and verify all
suspicious information. If
proof of ownership appears
altered or forged we would
attempt to make contact
with the landlord/property
owner by phone, to provide
and verify the information.

Do not open new covered
account without proper
documentation. If the
customer or landlord is
able to provide acceptable
documentation and
verification of the
suspicious documentation
no further action is
necessary.

Suspicious Personal
Identifying Information
Applicant fails to provide
all personal ID upon
request. Example:
Government issued
identification and proof of
ownership or corporate
documents.

Advise the customer that
the document presented is
not acceptable, and request
to see another form of
identification or additional
documentation.

Do not open new covered
account without proper
documentation.

Unusual Use of
Suspicious Activity
Related to the Covered
Account
Change of billing address
is followed by request for
adding additional
properties to the account
(or shortly following the
notification of a change in
address, the utility
receives a request for the
addition of authorized
users on the account.)
Payments are made in a
manner associated with
fraud. For example,
deposit or initial payment
is made and no payments
are made thereafter.

In order to become an
authorized user the
customer must open a new
account with KEYS in which
we will validate their
identification and obtain
proper documentation for
initiating service.

Do not open new covered
account until all proper
documentation and
identification is received.

Contact the Customer

Follow our normal
collections procedures.
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Mail sent to customer is
repeatedly returned.

Customer notifies utility
that they are not receiving
their bill.
The utility is notified of
unauthorized charges or
transactions in connection
with a customer’s account.

Unusual Use of
Suspicious Activity
Related to the Covered
Account
Contact the customer to
verify and correct the
mailing address. In order
to correct the address the
customer must verify their
date of birth and/or driver's
license number.
Verify the identity of the
customer by their date of
birth and/or driver's license
number and then verify the
correct address.
Ask the customer to file a
formal complaint with the
proper authorities.

If you are able to verify
the correct address then
change the address on
file, no further action
should be necessary.
If you are able to verify
the correct address then
change the address on
file, no further action
should be necessary.
Notify law enforcement,
as needed.

Notice of Theft
Utility is notified by law
officials or others, that it
has opened a fraudulent
account for a person
engaged in identity theft.

Advise law officials that
proper documentation must
be submitted to the utility.
i.e. Court Order

Depending on what law
enforcement asks you to
do, you may close or
closely monitor the
account.

B. Identifying a Breach of Security
A breach of security means unauthorized access of data in electronic form containing
personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the
information is not used for a purpose unrelated to the business or subject to further
unauthorized use.
Personal information means either of the following:
a. An individual’s first name or first initial and last name in combination with any
one of the following data elements for that individual:
I.
A social security number;
II.
A driver license or identification card number, passport number,
military identification number, or other similar number issued on
a government document used to verify identity;
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III.

IV.

V.

VI.

A financial account number or credit or debit card number, in
combination with any required security code, access code, or
password that is necessary to permit access to an individual’s
financial account;
Any information regarding an individual’s medical history,
mental or physical condition, or medical treatment or diagnosis
by a health care professional;
An individual’s health insurance policy number or subscriber
identification number and any unique identifier used by a health
insurer to identify the individual.
A user name or email address, in combination with a password
or security question and answer that would permit access to an
online account.

C. Handling a Breach of Security
In order to prevent a breach in security all KEYS employees follow our Records
Retention and Disposal policies and procedures. To prevent identity theft, passwords
are used to protect and secure sensitive information. Employees are responsible for
taking the appropriate steps as outlined in the Employees Rules & Regulations
Handbook to select and secure their passwords.
In the event of a breach in security, KEYS’ privacy officer will be contacted immediately.
The privacy officer will be responsible for taking immediate steps to coordinate with
other departments in order to contain the breach, provide a preliminary assessment and
meet with the committee in order to coordinate a response. Once the breach has been
contained, the privacy officer and the committee need to evaluate the risk for
individuals associated with the breach. The committee needs to consider what personal
information was involved, determine whether or not the information is important,
establish the cause and extent of the breach and identify the risk. The decision on how
to respond will be made on a case by case basis depending on the significance of the
breach. The privacy officer will complete an incident report. KEYS will notify customers
of security breaches pursuant to section 501.171, Florida Statues, please see Appendix
IX. After any breach in security, the committee may review the incident and take any
actions necessary in order to prevent future breaches.
D. Handling Sensitive information
Sensitive information is defined as privileged or proprietary information which if
compromised through alteration, corruption, loss, misuse, or unauthorized disclosure,
could cause serious harm to the individuals or organizations owning it. All employees
creating, maintaining, using, or dispersing sensitive information should take reasonable
precautions to protect it from loss, misuse, or alteration.
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All employees need to be aware of what sensitive information they have in their files
and on their computers. Only information needed for business purposes should be kept
and protected. All sensitive information that is no longer needed must be disposed of at
the direction of KEYS’ records officer and our Records Retention and Disposal Policy.
Employees should also be aware of KEYS’ Breach in Security procedures as defined in
our Identity Theft Detection and Prevention Program. In order to keep information
secure and confidential employees are required to follow KEYS’ “Computer Password”
policy as outlined in the Employee Rules and Regulations Handbook.
All sensitive files are segregated in secure areas which are only available to KEYS’
employees. Paper documents or files, as well as CD’s, floppy disk, zip drives, tapes,
and backups containing sensitive information should be stored in a locked room or in a
locked file cabinet. Access to these areas will be limited to employees with a legitimate
business need. Employees shall not leave passwords for computers or keys for rooms
or file cabinets containing sensitive information in areas accessible to unauthorized
personnel. When printing, photocopying, or faxing, employees shall ensure that only
authorized personnel will be able to see the output. Employees should not leave
sensitive papers out on their desk when they are away from their workstations. At the
end of the business day, employees are required to put files away, log off their
computers, and lock their file cabinets and office doors. All sensitive information should
always be shredded immediately after being processed.
KEYS’ employees are trained to never leave computer terminals unattended with
sensitive information on the screen or accessible to others. All computers have been
enabled with a password-activated screen saver.
Only the customer service section of KEYS is accessible to unauthorized personnel. In
order for a visitor to obtain access to KEYS’ property they must follow the “Visitors”
policy as outlined in the Employee Rules and Regulations Handbook.
KEYS’ records officer is responsible for handling all records request from individuals
outside of our organization. In accordance with the Florida Sunshine Law, these
records are dispersed following our Records and Disposal Policy. Prior to providing any
information, we must omit or truncate any sensitive information.
E. Records Request/Disposal
Records Request
KEYS is required by Florida State Statutes and the Florida’s Sunshine Laws to
provide any member of the public access to KEYS’ records and to safeguard public
records. It is also the responsibility of KEYS to protect exempt and/or confidential
information contained within KEYS’ records.
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Records Disposal
Prior to records disposition, KEYS must ensure that retention has been satisfied by
the Division of Library and Information Service of the Department of State. A public
record may be destroyed or otherwise disposed of only in accordance with retention
schedules established by the Division.
KEYS’ records officer must submit a signed yearly statement attesting to the
agency’s compliance of records disposition laws, rules, and procedures to the
Division.
F. Procedures for Securing Personnel Records (including Medical)
When a new hire employee is processed, a personnel file is created, along with a
separate file containing payroll information. At that point, all social security and
banking information contained in the new hire documentation is redacted. As
documentation is generated and/or received for employees’ personnel files, all social
security and banking information is redacted before being placed into the personnel
files.
An additional file is created for each employee in order to maintain employees’ medical
information. All human resource employees who have access to employee medical
records are required to sign the Privacy Practice Notice and Contract – Keys Energy
Services Health Benefit Plan.
All personnel files, including medical records, are kept in a file room with an autolocking entry. Only human resources personnel have access to this file room.
G. Training and Screening
KEYS requires pre-employment screenings and background checks on all employees. All
references, driving records, and conviction records are reviewed prior to hiring
employees. Employees are also required to pass a pre-employment physical and a drug
screening is required for safety sensitive positions. All employees receive and are
subject to KEYS’ Employee Rules and Regulations Handbook which outlines many
guidelines for securing sensitive information.
At the direction of KEYS’ records officer all employees are trained on how to handle and
protect all sensitive information. In addition, all employees receive training on the
procedures outlining how to maintain and shred documents and destroy data in
accordance with our Records Retention and Disposal Policy. KEYS will require all
employees to use due diligence with regard to protecting all sensitive information.
Employees are trained in safeguarding sensitive information and identifying Red Flags
as outlined in our Identity Theft Detection and Prevention Program. Employees are also
trained on best practices on how to carefully monitor, secure, and protect sensitive
information and their workstations. Best practices include shredding all information that
12

has already been processed or is no longer needed. Employees will be trained on KEYS’
“Computer Password” policy guidelines outlined in the Employee Rules and Regulations
Handbook. In addition, job aids are available for employees who work with customers
face to face or by phone.
Annual training will be conducted for all employees about identity theft. KEYS will
provide supplemental training or revisions to the existing policies when deemed
necessary as it relates to identity theft.
H. Handling Reports of Suspected Identity Theft
When a consumer suspects identity theft, he must notify the utility in writing by
completing the Federal Trade Commission (FTC) Affidavit. Along with the FTC Affidavit,
the customer will be requested to provide a police report and government issued
identification. This information will be provided to the privacy officer who will be
responsible for taking the appropriate steps on how to handle each report of identity
theft on a case by case basis.
Once the privacy officer has received all the proper documentation, he/she will issue a
receipt to the customer acknowledging that we have received the notice of identity
theft. The privacy officer shall notify customer service immediately when the proper
documentation of identity theft is received. Customer service will then place a tickler
on the account to block information in regard to the account. All inquiries on those
specific accounts will be handled by the privacy officer and records officer. The privacy
officer will then review all internal documents and make a determination if any further
action is necessary.
If after the review of our internal documents the privacy officer has verified that all of
KEYS’ documentation is accurate and matches the information that the customer
provided, no further action will be necessary. KEYS will only take further action if
directed by a court order. If the privacy officer does find evidence that identity theft
has occurred, he/she will be responsible for taking appropriate action and notifying the
proper authorities. The privacy officer will also need to contact customer service and
provide them with information in regard to how to handle those specific accounts.
Examples of courses of action include close or block the breached account, open a new
account, monitor the existing account, or to cease collections.
The privacy officer will be responsible for notifying customer service of all identity theft
situations. A tickler with necessary information regarding the identity theft and course
of action will be placed on accounts as directed by the privacy officer.
No information is to be given directly to the consumer in regard to the investigation.
Once KEYS’ investigation is complete the privacy officer and records officer will be
responsible for providing necessary information.
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I. Victim Record Request
Under the FACT Act, identity theft victims are entitled to a copy of the application or
other business transaction records relating to their identity theft free of charge. KEYS
will provide these records to victims when requested, within a reasonable time, in
accordance with the Florida Statutes and the Florida Sunshine Law.
J. IT Security
The systems analysts and IT management will conduct audits on a quarterly basis using
the Identity Theft Detection and Prevention Program Checklist for information
technology. All systems administrators “analysts” and IT professionals shall sign
agreements to not disclose private information. System administrators and IT
professionals shall maintain logs of patches, security enhancements to PC workstations,
servers, switches, routers, firewalls, and any other network devices that pose a
potential security threat.
Two primary areas of security must be maintained by KEYS; first mitigate intrusion from
the internet. Second, KEYS must also consider internal threats that exist and institute
preventative measures to thwart compromises to IT security.
Externally, KEYS is monitored 24 x 7 x 365 with an iSensor provided by Dell
SecureWorks. The iSensor resides on-site but faces the public side or our network.
Daily status reports are sent from SecureWorks and reviewed by a designated Network
Administrator.
The next level of external protection is a Cisco Firewall, the network administrator is
responsible for maintaining updates and patches as needed, check security logs and reevaluate the need for open ports. An IPS “Intrusion Prevention System” is an added
module to KEYS’ Firewall protection. The IPS is also maintained quarterly with
applicable patches and updates to attack signatures. Enhancements to our security
posture have been made through more modern security strategies via Cisco hardware
and software. Our IPS solution combines an internal threat detection with client
security agents via FireAMP.
Additional measures are taken to address viruses and spam attacks from the internet
via Norton appliance “Norton Mail Gateway”. The appliance is maintained and
monitored by the Server Administrator.
Internal threats cover a diverse area of physical security of equipment through the use
of secure areas and preventing access to open ethernet ports on switches and routers.
All switches and routers that are adjacent to public areas are protected with physical
security (door combination or under lock and key).
KEYS internal users are the biggest threat to internal security breaches; through
14

personal internet browsing and the introduction of personal computer media or
peripherals that contain personal files and create the potential for security breaches.
KEYS’ Employee Computer Policy covers appropriate usage.
KEYS enforces a 30-day roll over for all user passwords. Passwords are required to be a
minimum of 8 characters and cannot be used in succession. KEYS Employee Computer
policy covers this requirement.
Internet web browsing is monitored through an appliance “iPrism”. Reports are run
upon request to view Internet browsing activity by KEYS’ employees. The “iPrism” is
maintained by the server administrator. Updates are installed as required.
KEYS’ Employee Internet policy covers appropriate usage.
Additional IT security is located under Appendix VIII of this program, which refers to
the Employee Rules & Regulations Handbook and provides information on KEYS’
Computer Acceptable Use Policy, KEYS’ Computer Password Policy and KEYS’ Electronic
Communications Systems.
K. Third Party Providers
In order to comply with the FACT Act, KEYS requires service providers who have access
to sensitive customer information to have written policies and procedures that will
detect, prevent, and mitigate identity theft that may arise in performance of the
contracted services. These written policies and procedures shall identify relevant red
flags that indicate possible identity theft of KEYS’ customers and shall include
reasonable steps to prevent and mitigate such identity theft. The service provider shall
notify KEYS and take appropriate steps to prevent and mitigate identity theft of any
KEYS customer. It is the service provider’s responsibility to protect our customers’
information.
L. Reports, Reviews and Updates for Policy Enforcement
Periodically, KEYS will review practices to ensure compliance with internal policies. The
privacy officer will be responsible for updating and maintaining the Identity Theft
Detection and Prevention Program Incident Report template. The reports will be used to
evaluate the effectiveness of and to amend the Identity Theft Detection and Prevention
Program as needed.
An annual report reviewing all incidents and program revisions will be submitted to the
Utility Board on a yearly basis.
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Reporting Tools:
The following form will be used to report Identity Theft and Breach of Security
Incidents:

BREACH OF SECURITY
INCIDENT REPORT TEMPLATE
1. Incident Details
Date incident discovered:
Incident discovered by:
Date incident occurred:
Duration of the incident:
Has the incident been resolved:
If yes, date incident was resolved:
Approximate number of individuals
affected:
Date of Privacy Committee
Meeting:
Incident report completed by:
Incident report completed on:
2. Incident Description
Provide a brief description:

3. Sensitive Information Breached
Social Security Number
Driver’s License or identification card number, passport, military identification number, or other
similar number issued on government document used to verify identity
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A financial account number or credit or debit card number, in combination with any required
security code, access code, or password that is necessary to permit access to an individual’s
financial account
Any information regarding medical history, mental or physical condition, or medical treatment
or diagnosis by a health care professional
An individual’s health insurance policy number or subscriber identification number and any
unique identifier used by a health insurer to identify the individual
Other_____________________________________________________________
Provide a brief description:

5. Who Else Has Been Notified?

6. What Steps Have Been Taken So Far?

6. Outcome of Privacy Committee Meeting?

17
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DEPARTMENT OF THE TREASURY
Office of the Comptroller of the
Currency
12 CFR Part 41
[Docket ID OCC–2007–0017]
RIN 1557–AC87

FEDERAL RESERVE SYSTEM
12 CFR Part 222
[Docket No. R–1255]

FEDERAL DEPOSIT INSURANCE
CORPORATION
12 CFR Parts 334 and 364
RIN 3064–AD00

DEPARTMENT OF THE TREASURY
Office of Thrift Supervision
12 CFR Part 571
[Docket No. OTS–2007–0019]
RIN 1550–AC04

NATIONAL CREDIT UNION
ADMINISTRATION
12 CFR Part 717
FEDERAL TRADE COMMISSION
16 CFR Part 681
RIN 3084–AA94

Identity Theft Red Flags and Address
Discrepancies Under the Fair and
Accurate Credit Transactions Act of
2003
Office of the Comptroller of
the Currency, Treasury (OCC); Board of
Governors of the Federal Reserve
System (Board); Federal Deposit
Insurance Corporation (FDIC); Office of
Thrift Supervision, Treasury (OTS);
National Credit Union Administration
(NCUA); and Federal Trade Commission
(FTC or Commission).
ACTION: Joint final rules and guidelines.
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AGENCIES:

SUMMARY: The OCC, Board, FDIC, OTS,
NCUA and FTC (the Agencies) are
jointly issuing final rules and guidelines
implementing section 114 of the Fair
and Accurate Credit Transactions Act of
2003 (FACT Act) and final rules
implementing section 315 of the FACT
Act. The rules implementing section
114 require each financial institution or
creditor to develop and implement a
written Identity Theft Prevention
Program (Program) to detect, prevent,
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and mitigate identity theft in connection
with the opening of certain accounts or
certain existing accounts. In addition,
the Agencies are issuing guidelines to
assist financial institutions and
creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the rules. The rules
implementing section 114 also require
credit and debit card issuers to assess
the validity of notifications of changes
of address under certain circumstances.
Additionally, the Agencies are issuing
joint rules under section 315 that
provide guidance regarding reasonable
policies and procedures that a user of
consumer reports must employ when a
consumer reporting agency sends the
user a notice of address discrepancy.
DATES: The joint final rules and
guidelines are effective January 1, 2008.
The mandatory compliance date for this
rule is November 1, 2008.
FOR FURTHER INFORMATION CONTACT:
OCC: Amy Friend, Assistant Chief
Counsel, (202) 874–5200; Deborah Katz,
Senior Counsel, or Andra Shuster,
Special Counsel, Legislative and
Regulatory Activities Division, (202)
874–5090; Paul Utterback, Compliance
Specialist, Compliance Department,
(202) 874–5461; or Aida Plaza Carter,
Director, Bank Information Technology,
(202) 874–4740, Office of the
Comptroller of the Currency, 250 E
Street, SW., Washington, DC 20219.
Board: David A. Stein or Ky TranTrong, Counsels, or Amy Burke,
Attorney, Division of Consumer and
Community Affairs, (202) 452–3667;
Kara L. Handzlik, Attorney, Legal
Division, (202) 452–3852; or John
Gibbons, Supervisory Financial Analyst,
Division of Banking Supervision and
Regulation, (202) 452–6409, Board of
Governors of the Federal Reserve
System, 20th and C Streets, NW.,
Washington, DC 20551.
FDIC: Jeffrey M. Kopchik, Senior
Policy Analyst, (202) 898–3872, or
David P. Lafleur, Policy Analyst, (202)
898–6569, Division of Supervision and
Consumer Protection; Richard M.
Schwartz, Counsel, (202) 898–7424, or
Richard B. Foley, Counsel, (202) 898–
3784, Legal Division, Federal Deposit
Insurance Corporation, 550 17th Street,
NW., Washington, DC 20429.
OTS: Ekita Mitchell, Consumer
Regulations Analyst, Compliance and
Consumer Protection, (202) 906–6451;
Kathleen M. McNulty, Technology
Program Manager, Information
Technology Risk Management, (202)
906–6322; or Richard Bennett, Senior
Compliance Counsel, Regulations and
Legislation Division, (202) 906–7409,
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Office of Thrift Supervision, 1700 G
Street, NW., Washington, DC 20552.
NCUA: Regina M. Metz, Staff
Attorney, Office of General Counsel,
(703) 518–6540, National Credit Union
Administration, 1775 Duke Street,
Alexandria, VA 22314–3428.
FTC: Naomi B. Lefkovitz, Attorney, or
Pavneet Singh, Attorney, Division of
Privacy and Identity Protection, Bureau
of Consumer Protection, (202) 326–
2252, Federal Trade Commission, 600
Pennsylvania Avenue, NW., Washington
DC 20580.
SUPPLEMENTARY INFORMATION:
I. Introduction
The President signed the FACT Act
into law on December 4, 2003.1 The
FACT Act added several new provisions
to the Fair Credit Reporting Act of 1970
(FCRA), 15 U.S.C. 1681 et seq. Section
114 of the FACT Act, 15 U.S.C.
1681m(e), amends section 615 of the
FCRA, and directs the Agencies to issue
joint regulations and guidelines
regarding the detection, prevention, and
mitigation of identity theft, including
special regulations requiring debit and
credit card issuers to validate
notifications of changes of address
under certain circumstances.2 Section
315 of the FACT Act, 15 U.S.C.
1681c(h), adds a new section 605(h)(2)
to the FCRA requiring the Agencies to
issue joint regulations that provide
guidance regarding reasonable policies
and procedures that a user of a
consumer report should employ when
the user receives a notice of address
discrepancy.
On July 18, 2006, the Agencies
published a joint notice of proposed
rulemaking (NPRM) in the Federal
Register (71 FR 40786) proposing rules
and guidelines to implement section
114 and proposing rules to implement
section 315 of the FACT Act. The public
comment period closed on September
18, 2006. The Agencies collectively
received a total of 129 comments in
response to the NPRM, although many
commenters sent copies of the same
letter to each of the Agencies. The
comments included 63 from financial
institutions, 12 from financial
institution holding companies, 23 from
financial institution trade associations,
12 from individuals, nine from other
trade associations, five from other
business entities, three from consumer
1 Pub.

L. 108–159.
111 of the FACT Act defines ‘‘identity
theft’’ as ‘‘a fraud committed using the identifying
information of another person, subject to such
further definition as the [Federal Trade]
Commission may prescribe, by regulation.’’ 15
U.S.C. 1681a(q)(3).
2 Section
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groups,3 one from a member of
Congress, and one from the United
States Small Business Administration
(SBA).
II. Section 114 of the FACT Act
A. Red Flag Regulations and Guidelines
1. Background
Section 114 of the FACT Act requires
the Agencies to jointly issue guidelines
for financial institutions and creditors
regarding identity theft with respect to
their account holders and customers.
Section 114 also directs the Agencies to
prescribe joint regulations requiring
each financial institution and creditor to
establish reasonable policies and
procedures for implementing the
guidelines, to identify possible risks to
account holders or customers or to the
safety and soundness of the institution
or ‘‘customer.’’4
In developing the guidelines, the
Agencies must identify patterns,
practices, and specific forms of activity
that indicate the possible existence of
identity theft. The guidelines must be
updated as often as necessary, and
cannot be inconsistent with the policies
and procedures issued under section
326 of the USA PATRIOT Act,5 31
U.S.C. 5318(l), that require verification
of the identity of persons opening new
accounts. The Agencies also must
consider including reasonable
guidelines that would apply when a
transaction occurs in connection with a
consumer’s credit or deposit account
that has been inactive for two years.
These guidelines would provide that in
such circumstances, a financial
institution or creditor ‘‘shall follow
reasonable policies and procedures’’ for
notifying the consumer, ‘‘in a manner
reasonably designed to reduce the
likelihood of identity theft.’’
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2. Overview of Proposal and Comments
Received
The Agencies proposed to implement
section 114 through regulations
requiring each financial institution and
creditor to implement a written Program
to detect, prevent and mitigate identity
theft in connection with the opening of
an account or any existing account. The
Agencies also proposed guidelines that
identified 31 patterns, practices, and
specific forms of activity that indicate a
possible risk of identity theft. The
proposed regulations required each
financial institution and creditor to
incorporate into its Program relevant
3 One

of these letters represented the comments
of five consumer groups.
4 Use of the term ‘‘customer,’’ here, appears to be
a drafting error and likely should read ‘‘creditor.’’
5 Pub. L. 107–56.
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indicators of a possible risk of identity
theft (Red Flags), including indicators
from among those listed in the
guidelines. To promote flexibility and
responsiveness to the changing nature of
identity theft, the proposed rules also
stated that covered entities would need
to include in their Programs relevant
Red Flags from applicable supervisory
guidance, their own experiences, and
methods that the entity had identified
that reflect changes in identity theft
risks.
The Agencies invited comment on all
aspects of the proposed regulations and
guidelines implementing section 114,
and specifically requested comment on
whether the elements described in
section 114 had been properly allocated
between the proposed regulations and
the proposed guidelines.
Consumer groups maintained that the
proposed regulations provided too
much discretion to financial institutions
and creditors to decide which accounts
and Red Flags to include in their
Programs and how to respond to those
Red Flags. These commenters stated that
the flexible and risk-based approach
taken in the proposed rulemaking
would permit ‘‘business as usual.’’
Some small financial institutions also
expressed concern about the flexibility
afforded by the proposal. These
commenters stated that they preferred to
have clearer, more structured guidance
describing exactly how to develop and
implement a Program and what they
would need to do to achieve
compliance.
Most commenters, however, including
many financial institutions and
creditors, asserted that the proposal was
overly prescriptive, contained
requirements beyond those mandated in
the FACT Act, would be costly and
burdensome to implement, and would
complicate the existing efforts of
financial institutions and creditors to
detect and prevent identity theft. Some
industry commenters asserted that the
rulemaking was unnecessary because
large businesses, such as banks and
telecommunications companies, already
are motivated to prevent identity theft
and other forms of fraud in order to
limit their own financial losses.
Financial institution commenters
maintained that they are already doing
most of what would be required by the
proposal as a result of having to comply
with the customer identification
program (CIP) regulations implementing
section 326 of the USA PATRIOT Act 6
and other existing requirements. These
6 See, e.g., 31 CFR 103.121 (applicable to banks,
thrifts and credit unions and certain non-federally
regulated banks).
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commenters suggested that the
regulations and guidelines take the form
of broad objectives modeled on the
objectives set forth in the ‘‘Interagency
Guidelines Establishing Information
Security Standards’’ (Information
Security Standards).7 A few financial
institution commenters asserted that the
primary cause of identity theft is the
lack of care on the part of the consumer.
They stated that consumers should be
held responsible for protecting their
own identifying information.
The Agencies have modified the
proposed rules and guidelines in light of
the comments received. An overview of
the final rules, guidelines, and
supplement, a discussion of the
comments, and the specific manner in
which the proposed rules and
guidelines have been modified, follows.
3. Overview of final rules and
guidelines
The Agencies are issuing final rules
and guidelines that provide both
flexibility and more guidance to
financial institutions and creditors. The
final rules also require the Program to
address accounts where identity theft is
most likely to occur. The final rules
describe which financial institutions
and creditors are required to have a
Program, the objectives of the Program,
the elements that the Program must
contain, and how the Program must be
administered.
Under the final rules, only those
financial institutions and creditors that
offer or maintain ‘‘covered accounts’’
must develop and implement a written
Program. A covered account is (1) an
account primarily for personal, family,
or household purposes, that involves or
is designed to permit multiple payments
or transactions, or (2) any other account
for which there is a reasonably
foreseeable risk to customers or the
safety and soundness of the financial
institution or creditor from identity
theft. Each financial institution and
creditor must periodically determine
whether it offers or maintains a
‘‘covered account.’’
The final regulations provide that the
Program must be designed to detect,
prevent, and mitigate identity theft in
connection with the opening of a
covered account or any existing covered
account. In addition, the Program must
be tailored to the entity’s size,
complexity and nature of its operations.
7 12 CFR part 30, app. B (national banks); 12 CFR
part 208, app. D–2 and part 225, app. F (state
member banks and holding companies); 12 CFR
part 364, app. B (state non-member banks); 12 CFR
part 570, app. B (savings associations); 12 CFR part
748, App. A (credit unions).
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The final regulations list the four
basic elements that must be included in
the Program of a financial institution or
creditor. The Program must contain
‘‘reasonable policies and procedures’’
to:
• Identify relevant Red Flags for
covered accounts and incorporate those
Red Flags into the Program;
• Detect Red Flags that have been
incorporated into the Program;
• Respond appropriately to any Red
Flags that are detected to prevent and
mitigate identity theft; and
• Ensure the Program is updated
periodically, to reflect changes in risks
to customers or to the safety and
soundness of the financial institution or
creditor from identity theft.
The regulations also enumerate
certain steps that financial institutions
and creditors must take to administer
the Program. These steps include
obtaining approval of the initial written
Program by the board of directors or a
committee of the board, ensuring
oversight of the development,
implementation and administration of
the Program, training staff, and
overseeing service provider
arrangements.
In order to provide financial
institutions and creditors with more
flexibility in developing a Program, the
Agencies have moved certain detail
formerly contained in the proposed
regulations to the guidelines located in
Appendix J. This detailed guidance
should assist financial institutions and
creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the regulations to
detect, prevent, and mitigate identity
theft. Each financial institution or
creditor that is required to implement a
Program must consider the guidelines
and include in its Program those
guidelines that are appropriate. The
guidelines provide policies and
procedures for use by institutions and
creditors, where appropriate, to satisfy
the requirements of the final rules,
including the four elements listed
above. While an institution or creditor
may determine that particular
guidelines are not appropriate to
incorporate into its Program, the
Program must nonetheless contain
reasonable policies and procedures to
meet the specific requirements of the
final rules. The illustrative examples of
Red Flags formerly in Appendix J are
now listed in a supplement to the
guidelines.
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4. Section-by-Section Analysis 8
Sectionl.90(a) Purpose and Scope
Proposed §l.90(a) described the
statutory authority for the proposed
regulations, namely, section 114 of the
FACT Act. It also defined the scope of
this section; each of the Agencies
proposed tailoring this paragraph to
describe those entities to which this
section would apply. The Agencies
received no comments on this section,
and it is adopted as proposed.
Sectionl.90(b) Definitions
Proposed §l.90(b) contained
definitions of various terms that applied
to the proposed rules and guidelines.
While §l.90(b) of the final rules
continues to describe the definitions
applicable to the final rules and
guidelines, changes have been made to
address the comments, as follows.
Sectionl.90(b)(1) Account. The
Agencies proposed using the term
‘‘account’’ to describe the relationships
covered by section 114 that an account
holder or customer may have with a
financial institution or creditor.9 The
proposed definition of ‘‘account’’ was ‘‘a
continuing relationship established to
provide a financial product or service
that a financial holding company could
offer by engaging in an activity that is
financial in nature or incidental to such
a financial activity under section 4(k) of
the Bank Holding Company Act, 12
U.S.C. 1843(k).’’ The definition also
gave examples of types of ‘‘accounts.’’
Some commenters stated that the
regulations do not need a definition of
‘‘account’’ to give effect to their terms.
Some commenters maintained that a
new definition for ‘‘account’’ would be
confusing as this term is already defined
inconsistently in several regulations and
in section 615(e) of the FCRA. These
commenters recommended that the
8 The OCC, Board, FDIC, OTS and NCUA are
placing the regulations and guidelines
implementing section 114 in the part of their
regulations that implement the FCRA—12 CFR
parts 41, 222, 334, 571, and 717, respectively. In
addition, the FDIC cross-references the regulations
and guidelines in 12 CFR part 364. For ease of
reference, the discussion in this preamble uses the
shared numerical suffix of each of these agency’s
regulations. The FTC also is placing the final
regulations and guidelines in the part of its
regulations implementing the FCRA, specifically 16
CFR part 681. However, the FTC uses different
numerical suffixes that equate to the numerical
suffixes discussed in the preamble as follows:
preamble suffix .82 = FTC suffix .1, preamble suffix
.90 = FTC suffix .2, and preamble suffix .91 = FTC
suffix .3. In addition, Appendix J referenced in the
preamble is the FTC’s Appendix A.
9 The Agencies acknowledged that section 114
does not use the term ‘‘account’’ and, in other
contexts, the FCRA defines the term ‘‘account’’
narrowly to describe certain consumer deposit or
asset accounts. See 15 U.S.C. 1681a(r)(4).
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Agencies use the term ‘‘continuing
relationship’’ instead, and define this
phrase in a manner consistent with the
Agencies’’ privacy rules 10
implementing Title V of the GrammLeach-Bliley Act (GLBA), 15 U.S.C.
6801.11 These commenters urged that
the definition of ‘‘account’’ not be
expanded to include relationships that
are not ‘‘continuing.’’ They stated that it
would be very burdensome to gather
and maintain information on noncustomers for one-time transactions.
Other commenters suggested defining
the term ‘‘account’’ in a manner
consistent with the CIP rules.
Many commenters stated that defining
‘‘account’’ to cover both consumer and
business accounts was too broad,
exceeded the scope of the FACT Act,
and would make the regulation too
burdensome. These commenters
recommended limiting the scope of the
regulations and guidelines to cover only
consumer financial services, specifically
accounts established for personal,
family and household purposes, because
these types of accounts typically are
targets of identity theft. They asserted
that identity theft has not historically
been common in connection with
business or commercial accounts.
Consumer groups maintained that the
proposed definition of ‘‘account’’ was
too narrow. They explained that because
the proposed definition was tied to
financial products and services that can
be offered under the Bank Holding
Company Act, it inappropriately
excluded certain transactions involving
creditors that are not financial
institutions that should be covered by
the regulations. Some of these
commenters recommended that the
definition of ‘‘account’’ include any
relationship with a financial institution
or creditor in which funds could be
intercepted or credit could be extended,
as well as any other transaction which
could obligate an individual or other
covered entity, including transactions
that do not result in a continuing
relationship. Others suggested that there
should be no flexibility to exclude any
account that is held by an individual or
which generates information about
individuals that reflects on their
financial or credit reputations.
The Agencies have modified the
definition of ‘‘account’’ to address these
comments. First, the final rules now
apply to ‘‘covered accounts,’’ a term that
the Agencies have added to the
definition section to eliminate
10 See 12 CFR 40 (OCC); 12 CFR 216 (Board); 12
CFR 332 (FDIC); 12 CFR 573 (OTS); 12 CFR 716
(NCUA); and 16 CFR 313 (FTC).
11 Pub. L. 106–102.
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confusion between these rules and other
rules that apply to an ‘‘account.’’ The
Agencies have retained a definition of
‘‘account’’ simply to clarify and provide
context for the definition of ‘‘covered
account.’’
Section 114 provides broad discretion
to the Agencies to prescribe regulations
and guidelines to address identity theft.
The terminology in section 114 is not
confined to ‘‘consumer’’ accounts.
While identity theft primarily has been
directed at consumers, the Agencies are
aware that small businesses also have
been targets of identity theft. Over time,
identity theft could expand to affect
other types of accounts. Thus, the
definition of ‘‘account’’ in §l.90(b)(1)
of the final rules continues to cover any
relationship to obtain a product or
service that an account holder or
customer may have with a financial
institution or creditor.12 Through
examples, the definition makes clear
that the purchase of property or services
involving a deferred payment is
considered to be an account.
Although the definition of ‘‘account’’
includes business accounts, the riskbased nature of the final rules allows
each financial institution or creditor
flexibility to determine which business
accounts will be covered by its Program
through a risk evaluation process.
The Agencies also recognize that a
person may establish a relationship with
a creditor, such as an automobile dealer
or a telecommunications provider,
primarily to obtain a product or service
that is not financial in nature. To make
clear that an ‘‘account’’ includes
relationships with creditors that are not
financial institutions, the definition is
no longer tied to the provision of
‘‘financial’’ products and services.
Accordingly, the Agencies have deleted
the reference to the Bank Holding
Company Act.
The definition of ‘‘account’’ still
includes the words ‘‘continuing
relationship.’’ The Agencies have
determined that, at this time, the burden
that would be imposed upon financial
institutions and creditors by a
requirement to detect, prevent and
mitigate identity theft in connection
with single, non-continuing transactions
by non-customers would outweigh the
benefits of such a requirement. The
Agencies recognize, however, that
identity theft may occur at the time of
account opening. Therefore, as detailed
below, the obligations of the final rule
apply not only to existing accounts,
where a relationship already has been
12 Accordingly, the definition of ‘‘account’’ still
applies to fiduciary, agency, custodial, brokerage
and investment advisory activities.
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established, but also to account
openings, when a relationship has not
yet been established.
Sectionl.90(b)(2) Board of Directors.
The proposed regulations discussed the
role of the board of directors of a
financial institution or creditor. For
financial institutions and creditors
covered by the regulations that do not
have boards of directors, the proposed
regulations defined ‘‘board of directors’’
to include, in the case of a branch or
agency of a foreign bank, the managing
official in charge of the branch or
agency. For other creditors that do not
have boards of directors, the proposed
regulations defined ‘‘board of directors’’
as a designated employee.
Consumer groups objected to the
proposed definition as it applied to
creditors that do not have boards of
directors. These commenters
recommended that for these entities,
‘‘board of directors’’ should be defined
as a designated employee at the level of
senior management. They asserted that
otherwise, institutions that do not have
a board of directors would be given an
unfair advantage for purposes of the
substantive provisions of the rules,
because they would be permitted to
assign any employee to fulfill the role of
the ‘‘board of directors.’’
The Agencies agree this important
role should be performed by an
employee at the level of senior
management, rather than any designated
employee. Accordingly, the definition of
‘‘board of directors’’ has been revised in
§ l.90(b)(2) of the final rules so that, in
the case of a creditor that does not have
a board of directors, the term ‘‘board of
directors’’ means ‘‘a designated
employee at the level of senior
management.’’
Section l.90(b)(3) Covered Account.
As mentioned previously, the Agencies
have added a new definition of
‘‘covered account’’ in § l.90(b)(3) to
describe the type of ‘‘account’’ covered
by the final rules. The proposed rules
would have provided a financial
institution or creditor with broad
flexibility to apply its Program to those
accounts that it determined were
vulnerable to the risk of identity theft,
and did not mandate coverage of any
particular type of account.
Consumer group commenters urged
the Agencies to limit the discretion
afforded to financial institutions and
creditors by requiring them to cover
consumer accounts in their Programs.
While seeking to preserve their
discretion, many industry commenters
requested that the Agencies limit the
final rules to consumer accounts, where
identity theft is most likely to occur.
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The Agencies recognize that
consumer accounts are presently the
most common target of identity theft
and acknowledge that Congress
expected the final regulation to address
risks of identity theft to consumers.13
For this reason, the final rules require
each Program to cover accounts
established primarily for personal,
family or household purposes, that
involve or are designed to permit
multiple payments or transactions, i.e.,
consumer accounts. As discussed above
in connection with the definition of
‘‘account,’’ the final rules also require
the Programs of financial institutions
and creditors to cover any other type of
account that the institution or creditor
offers or maintains for which there is a
reasonably foreseeable risk from identity
theft.
Accordingly, the definition of
‘‘covered account’’ is divided into two
parts. The first part refers to ‘‘an account
that a financial institution or creditor
offers or maintains, primarily for
personal, family, or household
purposes, that involves or is designed to
permit multiple payments or
transactions.’’ The definition provides
examples to illustrate that these types of
consumer accounts include, ‘‘a credit
card account, mortgage loan, automobile
loan, margin account, cell phone
account, utility account, checking
account, or savings account.’’14
The second part of the definition
refers to ‘‘any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.’’ This part of the
definition reflects the Agencies’ belief
that other types of accounts, such as
small business accounts or sole
proprietorship accounts, may be
vulnerable to identity theft, and,
therefore, should be considered for
coverage by the Program of a financial
institution or creditor.
In response to the proposed definition
of ‘‘account,’’ a trade association
representing credit unions suggested
that the term ‘‘customer’’ in the
definition be revised to refer to
13 See S. Rep. No. 108–166 at 13 (Oct. 17, 2003)
(accompanying S. 1753).
14 These examples reflect the fact that the rules
are applicable to a variety of financial institutions
and creditors. They are not intended to confer any
additional powers on covered entities. Nonetheless,
some of the Agencies have chosen to limit the
examples in their rule texts to those products
covered entities subject to their jurisdiction are
legally permitted to offer.
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‘‘member’’ to better reflect the
ownership structure of some financial
institutions or to ‘‘consumer’’ to include
all individuals doing business at all
types of financial institutions. The
definition of ‘‘account’’ in the final rules
no longer makes reference to the term
‘‘customer’’; however, the definition of
‘‘covered account’’ continues to employ
this term, to be consistent with section
114 of the FACT Act, which uses the
term ‘‘customer.’’ Of course, in the case
of credit unions, the final rules and
guidelines will apply to the accounts of
members that are maintained primarily
for personal, family, or household
purposes, and those that are otherwise
subject to a reasonably foreseeable risk
of identity theft.
Sections l.90(b)(4) and (b)(5) Credit
and Creditor. The proposed rules
defined these terms by cross-reference
to the relevant sections of the FCRA.
There were no comments on the
definition of ‘‘credit’’ and § l.90(b)(4)
of the final rules adopts the definition
as proposed.
Some commenters asked the Agencies
to clarify that the term ‘‘creditor’’ does
not cover third-party debt collectors
who regularly arrange for the extension,
renewal, or continuation of credit.
Section 114 applies to financial
institutions and creditors. Under the
FCRA, the term ‘‘creditor’’ has the same
meaning as in section 702 of the Equal
Credit Opportunity Act (ECOA), 15
U.S.C. 1691a.15 ECOA defines
‘‘creditor’’ to include a person who
arranges for the extension, renewal, or
continuation of credit, which in some
cases could include third-party debt
collectors. 15 U.S.C. 1691a(e).
Therefore, the Agencies are not
excluding third-party debt collectors
from the scope of the final rules, and
§ l.90(b)(5) of the final rules adopts the
definition of ‘‘creditor’’ as proposed.
Section l.90(b)(6) Customer. Section
114 of the FACT Act refers to ‘‘account
holders’’ and ‘‘customers’’ of financial
institutions and creditors without
defining either of these terms. For ease
of reference, the Agencies proposed to
use the term ‘‘customer’’ to encompass
both ‘‘customers’’ and ‘‘account
holders.’’ ‘‘Customer’’ was defined as a
person that has an account with a
financial institution or creditor. The
proposed definition of ‘‘customer’’
applied to any ‘‘person,’’ defined by the
FCRA as any individual, partnership,
corporation, trust, estate, cooperative,
association, government or
governmental subdivision or agency, or
other entity.16 The proposal explained
15 See
16 See

15 U.S.C. 1681a(r)(5).
15 U.S.C. 1681a(b).
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that the Agencies chose this broad
definition because, in addition to
individuals, various types of entities
(e.g., small businesses) can be victims of
identity theft. Under the proposed
definition, however, a financial
institution or creditor would have had
the discretion to determine which type
of customer accounts would be covered
under its Program, since the proposed
regulations were risk-based.17
As noted above, most industry
commenters maintained that including
all persons, not just consumers, within
the definition of ‘‘customer’’ would
impose a substantial financial burden
on financial institutions and creditors,
and make compliance with the
regulations more burdensome. These
commenters stated that business
identity theft is rare, and maintained
that financial institutions and creditors
should be allowed to direct their fraud
prevention resources to the areas of
highest risk. They also noted that
businesses are more sophisticated than
consumers, and are in a better position
to protect themselves against fraud than
consumers, both in terms of prevention
and in enforcing their legal rights.
Some financial institution
commenters were concerned that the
broad definition of ‘‘customer’’ would
create opportunities for commercial
customers to shift responsibility from
themselves to the financial institution
for not discovering Red Flags and
alerting business customers about
embezzlement or other fraudulent
transactions by the commercial
customer’s own employees. These
commenters suggested narrowing the
definition to cover natural persons and
to exclude business customers. Some of
these commenters suggested that the
definition of ‘‘customer’’ should be
consistent with the definition of this
term in the Information Security
Standards and the Agencies’ privacy
rules.
Consumer groups commented that the
proposed definition of ‘‘customer’’ was
too narrow. They recommended that the
definition be amended, so that the
regulations would not only protect
persons who are already customers of a
financial institution or creditor, but also
persons whose identities are used by an
imposter to open an account.
Section l.90(b)(6) of the final rule
defines ‘‘customer’’ to mean a person
that has a ‘‘covered account’’ with a
financial institution or creditor. Under
the definition of ‘‘covered account,’’ an

individual who has a consumer account
will always be a ‘‘customer.’’ A
‘‘customer’’ may also be a person that
has another type of account for which
a financial institution or creditor
determines there is a reasonably
foreseeable risk to its customers or to its
own safety and soundness from identity
theft.
The Agencies note that the
Information Security Standards and the
privacy rules implemented various
sections of Title V of the GLBA, 15
U.S.C. 6801, which specifically apply
only to customers who are consumers.
By contrast, section 114 does not define
the term ‘‘customer.’’ Because the
Agencies continue to believe that a
business customer can be a target of
identity theft, the final rules contain a
risk-based process designed to ensure
that these types of customers will be
covered by the Program of a financial
institution or creditor, when the risk of
identity theft is reasonably foreseeable.
The definition of ‘‘customer’’ in the
final rules continues to cover only
customers that already have accounts.
The Agencies note, however, that the
substantive provisions of the final rules,
described later, require the Program of
a financial institution or creditor to
detect, prevent, and mitigate identity
theft in connection with the opening of
a covered account as well as any
existing covered account. The final rules
address persons whose identities are
used by an imposter to open an account
in these substantive provisions, rather
than through the definition of
‘‘customer.’’
Section l.90(b)(7) Financial
Institution. The Agencies received no
comments on the proposed definition of
‘‘financial institution.’’ It is adopted in
§ l.90(b)(7), as proposed, with a crossreference to the relevant definition in
the FCRA.
Section l.90(b)(8) Identity Theft. The
proposal defined ‘‘identity theft’’ by
cross-referencing the FTC’s rule that
defines ‘‘identity theft’’ for purposes of
the FCRA.18
Most industry commenters objected to
the breadth of the proposed definition of
‘‘identity theft.’’ They recommended
that the definition include only actual
fraud committed using identifying
information of a consumer, and exclude
attempted fraud, identity theft
committed against businesses, and any
identity fraud involving the creation of
a fictitious identity using fictitious data
combined with real information from

17 Proposed § l.90(d)(1) required this
determination to be substantiated by a risk
evaluation that takes into consideration which
customer accounts of the financial institution or
creditor are subject to a risk of identity theft.

18 69 FR 63922 (Nov. 3, 2004) (codified at 16 CFR
603.2(a)). Section 111 of the FACT Act added
several new definitions to the FCRA, including
‘‘identity theft,’’ and authorized the FTC to further
define this term. See 15 U.S.C. 1681a.
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multiple individuals. By contrast,
consumer groups supported a broad
interpretation of ‘‘identity theft,’’
including the incorporation of
‘‘attempted fraud’’ in the definition.
Section l.90(b)(8) of the final rules
adopts the definition of ‘‘identity theft’’
as proposed. The Agencies believe that
it is important to ensure that all
provisions of the FACT Act that address
identity theft are interpreted in a
consistent manner. Therefore, the final
rule continues to define identity theft
with reference to the FTC’s regulation,
which as currently drafted provides that
the term ‘‘identity theft’’ means ‘‘a fraud
committed or attempted using the
identifying information of another
person without authority.’’ 19 The FTC
defines the term ‘‘identifying
information’’ to mean ‘‘any name or
number that may be used, alone or in
conjunction with any other information,
to identify a specific person, including
any—
(1) Name, social security number, date
of birth, official State or government
issued driver’s license or identification
number, alien registration number,
government passport number, employer
or taxpayer identification number;
(2) Unique biometric data, such as
fingerprint, voice print, retina or iris
image, or other unique physical
representation;
(3) Unique electronic identification
number, address, or routing code; or
(4) Telecommunication identifying
information or access device (as defined
in 18 U.S.C. 1029(e)).
Thus, under the FTC’s regulation, the
creation of a fictitious identity using any
single piece of information belonging to
a real person falls within the definition
of ‘‘identity theft’’ because such a fraud
involves ‘‘using the identifying
information of another person without
authority.’’ 20
Section l.90(b)(9) Red Flag. The
proposed regulations defined ‘‘Red
Flag’’ as a pattern, practice, or specific
activity that indicates the possible risk
of identity theft. The preamble to the
proposed rules explained that indicators
of a ‘‘possible risk’’ of identity theft
would include precursors to identity
theft such as phishing,21 and security
breaches involving the theft of personal
information, which often are a means to
acquire the information of another
person for use in committing identity
theft. The preamble explained that the
Agencies included such precursors to
19 See

16 CFR 603.2(a).
16 CFR 603.2(b).
21 Electronic messages to customers of financial
institutions and creditors directing them to provide
personal information in response to a fraudulent
e-mail.
20 See
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identity theft as ‘‘Red Flags’’ to better
position financial institutions and
creditors to stop identity theft at its
inception.
Most industry commenters objected to
the broad scope of the definition of
‘‘Red Flag,’’ particularly the phrase
‘‘possible risk of identity theft.’’ These
commenters believed that this definition
would require financial institutions and
creditors to identify all risks and
develop procedures to prevent or
mitigate them, without regard to the
significance of the risk. They asserted
that the statute does not support the use
of ‘‘possible risk’’ and suggested
defining a ‘‘Red Flag’’ as an indicator of
significant, substantial, or the probable
risk of identity theft. These commenters
stated that this would allow a financial
institution or creditor to focus
compliance in areas where it is most
needed.
Most industry commenters also stated
that the inclusion of precursors to
identity theft in the definition of ‘‘Red
Flag’’ would make the regulations even
broader and more burdensome. They
stated that financial institutions and
creditors do not have the ability to
detect and respond to precursors, such
as phishing, in the same manner as
other Red Flags that are more indicative
of actual ongoing identity theft.
By contrast, consumer groups
supported the inclusion of the phrase
‘‘possible risk of identity theft’’ and the
reference to precursors in the proposed
definition of ‘‘Red Flag.’’ These
commenters stated that placing
emphasis on detecting precursors to
identity theft, instead of waiting for
proven cases, is the right approach.
The Agencies have concluded that the
phrase ‘‘possible risk’’ in the proposed
definition of ‘‘Red Flag’’ is confusing
and could unduly burden entities with
limited resources. Therefore, the final
rules define ‘‘Red Flag’’ in § l.90(b)(9)
using language derived directly from
section 114, namely, ‘‘a pattern,
practice, or specific activity that
indicates the possible existence of
identity theft.’’ 22
The Agencies continue to believe,
however, that financial institutions and
creditors should consider precursors to
identity theft in order to stop identity
theft before it occurs. Therefore, as
described below, the Agencies have
chosen to address precursors directly,
through a substantive provision in
section IV of the guidelines titled
‘‘Prevention and Mitigation,’’ rather
than through the definition of ‘‘Red
Flag.’’ This provision states that a
financial institution or creditor should
22 15
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consider aggravating factors that may
heighten the risk of identity theft in
determining an appropriate response to
the Red Flags it detects.
Section l.90(b)(10) Service Provider.
The proposed regulations defined
‘‘service provider’’ as a person that
provides a service directly to the
financial institution or creditor. This
definition was based upon the
definition of ‘‘service provider’’ in the
Information Security Standards.23
One commenter agreed with this
definition. However, two other
commenters stated that the definition
was too broad. They suggested
narrowing the definition of ‘‘service
provider’’ to persons or entities that
have access to customer information.
Section l.90(b)(10) of the final rules
adopts the definition as proposed. The
Agencies have concluded that defining
‘‘service provider’’ to include only
persons that have access to customer
information would inappropriately
narrow the coverage of the final rules.
The Agencies have interpreted section
114 broadly to require each financial
institution and creditor to detect,
prevent, and mitigate identity theft not
only in connection with any existing
covered account, but also in connection
with the opening of an account. A
financial institution or creditor is
ultimately responsible for complying
with the final rules and guidelines even
if it outsources an activity to a thirdparty service provider. Thus, a financial
institution or creditor that uses a service
provider to open accounts will need to
provide for the detection, prevention,
and mitigation of identity theft in
connection with this activity, even
when the service provider has access to
the information of a person who is not
yet, and may not become, a ‘‘customer.’’
Section l.90(c) Periodic Identification
of Covered Accounts
To simplify compliance with the final
rules, the Agencies added a new
provision in § l.90(c) that requires each
financial institution and creditor to
periodically determine whether it offers
or maintains any covered accounts. As
a part of this determination, a financial
institution or creditor must conduct a
risk assessment to determine whether it
23 The Information Security Standards define
‘‘service provider’’ to mean any person or entity
that maintains, processes, or otherwise is permitted
access to customer information or consumer
information through the provision of services
directly to the financial institution. 12 CFR part 30,
app. B (national banks); 12 CFR part 208, app. D–
2 and part 225, app. F (state member banks and
holding companies); 12 CFR part 364, app. B (state
non-member banks); 12 CFR part 570, app. B
(savings associations); 12 CFR part 748, App. A
(credit unions).
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offers or maintains covered accounts
described in § l.90(b)(3)(ii) (accounts
other than consumer accounts), taking
into consideration:
• The methods it provides to open its
accounts;
• The methods it provides to access
its accounts; and
• Its previous experiences with
identity theft.
Thus, a financial institution or
creditor should consider whether, for
example, a reasonably foreseeable risk
of identity theft may exist in connection
with business accounts it offers or
maintains that may be opened or
accessed remotely, through methods
that do not require face-to-face contact,
such as through the internet or
telephone. In addition, those
institutions and creditors that offer or
maintain business accounts that have
been the target of identity theft should
factor those experiences with identity
theft into their determination.
This provision is modeled on various
process-oriented and risk-based
regulations issued by the Agencies, such
as the Information Security Standards.
Compliance with this type of regulation
is based upon a regulated entity’s own
preliminary risk assessment. The risk
assessment required here directs a
financial institution or creditor to
determine, as a threshold matter,
whether it will need to have a
Program.24 If a financial institution or
creditor determines that it does need a
Program, then this risk assessment will
enable the financial institution or
creditor to identify those accounts the
Program must address. This provision
also requires a financial institution or
creditor that initially determines that it
does not need to have a Program to
reassess periodically whether it must
develop and implement a Program in
light of changes in the accounts that it
offers or maintains and the various other
factors set forth in the provision.
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Section l.90(d)(1) Identity Theft
Prevention Program Requirement
Proposed § l.90(c) described the
primary objectives of a Program. It
stated that each financial institution or
creditor must implement a written
Program that includes reasonable
policies and procedures to address the
risk of identity theft to its customers and
to the safety and soundness of the
financial institution or creditor, in the
manner described in proposed
24 The Agencies anticipate that some financial
institutions and creditors, such as various creditors
regualted by the FTC that solely engage in businessto-business transactions, will be able to determine
that they do not need to develop and implement a
Program.
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§ l.90(d), which described the
development and implementation of a
Program. It also stated that the Program
must address financial, operational,
compliance, reputation, and litigation
risks and be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
Some commenters believed that the
proposed regulations exceeded the
scope of section 114 by covering deposit
accounts and by requiring a response to
the risk of identity theft, not just the
identification of the risk of identity
theft. One commenter expressed
concern about the application of the
Program to existing accounts.
The SBA commented that requiring
all small businesses covered by the
regulations to create a written Program
would be overly burdensome. Several
financial institution commenters
objected to what they perceived as a
proposed requirement that financial
institutions and creditors have a written
Program solely to address identity theft.
They recommended that the final
regulations allow a covered entity to
simply maintain or expand its existing
fraud prevention and information
security programs as long as they
included the detection, prevention, and
mitigation of identity theft. Some of
these commenters stated that requiring
a written program would merely focus
examiner attention on documentation
and cause financial institutions to
produce needless paperwork.
While commenters generally agreed
that the Program should be appropriate
to the size and complexity of the
financial institution or creditor, and the
nature and scope of its activities, many
industry commenters objected to the
prescriptive nature of this section. They
urged the Agencies to provide greater
flexibility to financial institutions and
creditors by allowing them to
implement their own procedures as
opposed to those provided in the
proposed regulations. Several other
commenters suggested permitting
financial institutions and creditors to
take into account the cost and
effectiveness of policies and procedures
and the institution’s history of fraud
when designing its Program.
Several financial institution
commenters maintained that the
Program required by the proposed rules
was not sufficiently flexible. They
maintained that a true risk-based
approach would permit institutions to
prioritize the importance of various
controls, address the most important
risks first, and accept the good faith
judgments of institutions in
differentiating among their options for
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conducting safe, sound, and compliant
operations. Some of these commenters
urged the Agencies to revise the final
rules and guidelines and adopt an
approach similar to the Information
Security Standards which they
characterized as providing institutions
with an outline of issues to consider
without requiring specific approaches.
Although a few commenters believed
that the proposed requirement to update
the Program was burdensome and
should be eliminated, most commenters
agreed that the Program should be
designed to address changing risks over
time. A number of these commenters,
however, objected to the requirement
that the Program must be designed to
address changing identity theft risks ‘‘as
they arise,’’ as too burdensome a
standard. Instead, they recommended
that the final regulations require a
financial institution or creditor to
reassess periodically whether to adjust
the types of accounts covered or Red
Flags to be detected based upon any
changes in the types and methods of
identity theft that an institution or
creditor has experienced.
Section l.90(d) of the final rules
requires each financial institution or
creditor that offers or maintains one or
more covered accounts to develop and
implement a written Program that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. To signal that
the final rules are flexible, and allow
smaller financial institutions and
creditors to tailor their Programs to their
operations, the final rules state that the
Program must be appropriate to the size
and complexity of the financial
institution or creditor and the nature
and scope of its activities.
The guidelines are appended to the
final rules to assist financial institutions
and creditors in the formulation and
maintenance of a Program that satisfies
the requirements of the regulation.
Section I of the guidelines, titled ‘‘The
Program,’’ makes clear that a covered
entity may incorporate into its Program,
as appropriate, its existing processes
that control reasonably foreseeable risks
to customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program. This will avoid duplication
and allow covered entities to benefit
from existing policies and procedures.
The Agencies do not agree with those
commenters who asserted that the scope
of the proposed regulations (and hence
the final rules that adopt the identical
approach with respect to these issues)
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exceed the Agencies’’ statutory
mandate. First, section 114 clearly
permits the Agencies to issue
regulations and guidelines that address
more than the mere identification of the
risk of identity theft. Section 114
contains a broad mandate directing the
Agencies to issue guidelines ‘‘regarding
identity theft’’ and to prescribe
regulations requiring covered entities to
establish reasonable policies and
procedures for implementing the
guidelines. Second, two provisions in
section 114 indicate that Congress
expected the Agencies to issue final
regulations and guidelines requiring
financial institutions and creditors to
detect, prevent, and mitigate identity
theft.
The first relevant provision is codified
in section 615(e)(1)(C) of the FCRA,
where Congress addressed a particular
scenario involving card issuers. In that
provision, Congress directed the
Agencies to prescribe regulations
requiring a card issuer to take specific
steps to assess the validity of a change
of address request when it receives such
a request and, within a short period of
time, also receives a request for an
additional or replacement card. The
regulations must prohibit a card issuer
from issuing an additional or
replacement card under such
circumstances, unless it notifies the
cardholder or ‘‘uses other means of
assessing the validity of the change of
address in accordance with reasonable
policies and procedures established by
the card issuer in accordance with the
regulations prescribed [by the Agencies]
* * *.’’ This provision makes clear
that Congress contemplated that the
Agencies’ regulations would require a
financial institution or creditor to have
policies and procedures not only to
identify Red Flags, but also, to prevent
and mitigate identity theft.
The second relevant provision is
codified in section 615(e)(2)(B) of the
FCRA, and directs the Agencies to
consider addressing in the identity theft
guidelines transactions that occur with
respect to credit or deposit accounts that
have been inactive for more than two
years. The Agencies must consider
whether a creditor or financial
institution detecting such activity
should ‘‘follow reasonable policies that
provide for notice to be given to the
consumer in a manner reasonably
designed to reduce the likelihood of
identity theft with respect to such
account.’’ This provision signals that the
Agencies are authorized to prescribe
regulations and guidelines that
comprehensively address identity
theft—in a manner that goes beyond the
mere identification of possible risks.
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The Agencies’ interpretation of
section 114 is also supported by the
legislative history that indicates
Congress expected the Agencies to issue
regulations and guidelines for the
purposes of ‘‘identifying and preventing
identity theft.’’ 25
Finally, the Agencies’ interpretation
of section 114 is broad, based on a
public policy perspective that
regulations and guidelines addressing
the identification of the risk of identity
theft, without addressing the prevention
and mitigation of identity theft, would
not be particularly meaningful or
effective.
The Agencies also have concluded
that the scope of section 114 does not
only apply to credit transactions, but
also applies, for example, to deposit
accounts. Section 114 refers to the risk
of identity theft, generally, and not
strictly in connection with credit.
Because identity theft can and does
occur in connection with various types
of accounts, including deposit accounts,
the final rules address identity theft in
a comprehensive manner.
Furthermore, nothing in section 114
indicates that the regulations must only
apply to identity theft in connection
with account openings. The FTC has
defined ‘‘identity theft’’ as ‘‘a fraud
committed or attempted using the
identifying information of another
person without authority.’’ 26 Such
fraud may occur in connection with
account openings and with existing
accounts. Section 615(e)(3) states that
the guidelines that the Agencies
prescribe ‘‘shall not be inconsistent’’
with the policies and procedures
required under 31 U.S.C. 5318(l), a
reference to the CIP rules which require
certain financial institutions to verify
the identity of customers opening new
accounts. However, the Agencies do not
read this phrase to prevent them from
prescribing rules directed at existing
accounts. To interpret the provision in
this manner would solely authorize the
Agencies to prescribe regulations and
guidelines identical to and duplicative
of those already issued—making the
Agencies’ regulatory authority in this
area superfluous and meaningless.27
25 See S. Rep. No. 108–166 at 13 (Oct. 17, 2003)
(accompanying S. 1753).
26 16 CFR 603.2(a).
27 The Agencies’ conclusion is also supported by
case law interpreting similar terminology, albeit in
a different context, finding that ‘‘inconsistent’’
means it is impossible to comply with two laws
simultaneously, or one law frustrates the purposes
and objectives of another. See, e.g., Davenport v.
Farmers Ins. Group, 378 F.3d 839 (8th Cir. 2004);
Retail Credit Co. v. Dade County, Florida, 393 F.
Supp. 577 (S.D. Fla. 1975); Alexiou v. Brad Benson
Mitsubishi, 127 F. Supp.2d 557 (D.N.J. 2000).
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The Agencies recognize that requiring
a written Program will impose some
burden. However, the Agencies believe
the benefit of being able to assess a
covered entity’s compliance with the
final rules by evaluating the adequacy
and implementation of its written
Program outweighs the burdens
imposed by this requirement.
Moreover, although the final rules
continue to require a written Program,
as detailed below, the Agencies have
substantially revised the proposal to
focus the final rules and guidelines on
reasonably foreseeable risks, make the
final rules less prescriptive, and provide
financial institutions and creditors with
more discretion to develop policies and
procedures to detect, prevent, and
mitigate identity theft.
Proposed § l.90(c) also provided that
the Program must address changing
identity theft risks as they arise based
upon the experience of the financial
institution or creditor with identity theft
and changes in: Methods of identity
theft; methods to detect, prevent, and
mitigate identity theft; the types of
accounts the financial institution or
creditor offers; and its business
arrangements, such as mergers and
acquisitions, alliances and joint
ventures, and service provider
arrangements.
The Agencies continue to believe that,
to ensure a Program’s continuing
effectiveness, it must be updated, at
least periodically. However, in order to
simplify the final rules, the Agencies
moved this requirement into the next
section, where it is one of the required
elements of the Program, as discussed
below.
Development and Implementation of
Identity Theft Prevention Program
The remaining provisions of the
proposed rules were set forth under the
above-referenced section heading. Many
commenters asserted that the Agencies
should simply articulate certain
objectives and provide financial
institutions and creditors the flexibility
and discretion to design policies and
procedures to fulfill the objectives of the
Program without the level of detail
required under this section.
As described earlier, to ensure that
financial institutions and creditors are
able to design Programs that effectively
address identity theft in a manner
tailored to their own operations, the
Agencies have made significant changes
in the proposal by deleting whole
provisions or moving them into the
guidelines in Appendix J. More
specifically, the Agencies abbreviated
the proposed requirements formerly
located in the provisions titled
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‘‘Identification and Evaluation of Red
Flags’’ and ‘‘Identity Theft Prevention
and Mitigation’’ and have placed them
under a section of the final rules titled
‘‘Elements of a Program.’’ The proposed
requirements on ‘‘Staff Training,’’
‘‘Oversight of Service Provider
Arrangements,’’ and ‘‘Involvement of
Board of Directors and Senior
Management’’ are now in a section of
the final rules titled ‘‘Administration of
the Program.’’ The guidelines in
Appendix J elaborate on these
requirements. A discussion of the
comments received on these sections of
the proposed rules, and the
corresponding sections of the final rules
and guidelines follows.
Section l.90(d)(2)(i) Element I of the
Program: Identification of Red Flags
Proposed § l.90(d)(1)(i) required a
Program to include policies and
procedures to identify which Red Flags,
singly or in combination, are relevant to
detecting the possible risk of identity
theft to customers or to the safety and
soundness of the financial institution or
creditor, using the risk evaluation
described in § l.90(d)(1)(ii). It also
required the Red Flags identified to
reflect changing identity theft risks to
customers and to the financial
institution or creditor as they arise.
Proposed § l.90(d)(1)(i) provided that
each financial institution and creditor
must incorporate into its Program
relevant Red Flags from Appendix J.
The preamble to the proposed rules
acknowledged that some Red Flags that
are relevant today may become obsolete
as time passes. The preamble stated that
the Agencies expected to update
Appendix J periodically,28 but that it
may be difficult to do so quickly enough
to keep pace with rapidly evolving
patterns of identity theft or as quickly as
financial institutions and creditors
experience new types of identity theft.
Therefore, proposed § l.90(d)(1)(i) also
provided that each financial institution
and creditor must incorporate into its
Program relevant Red Flags from
applicable supervisory guidance,
incidents of identity theft that the
financial institution or creditor has
experienced, and methods of identity
theft that the financial institution or
creditor has identified that reflect
changes in identity theft risks.
Some commenters objected to the
proposed requirement that the Program
contain policies and procedures to
identify which Red Flags, singly or in
combination, are relevant to detecting
28 Section 114 directs the Agencies to update the
guidelines as often as necessary. See 15 U.S.C.
1681m(e)(1)(a).
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the possible risk of identity theft to
customers or to the safety and
soundness of the financial institution or
creditor. They criticized the phrase
‘‘possible risk’’ as too broad and stated
that it was unrealistic to impose upon
covered entities a continuing obligation
to incorporate into their Programs Red
Flags to address virtually any new
identity theft incident or trend and
potential fraud prevention measure.
These commenters stated that this
would be a burdensome compliance
exercise that would limit flexibility and
add costs, which in turn, would take
away limited resources from the
ultimate objective of combating identity
theft.
Many commenters objected to the
proposed requirement that the Red Flags
identified by a financial institution or
creditor reflect changing identity theft
risks to customers and to the financial
institution or creditor ‘‘as they arise.’’
These commenters requested that the
final rules permit financial institutions
and creditors a reasonable amount of
time to adjust the Red Flags included in
their Programs.
Some commenters agreed that the
enumerated sources of Red Flags were
appropriate. A few commenters stated
that financial institutions and creditors
should not be required to include in
their Programs any Red Flags except for
those set forth in Appendix J or in
supervisory guidance, or that they had
experienced. However, most
commenters objected to the requirement
that, at a minimum, the Program
incorporate any relevant Red Flags from
Appendix J.
Some financial institution
commenters urged deletion of the
proposed requirement to include a list
of relevant Red Flags in their Program.
They stated that a financial institution
should be able to assess which Red
Flags are appropriate without having to
justify to an examiner why it failed to
include a specific Red Flag on a list.
Other commenters recommended that
the list of Red Flags in Appendix J be
illustrative only. These commenters
recommended that a financial
institution or creditor be permitted to
include any Red Flags on its list that it
concludes are appropriate. They
suggested that the Agencies encourage
institutions to review the list of Red
Flags, and use their own experience and
expertise to identify other Red Flags that
become apparent as fraudsters adapt
and develop new techniques. They
maintained that in this manner,
institutions and creditors would be able
to identify the appropriate Red Flags
and not waste limited resources and
effort addressing those Red Flags in
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Appendix J that were obsolete or not
appropriate for their activities.
By contrast, consumer groups
criticized the flexibility and discretion
afforded to financial institutions and
creditors in this section of the proposed
rules. These commenters urged the
Agencies to make certain Red Flags from
Appendix J mandatory, such as a fraud
alert on a consumer report.
Proposed § l.90(d)(1)(ii) provided
that in order to identify which Red Flags
are relevant to detecting a possible risk
of identity theft to its customers or to its
own safety and soundness, the financial
institution or creditor must consider:
A. Which of its accounts are subject
to a risk of identity theft;
B. The methods it provides to open
these accounts;
C. The methods it provides to access
these accounts; and
D. Its size, location, and customer
base.
While some industry commenters
thought the enumerated factors were
appropriate, other commenters stated
that the factors on the list were not
necessarily the ones used by financial
institutions to identify risk and were
irrelevant to any determination of
identity theft or actual fraud. These
commenters maintained that this
proposed requirement would require
financial institutions to develop entirely
new programs that may not be as
effective or efficient as those designed
by anti-fraud experts. Therefore, they
recommended that the final rules
provide financial institutions and
creditors with wide latitude to
determine what factors they should
consider and how they categorize them.
These commenters urged the Agencies
to refrain from providing a list of factors
that financial institutions and creditors
would have to consider because a finite
list could limit their ability to adapt to
new forms of identity theft.
Some commenters suggested that the
risk evaluation include an assessment of
other factors such as the likelihood of
harm, the cost and operational burden
of using a particular Red Flag and the
effectiveness of a particular Red Flag for
that institution or creditor. Some
commenters suggested that the factors
refer to the likely risk of identity theft,
while others suggested that the factors
be modified to refer to the possible risk
of identity theft to which each type of
account offered by the financial
institution or creditor is subject. Other
commenters, including a trade
association representing small financial
institutions, asked the Agencies to
provide guidelines on how to conduct a
risk assessment.
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The final rules continue to address
the identification of relevant Red Flags,
but simply state that the first element of
a Program must be reasonable policies
and procedures to identify relevant Red
Flags for the covered accounts that the
financial institution or creditor offers or
maintains. The final rules also state that
a financial institution or creditor must
incorporate these Red Flags into its
Program.
The final rules do not require policies
and procedures for identifying which
Red Flags are relevant to detecting a
‘‘possible risk’’ of identity theft.
Moreover, as described below, a covered
entity’s obligation to update its Red
Flags is now a separate element of the
Program. The section of the proposed
rules describing the various factors that
a financial institution or creditor must
consider to identify relevant Red Flags,
and the sources from which a financial
institution or creditor must derive its
Red Flags, are now in section II of the
guidelines titled ‘‘ Identifying Relevant
Red Flags.’’
The Agencies acknowledge that
establishing a finite list of factors that a
financial institution or creditor must
consider when identifying relevant Red
Flags for covered accounts could limit
the ability of a financial institution or
creditor to respond to new forms of
identity theft. Therefore, section II of the
guidelines contains a list of factors that
a financial institution or creditor
‘‘should consider * * * as
appropriate’’ in identifying relevant Red
Flags.
The Agencies also modified the list in
order to provide more appropriate
examples of factors for consideration by
a financial institution or creditor
determining which Red Flags may be
relevant. These factors are:
• The types of covered accounts it
offers or maintains;
• The methods it provides to open its
covered accounts;
• The methods it provides to access
its covered accounts; and
• Its previous experiences with
identity theft.
Thus, for example, Red Flags relevant
to deposit accounts may differ from
those relevant to credit accounts, and
those applicable to consumer accounts
may differ from those applicable to
business accounts. Red Flags
appropriate for accounts that may be
opened or accessed remotely may differ
from those that require face-to-face
contact. In addition, a financial
institution or creditor should consider
identifying as relevant those Red Flags
that directly relate to its previous
experiences with identity theft.
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Section II of the guidelines also gives
examples of sources from which
financial institutions and creditors
should derive relevant Red Flags, rather
than requiring that the Program
incorporate relevant Red Flags strictly
from the four sources listed in the
proposed rules. Section II states that a
financial institution or creditor should
incorporate into its Program relevant
Red Flags from sources such as: (1)
Incidents of identity theft that the
financial institution or creditor has
experienced; (2) methods of identity
theft that the financial institution or
creditor has identified that reflect
changes in identity theft risks; and (3)
applicable supervisory guidance.
The Agencies have deleted the
reference to the Red Flags in Appendix
J as a source. Instead, a separate
provision in section II of the guidelines,
titled ‘‘Categories of Red Flags,’’ states
that the Program of a financial
institution or creditor ‘‘should include’’
relevant Red Flags from five particular
categories ‘‘as appropriate.’’ The
Agencies have included these
categories, which summarize the
various types of Red Flags that were
previously enumerated in Appendix J,
in order to provide additional nonprescriptive guidance regarding the
identification of relevant Red Flags.
Section II of the guidelines also notes
that ‘‘examples’’ of individual Red Flags
from each of the five categories are
appended as Supplement A to
Appendix J. The examples in
Supplement A are a list of Red Flags
similar to those found in the proposed
rules. The Agencies did not intend for
these examples to be a comprehensive
list of all types of identity theft that a
financial institution or creditor may
experience. When identifying Red Flags,
financial institutions and creditors must
consider the nature of their business
and the type of identity theft to which
they may be subject. For instance,
creditors in the health care field may be
at risk of medical identity theft (i.e.,
identity theft for the purpose of
obtaining medical services) and,
therefore, must identify Red Flags that
reflect this risk.
The Agencies also have decided not to
single out any specific Red Flags as
mandatory for all financial institutions
and creditors. Rather, the final rule
continues to follow the risk-based, nonprescriptive approach regarding the
identification of Red Flags that was set
forth in the proposal. The Agencies
recognize that the final rules and
guidelines cover a wide variety of
financial institutions and creditors that
offer and maintain many different
products and services, and require the
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flexibility to be able to adapt to rapidly
changing risks of identity theft.
Sections l.90(d)(2)(ii) and (iii)
Elements II and III of the Program:
Detection of and Response to Red Flags
Proposed § l.90(d)(2) stated that the
Program must include reasonable
policies and procedures designed to
prevent and mitigate identity theft in
connection with the opening of an
account or any existing account. This
section then described the policies and
procedures that the Program must
include, some of which related solely to
account openings while others related to
existing accounts.
Some financial institution
commenters acknowledged that
reference to prevention and mitigation
of identity theft was generally a good
objective, but they urged that the final
rules refrain from prescribing how
financial institutions must achieve it.
Others noted that the CIP rules and the
Information Security Standards already
required many of the steps in the
proposal. They recommended that the
final rules recognize this and clarify that
compliance with parallel requirements
would be sufficient for compliance
under these rules.
Section l.90(d)(1) of the final rules
requires financial institutions and
creditors to develop and implement a
written Program to detect, prevent, and
mitigate identity theft in connection
with the opening of a covered account
or any existing covered account.
Therefore, the Agencies concluded that
it was not necessary to reiterate this
requirement in § l.90(d)(2). The
Agencies have deleted the prefatory
language from proposed § l.90(d)(2) on
prevention and mitigation in order to
streamline the final rules. The various
provisions addressing prevention and
mitigation formerly in this section,
namely, verification of identity,
detection of Red Flags, assessment of
the risk of Red Flags, and responses to
the risk of identity theft, have been
incorporated into the final rules as
‘‘Elements of the Program’’ and into the
guidelines elaborating on these
provisions. Comments received
regarding these provisions and the
manner in which they have been
integrated into the final rules and
guidelines follows.
Detecting Red Flags
Proposed § l.90(d)(2)(i) stated that
the Program must include reasonable
policies and procedures to obtain
identifying information about, and
verify the identity of, a person opening
an account. This provision was
designed to address the risk of identity
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theft to a financial institution or creditor
that occurs in connection with the
opening of new accounts.
The proposed rules stated that any
financial institution or creditor would
be able to satisfy the proposed
requirement in § l.90(d)(2)(i) by using
the policies and procedures for identity
verification set forth in the CIP rules.
The preamble to the proposed rules
explained that although the CIP rules
exclude a variety of entities from the
definition of ‘‘customer’’ and exclude a
number of products and relationships
from the definition of ‘‘account,’’ 29 the
Agencies were not proposing any
exclusions from either of these terms
given the risk-based nature of the
regulations.
Most commenters supported this
provision. Many of these commenters
urged the Agencies to include in the
final rules a clear statement
acknowledging that financial
institutions and creditors complying
with the CIP rules would be deemed to
be in compliance with this provision’s
requirements. Some of these
commenters encouraged the Agencies to
place the exemptions from the CIP rules
in these final rules for consistency in
implementing both regulatory mandates.
Some commenters, however, believed
the requirement to verify the identity of
a person opening an account duplicated
the requirements in the CIP rules and
urged elimination of this redundancy.
Other entities not already subject to the
CIP rules stated that complying with
those rules would be very costly and
burdensome. These commenters asked
that the Agencies provide them with
additional guidance regarding the CIP
rules.
Consumer groups were concerned that
use of the CIP rules would not
adequately address identity theft. They
stated that the CIP rules allow accounts
to be opened before identity is verified,
which is not the proper standard to
prevent identity theft.
As described below, the Agencies
have moved verification of the identity
of persons opening an account into
section III of the guidelines where it is
described as one of the policies and
procedures that a financial institution or
creditor should have to detect Red Flags
in connection with the opening of a
covered account.
Proposed § l.90(d)(2)(ii) stated that
the Program must include reasonable
policies and procedures to detect the
Red Flags identified pursuant to
paragraph § l.90(d)(1). The Agencies
did not receive any specific comments
on this provision.
29 See,

e.g., 31 CFR 103.121(a).
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In the final rules, the detection of Red
Flags is the second element of the
Program. The final rules provide that a
Program must contain reasonable
policies and procedures to detect the
Red Flags that a financial institution or
creditor has incorporated into its
Program.
Section III of the guidelines provides
examples of various means to detect Red
Flags. It states that the Program’s
policies and procedures should address
the detection of Red Flags in connection
with the opening of covered accounts,
such as by obtaining identifying
information about, and verifying the
identity of, a person opening a covered
account, for example, using the policies
and procedures regarding identification
and verification set forth in the CIP
rules. Section III also states that the
Program’s policies and procedures
should address the detection of Red
Flags in connection with existing
covered accounts, such as by
authenticating customers, monitoring
transactions, and verifying the validity
of change of address requests, in the
case of existing covered accounts.
Covered entities subject to the CIP
rules, the Federal Financial Institution’s
Examination Council’s guidance on
authentication,30 the Information
Security Standards, and Bank Secrecy
Act (BSA) rules 31 may already be
engaged in detecting Red Flags. These
entities may wish to integrate the
policies and procedures already
developed for purposes of complying
with these issuances into their
Programs. However, such policies and
procedures may need to be
supplemented. For example, the CIP
rules were written to implement section
326 32 of the USA PATRIOT Act,33 an
Act directed toward facilitating the
prevention, detection, and prosecution
of international money laundering and
the financing of terrorism. Certain types
of ‘‘accounts,’’ ‘‘customers,’’ and
products are exempted or treated
specially in the CIP rules because they
pose a lower risk of money laundering
or terrorist financing. Such special
treatment may not be appropriate to
accomplish the broader objective of
detecting, preventing, and mitigating
identity theft. Accordingly, the Agencies
expect all financial institutions and
creditors to evaluate the adequacy of
30 ‘‘Authentication in an Internet Banking
Environment’’ (October 12, 2005) available at
http://www.ffiec.gov/press/pr101205.htm.
31 See, e.g. 12 CFR 21.21 (national banks); 12 CFR
208.63 (state member banks); 12 CFR 326.8 (state
non-member banks); 12 CFR 563.177 (savings
associations); and 12 CFR 748.2 (credit unions).
32 31 U.S.C. 5318(l).
33 Pub. L. 107–56.
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existing policies and procedures and to
develop and implement risk-based
policies and procedures that detect Red
Flags in an effective and comprehensive
manner.
Responding to Red Flags
Proposed § l.90(d)(2)(iii) stated that
to prevent and mitigate identity theft,
the Program must include policies and
procedures to assess whether the Red
Flags the financial institution or creditor
detected pursuant to proposed
§ l.90(d)(2)(ii) evidence a risk of
identity theft. It also stated that a
financial institution or creditor must
have a reasonable basis for concluding
that a Red Flag (detected) does not
evidence a risk of identity theft.
Financial institution commenters
expressed concern that this standard
would force an institution to justify to
examiners why it did not take measures
to respond to a particular Red Flag.
Some consumer groups believed it was
appropriate to require a financial
institution or creditor to have a
reasonable basis for concluding that a
particular Red Flag detected does not
evidence a risk of identity theft. Other
consumer groups believed that this was
too weak a standard and that mandating
the detection of certain Red Flags would
be more effective and preventive.
Some commenters mistakenly read
the proposed provision as requiring a
financial institution or creditor to have
a reasonable basis for excluding a Red
Flag listed in Appendix J from its
Program requiring the mandatory review
and analysis of each and every Red Flag.
These commenters urged the Agencies
to delete this provision.
Proposed § l.90(d)(2)(iv) stated that
to prevent and mitigate identity theft,
the Program must include policies and
procedures that address the risk of
identity theft to the customer, the
financial institution, or creditor,
commensurate with the degree of risk
posed. The proposed regulations also
provided an illustrative list of measures
that a financial institution or creditor
could take, including:
• Monitoring an account for evidence
of identity theft;
• Contacting the customer;
• Changing any passwords, security
codes, or other security devices that
permit access to a customer’s account;
• Reopening an account with a new
account number;
• Not opening a new account;
• Closing an existing account;
• Notifying law enforcement and, for
those that are subject to 31 U.S.C.
5318(g), filing a Suspicious Activity
Report in accordance with applicable
law and regulation;
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• Implementing any requirements
regarding limitations on credit
extensions under 15 U.S.C. 1681c–1(h),
such as declining to issue an additional
credit card when the financial
institution or creditor detects a fraud or
active duty alert associated with the
opening of an account, or an existing
account; or
• Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C.
1681s–2, to correct or update inaccurate
or incomplete information.
Some commenters agreed that
financial institutions and creditors
should be able to use their own
judgment to determine which measures
to take depending upon the degree of
risk that is present. However, consumer
groups believed that the final rules
should require notification of
consumers in every case where a Red
Flag that requires a response has been
detected.
Other commenters objected to some of
the examples given as measures that
financial institutions and creditors
could take to address the risk of identity
theft. For example, one commenter
objected to the inclusion, as an example,
of the requirements regarding
limitations on credit extensions under
15 U.S.C. 1681c–1(h). The commenter
stated that this statutory provision is
confusing, useless, and should not be
referenced in the final rules. Other
commenters suggested that the Agencies
clarify that the inclusion of this
statutory provision in the proposed
rules as an example of how to address
the risk of identity theft did not make
this provision discretionary.
The final rules merge the concepts
previously in proposed § l.90(d)(2)(iii)
and § l.90(d)(2)(iv) into the third
element of the Program: reasonable
policies and procedures to respond
appropriately to any Red Flags that are
detected pursuant to paragraph (d)(2)(ii)
of this section to prevent and mitigate
identity theft.
In order to ‘‘respond appropriately,’’ it
is implicit that a financial institution or
creditor must assess whether the Red
Flags detected evidence a risk of
identity theft, and must have a
reasonable basis for concluding that a
Red Flag does not evidence a risk of
identity theft. Therefore, the Agencies
concluded that it is not necessary to
specify any such separate assessment,
and, accordingly, deleted the language
from the proposal regarding assessing
Red Flags and addressing the risk of
identity theft.
Most of the examples of measures for
preventing and mitigating identity theft
previously listed in proposed
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§ l.90(d)(2)(iv) are now located in
section IV of the guidelines, titled
‘‘Prevention and Mitigation of Identity
Theft.’’ Section IV states that the
Program’s policies and procedures
should provide for appropriate
responses to the Red Flags the financial
institution or creditor has detected that
are commensurate with the degree of
risk posed. In addition, as described
earlier, the final rules do not define Red
Flags to include indicators of a
‘‘possible risk’’ of identity theft
(including ‘‘precursors’’ to identity
theft). Instead, section IV states that in
determining an appropriate response, a
financial institution or creditor should
consider aggravating factors that may
heighten the risk of identity theft, and
provides examples of such factors.
The Agencies also modified the
examples of appropriate responses as
follows. First, the Agencies added ‘‘not
attempting to collect on a covered
account or not selling a covered account
to a debt collector’’ as a possible
response to Red Flags detected. Second,
the Agencies added ‘‘determining that
no response is warranted under the
particular circumstances’’ to make clear
that an appropriate response may be no
response, especially, for example, when
a financial institution or creditor has a
reasonable basis for concluding that the
Red Flags detected do not evidence a
risk of identity theft.
In addition, the Agencies moved the
proposed examples, that referenced
responses mandated by statute, to
section VII of the guidelines titled
‘‘Other Applicable Legal Requirements’’
to highlight that certain responses are
legally required.
The section of the proposal listing
examples of measures to address the
risk of identity theft included a footnote
that discussed the relationship between
a consumer’s placement of a fraud or
active duty alert on his or her consumer
report and ECOA, 15 U.S.C. 1691, et seq.
A few commenters objected to this
footnote. Some commenters believed
that creditors had a right to deny credit
automatically whenever a fraud or
active duty alert appears on the
consumer report of an applicant. Other
commenters believed that the footnote
raised complex issues under the ECOA
and FCRA that required more thorough
consideration, and questioned the need
and appropriateness of addressing
ECOA in the context of this rulemaking.
Under ECOA, it is unlawful for a
creditor to discriminate against any
applicant for credit because the
applicant has in good faith exercised
any right under the Consumer Credit
Protection Act (CCPA), 15 U.S.C.
1691(a). A consumer who requests the
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inclusion of a fraud alert or active duty
alert in his or her credit file is exercising
a right under the FCRA, which is a part
of the CCPA, 15 U.S.C. 1601, et seq.
When a credit file contains a fraud or
active duty alert, section 605A of the
FCRA, 15 U.S.C. 1681c–1(h), requires a
creditor to take certain steps before
extending credit, increasing a credit
limit, or issuing an additional card on
an existing credit account. For an initial
or active duty alert, these steps include
utilizing reasonable policies and
procedures to form a reasonable belief
that the creditor knows the identity of
the consumer and, where a consumer
has specified a telephone number for
identity verification purposes,
contacting the consumer at that
telephone number or taking reasonable
steps to verify the consumer’s identity
and confirm that the application is not
the result of identity theft, 15 U.S.C.
1681c–1(h)(1)(B).
The purpose of the footnote was to
remind financial institutions and
creditors of their legal responsibilities in
circumstances where a consumer has
placed a fraud or active duty alert on his
or her consumer report. In particular,
the Agencies have concerns that in some
cases, creditors have adopted policies of
automatically denying credit to
consumers whenever an initial fraud
alert or an active duty alert appears on
an applicant’s consumer report. The
Agencies agree that this rulemaking is
not the appropriate vehicle for
addressing issues under ECOA.
However, the Agencies will continue to
evaluate compliance with ECOA
through their routine examination or
enforcement processes, including issues
related to fraud and active duty alerts.
Section l.90(d)(2)(iv) Element IV of
the Program: Updating the Program
To ensure that the Program of a
financial institution or creditor remains
effective over time, the final rules
provide a fourth element of the Program:
policies and procedures to ensure the
Program (including the Red Flags
determined to be relevant) is updated
periodically to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft. As
described earlier, this element replaces
the requirements formerly in proposed
§ l.90(c)(2) which stated that the
Program must be designed to address
changing identity theft risks as they
arise, and proposed § l.90(d)(1)(i)
which stated that the Red Flags
included in a covered entity’s Program
must reflect changing identity theft risks
to customers and to the financial
institution or creditor as they arise.
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Unlike the proposed provisions,
however, this element only requires
‘‘periodic’’ updating. The Agencies
concluded that requiring financial
institutions and creditors to
immediately and continuously update
their Programs would be overly
burdensome.
Section V of the guidelines elaborates
on the obligation to ensure that the
Program is periodically updated. It
reiterates the factors previously in
proposed § l.90(c)(2) that should cause
a financial institution or creditor to
update its Program, such as its own
experiences with identity theft, changes
in methods of identity theft, changes in
methods to detect, prevent and mitigate
identity theft, changes in accounts that
it offers or maintains, and changes in its
business arrangements.
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Section l.90(e) Administration of the
Program
The final rules group the remaining
provisions of the proposed rules under
the heading ‘‘Administration of the
Program,’’ albeit in a different order
than proposed. This section of the final
rules describes the steps that financial
institutions and creditors must take to
administer the Program, including:
Obtaining approval of the initial written
Program; ensuring oversight of the
development, implementation and
administration of the Program; training
staff; and overseeing service provider
arrangements.
A number of commenters criticized
each of the proposed provisions
regarding administration of the Program,
arguing they were not specifically
required by section 114. The Agencies
believe the mandate in section 114 is
broad, and provides the Agencies with
an ample basis to issue rules and
guidelines containing these provisions
because they are critical to ensuring the
effectiveness of a Program. Therefore,
the Agencies have retained these
elements in the final rules and
guidelines with some modifications, as
follows.
Sections l.90(e)(1) and (2)
Involvement of the Board of Directors
and Senior Management
Proposed § l.90(d)(5) highlighted the
responsibility of the board of directors
and senior management to develop,
implement, and oversee the Program.
Proposed § l.90(d)(5)(i) specifically
required the board of directors or an
appropriate committee of the board to
approve the written Program. Proposed
§ l.90(d)(5)(ii) required that the board,
an appropriate committee of the board,
or senior management be charged with
overseeing the development,
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implementation, and maintenance of the
Program, including assigning specific
responsibility for its implementation.
The proposal also provided that persons
charged with overseeing the Program
must review reports prepared at least
annually by staff regarding compliance
by the financial institution or creditor
with the regulations.
Proposed § l.90(d)(5)(iii) stated that
reports must discuss material matters
related to the Program and evaluate
issues such as: The effectiveness of the
policies and procedures of the financial
institution or creditor in addressing the
risk of identity theft in connection with
the opening of accounts and with
respect to existing accounts; service
provider arrangements; significant
incidents involving identity theft and
management’s response; and
recommendations for changes in the
Program.
Some commenters agreed that identity
theft is an important issue, and the
board, therefore, should be involved in
the overall development, approval, and
oversight of the Program. These
commenters suggested that the final
rules make clear that the board need not
be responsible for the day-to-day
operations of the Program.
Most industry commenters opposed
the proposed requirement that the board
or board committee approve the
Program and receive annual reports
about compliance with the Program.
These commenters asserted that the
statute does not mandate such
requirements, and that compliance with
these rules did not warrant more board
attention than other regulations. They
asserted that such requirements would
impede the ability of a financial
institution or creditor to keep up with
the fast-paced changes and
developments inherent with instances
of fraud and identity theft. They stated
that boards of directors should not be
required to consider the minutiae of the
fraud prevention efforts of a financial
institution or creditor and suggested the
task be delegated to senior management
with expertise in this area. Some
commenters suggested the final rules
provide a covered entity with the
discretion to assign oversight
responsibilities in a manner consistent
with the institution’s own risk
evaluation.
One commenter suggested that the
final rules permit the board of directors
of a holding company to approve and
oversee the Program for the entire
organization. The commenter explained
that this approach would eliminate the
need for redundant actions by a
multiplicity of boards, and help to
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insure uniformity of policy throughout
large organizations.
Some commenters stated that the
preparation of reports for board review
would be costly and burdensome. The
SBA suggested that the FTC consider a
one-page certification option for small
low-risk entities to minimize the burden
of reports. One commenter opined that
it would be sufficient if the Agencies
mandated that covered entities
continuously review and evaluate the
policies and procedures they adopted
pursuant to the regulations and modify
them as necessary. Consumer groups
suggested that the final rules
specifically require financial
institutions and creditors to adjust their
Programs to address deficiencies raised
by their annual reports.
Commenters generally took the
position that reports to the board, a
board committee, or senior management
regarding compliance with the final
rules should be prepared at most on a
yearly basis, or when significant
changes have occurred that alter the
institution’s risk. One commenter
recommended a clarification that any
reporting to the board of material
information relating to the Program
could be combined with reporting
obligations required under the
Information Security Standards.
Section l.90(e)(1) of the final rules
continues to require approval of the
written Program by the board of
directors or an appropriate committee of
the board. However, to ensure that this
requirement does not hamper the ability
of a financial institution or creditor to
update its Program in a timely manner,
the final rules provide that the board or
an appropriate committee must approve
only the initial written Program.
Thereafter, at the discretion of the
covered entity, the board, a committee,
or senior management may update the
Program.
Bank holding companies and their
bank and non-bank subsidiaries will be
governed by the principles articulated
in connection with the banking
agencies’’ Information Security
Standards:
The Agencies agree that subsidiaries
within a holding company can use the
security program developed at the holding
company level. However, if subsidiary
institutions choose to use a security program
developed at the holding company level, the
board of directors or an appropriate
committee at each subsidiary institution
must conduct an independent review to
ensure that the program is suitable and
complies with the requirements prescribed
by the subsidiary’s primary regulator * * * .

66 FR 8620 (Feb. 1, 2001) (Preamble to
final Information Security Standards.)
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The Agencies recognize that boards of
directors have many responsibilities and
it generally is not feasible for a board to
involve itself in the detailed oversight,
development, implementation, and
administration of the Program.
Accordingly, § l.90(e)(2) of the final
rules provides discretion to a financial
institution or creditor to determine who
will be responsible for these aspects of
the Program. It states that a financial
institution or creditor must involve the
board of directors, an appropriate
committee thereof, or a designated
employee at the level of senior
management in the oversight,
development, implementation, and
administration of the Program.
Section VI of the guidelines elaborates
on this provision of the final rules. The
guidelines note that such oversight
should include assigning specific
responsibility for the Program’s
implementation and reviewing reports
prepared by staff on compliance by the
financial institution or creditor with this
section. As suggested by commenters,
the guidelines also state that oversight
should include approving material
changes to the Program as necessary to
address changing identity theft risks.
Section VI also provides that reports
should be prepared at least annually
and describes the contents of a report as
proposed in § l.90(d)(5)(iii)(B).
These steps are modeled on sections
of the Information Security Standards.34
As noted previously, financial
institutions and creditors subject to
these Standards may combine elements
required under the final rules and
guidelines, including reports, with those
required by the Standards, as they see
fit.
Section l.90(e)(3)

Staff Training
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Proposed § l.90(d)(3) required each
financial institution or creditor to train
staff to implement its Program.
Consumer groups believed that this
provision should be more detailed and
specifically require monitoring,
oversight, and auditing of a covered
entity’s training efforts. By contrast, a
number of industry commenters
recommended that the Agencies
withdraw this provision because they
believed it was burdensome. Some of
these commenters asserted that the
Agencies had not taken into account the
limited personnel and resources
34 A board approval requirement is also found in
the BSA rules of the Federal banking agencies and
the NCUA. See 12 CFR 21.21; (OCC); 12 CFR 208.63
(Board); 12 CFR 326.8 (FDIC); 12 CFR 563.177
(OTS); and 12 CFR 748.2 (NCUA). Thus, contrary
to the assertion of some commenters, this rule is
being treated in a manner similar to other rules.
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available to smaller institutions to
provide training.
Some financial institution
commenters stated that it was not clear
why staff training would be specifically
required under the final rules, absent a
specific statutory requirement. They
maintained that financial institutions
have sufficient incentives to ensure that
appropriate staff is trained. Other
commenters suggested that the Agencies
clarify that this provision would only
require training for relevant staff and
would permit training on identity theft
that is integrated into overall staff
training on similar or overlapping
matters such as fraud prevention.
One commenter objected to an
example in the preamble to the
proposed rules which stated that staff
should be trained to detect ‘‘anomalous
wire transfers in connection with a
customer’s deposit account.’’ The
commenter stated that this example
potentially exposed financial
institutions to significant and
unintended liability, predicting that
customers and law enforcement would
use the rules to support claims that
financial institutions are responsible for
authorizing transactions by fraudsters.
The commenter asserted that financial
institutions do not have systems that
can detect these transactions because
they fall outside the usual fraud filter
parameters.
Section l.90(e)(3) of the final rules
provides that a covered entity must train
staff, as necessary, to effectively
implement the Program. There is no
corresponding section of the guidelines.
The Agencies continue to believe
proper training will enable staff to
address the risk of identity theft.
However, this provision requires
training of only relevant staff. In
addition, staff that has already been
trained, for example, as a part of the
anti-fraud prevention efforts of the
financial institution or creditor, do not
need to be re-trained except ‘‘as
necessary.’’
The Agencies recognize that some of
the examples, such as detecting
‘‘anomalous wire transfers in
connection with a customer’s deposit
account’’ may fall outside the usual
fraud filter parameters. However, the
Agencies expect that compliance with
the final rules will improve the ability
of financial institutions and creditors to
detect, prevent, and mitigate identity
theft.
Section l.90(e)(4) Oversight of Service
Provider Arrangements
Proposed § l.90(d)(4) stated that,
whenever a financial institution or
creditor engaged a service provider to
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perform an activity on its behalf and the
requirements of the Program applied to
that activity, the financial institution or
creditor would be required to take steps
designed to ensure the activity is
conducted in compliance with a
Program that satisfies the regulations.
The preamble to the proposed rules
explained that this provision would
allow a service provider serving
multiple financial institutions and
creditors to conduct activities on behalf
of these entities in accordance with its
own program to prevent identity theft,
as long as the program meets the
requirements of the regulations. The
service provider would not need to
apply the particular Program of each
individual financial institution or
creditor to whom it is providing
services.
Several commenters asserted it would
be costly and burdensome for financial
institutions and creditors to ensure third
party compliance with the final rules
and therefore, this provision should be
eliminated. They urged that financial
institutions and creditors be given
maximum flexibility to manage service
provider relationships.
Some financial institution
commenters also suggested that the
Agencies withdraw this provision. They
stated that the FACT Act does not
address this issue and asserted that
there already is no doubt that if a
financial institution delegates any of its
operations to a third party, the
institution will remain responsible for
related regulatory compliance.
Other commenters stated that it
should remain a contractual matter
between the parties whether the service
provider may implement a program that
is different from its financial institution
client.
Consumer groups asked the Agencies
to ensure that the decision of a financial
institution or creditor to outsource
would not lead to lower Red Flag
standards. These commenters suggested
the final rules state that the Program
must also meet the requirements that
would apply if the activity were
performed without the use of a service
provider. They also suggested the final
rules clarify that, in addition to any
responsibility on the service provider
imposed by law, regulation, or contract,
the financial institution or creditor
would be responsible for a failure to
comply with the Program.
Most commenters, however, agreed
with the proposal and stated that a
service provider must have the
flexibility to meet the objectives of the
rules without having to tailor its
services to the Program requirements of
each company for which it provides
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service. These commenters noted that
this proposed approach was the same as
that used in the Information Security
Standards.
The Agencies believe it is important
to retain a provision in the final rules
addressing service providers to remind
financial institutions and creditors that
they continue to remain responsible for
compliance with the final rules, even if
they outsource operations to a third
party. However, the Agencies have
simplified the service provider
provision in the final rules and moved
the remaining parts of proposed
§ l.90(d)(4) to the guidelines.
Section l.90(e)(4) of the final rules
provides that a covered entity must
exercise appropriate and effective
oversight of service provider
arrangements, without further
elaboration. This provision provides
maximum flexibility to financial
institutions and creditors in managing
their service provider arrangements,
while making clear that a covered entity
cannot escape its obligations to comply
with the final rules and to include in its
Program those guidelines that are
appropriate by simply outsourcing an
activity.
Section VI(c) of the guidelines
provides that, whenever a financial
institution or creditor engages a service
provider to perform an activity in
connection with one or more covered
accounts, the financial institution or
creditor should take steps to ensure that
the activity of the service provider is
conducted in accordance with
reasonable policies and procedures
designed to detect, prevent, and mitigate
the risk of identity theft. Thus, the
guidelines make clear that a service
provider that provides services to
multiple financial institutions and
creditors may do so in accordance with
its own program to prevent identity
theft, as long as the program meets the
requirements of the regulations. The
guidelines also provide an example of
how a covered entity may comply with
this provision. The guidelines state that
a financial institution or creditor could
require the service provider, by contract,
to have policies and procedures to
detect relevant Red Flags that may arise
in the performance of the service
provider’s activities and either report
the Red Flags to the financial institution
or creditor or take appropriate steps to
prevent or mitigate identity theft.
Section l.90(f) Consideration of
Guidelines in Appendix J
The Agencies have added a provision
to the final rules that explains the
relationship of the rules to the
guidelines. Section l.90(f) states that
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each financial institution or creditor
that is required to implement a Program
must consider the guidelines in
Appendix J and include in its Program
those guidelines that are appropriate.
Each of the guidelines corresponds to
a provision of the final rules. As
mentioned earlier, the guidelines were
issued to assist financial institutions
and creditors in the development and
implementation of a Program that
satisfies the requirements of the final
rules. The guidelines provide policies
and procedures that financial
institutions and creditors should use,
where appropriate, to satisfy the
regulatory requirements of the final
rules. While an institution or a creditor
may determine that a particular
guideline is not appropriate for its
circumstances, it nonetheless must
ensure its Program contains reasonable
policies and procedures to fulfill the
requirements of the final rules. This
approach provides financial institutions
and creditors with the flexibility to
determine ‘‘how best to develop and
implement the required policies and
procedures.’’ 35
Supplement A to Appendix J: Examples
of Red Flags
Section 114 of the FACT Act states
that, in developing the guidelines, the
Agencies must identify patterns,
practices, and specific forms of activity,
that indicate the possible existence of
identity theft. The Agencies proposed
implementing this provision by
requiring the Program of a financial
institution or creditor to include
policies and procedures for the
identification and detection of Red Flags
in connection with an account opening
or an existing account, including from
among those listed in Appendix J.
The Agencies compiled the Red Flags
enumerated in Appendix J from a
variety of sources, such as literature on
the topic, information from credit
bureaus, financial institutions, creditors,
designers of fraud detection software,
and the Agencies’ own experiences. The
preamble to the proposed rules stated
that some of the Red Flags, by
themselves, may be reliable indicators
of identity theft, while others are more
reliable when detected in combination
with other Red Flags.
The preamble to the proposed rules
explained that the Agencies recognized
that a wide range of financial
institutions and creditors, and a broad
variety of accounts would be covered by
the regulations. Therefore, the Agencies
35 See H.R. Rep. No. 108–263 at 43 (Sept. 4, 2003)
(accompanying H.R. 2622); S. Rep. No. 108–166 at
13 (Oct. 17, 2003) (accompanying S. 1753).
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proposed to afford each financial
institution and creditor flexibility to
determine which Red Flags were
relevant for their purposes to detect
identity theft, including from among
those listed in Appendix J.
As mentioned previously, consumer
groups criticized the discretion in the
proposal that permitted financial
institutions and creditors to choose Red
Flags relevant to detecting the risk of
identity theft based upon the list of
enumerated factors. These groups urged
the Agencies to make certain Red Flags
in Appendix J mandatory. In addition,
consumer groups suggested a number of
additional Red Flags for inclusion in
Appendix J.
Some commenters agreed that the list
of examples of Red Flags was
appropriate because, in their view, it
was designed to be flexible. Some
industry commenters, including a
number of small financial institutions,
stated that the Red Flags set forth in
Appendix J would assist them in
developing and improving their identity
theft prevention programs. Other
commenters suggested deleting the list
of Red Flags or modifying the list in a
manner appropriate to the nature of
their own operations.
The Agencies have retained the list of
examples of Red Flags because section
114 states that the Agencies ‘‘shall
identify patterns, practices, and specific
forms of activity that indicate the
possible existence of identity theft.’’ The
Agencies also retained the list because
some commenters indicated that having
examples of Red Flags would be helpful
to them. However, the examples of Red
Flags are now set forth in a separate
supplement to the guidelines. The list of
examples is similar to that which the
Agencies proposed, however, the Red
Flags that the Agencies identified as
precursors to identity theft have been
deleted and are now addressed in
section IV of the guidelines. Moreover,
in response to a Congressional
commenter, the Agencies added, as an
example of a Red Flag, an application
that gives the appearance of having been
destroyed and reassembled.
The introductory language to the
supplement clarifies that the
enumerated Red Flags are examples.
Thus, a financial institution or creditor
may tailor the Red Flags it chooses for
its Program to its own operations. A
financial institution or creditor will not
need to justify to an Agency its failure
to include in the Program a specific Red
Flag from the list of examples. However,
a covered entity will have to account for
the overall effectiveness of a Program
that is appropriate to its size and

E:\FR\FM\09NOR4.SGM

09NOR4

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations
complexity and the nature and scope of
its activities.
Inactive Accounts
Section 114 also directs the Agencies
to consider whether to include
reasonable guidelines for notifying the
consumer when a transaction occurs in
connection with a consumer’s credit or
deposit account that has been inactive
for two years, in order to reduce the
likelihood of identity theft. The
preamble to the proposed rules noted
that the Agencies believed that the twoyear limit was not always an accurate
indicator of identity theft given the wide
variety of credit and deposit accounts
that would be covered by the provision.
Therefore, in place of guidelines on
inactive accounts, the Agencies
proposed incorporating a Red Flag on
inactive accounts into Appendix J that
was flexible and was designed to take
into consideration the type of account,
the expected pattern of usage of the
account, and any other relevant factors.
Some consumer groups suggested that
a new section be added to the guidelines
requiring notice to the consumer when
a transaction occurs in connection with
a consumer’s credit or deposit account
that has been inactive for two years
unless this pattern would be expected
for a particular type of account. Other
commenters agreed with the Agencies’
proposal to simply make activity on an
inactive account a Red Flag. They also
agreed that the Agencies should not use
two years of inactivity as a hard and fast
rule, and allow financial institutions
and creditors to use their own standards
to determine when an account is
inactive.
In the final rules, the Agencies
continue to list activity on an inactive
account as a Red Flag. Given the variety
of covered accounts to which the final
rules and guidelines will apply, the
Agencies concluded that the two-year
period suggested in section 114 would
not necessarily be a useful indicator of
identity theft. Therefore, the Agencies
have not included a provision in the
guidelines regarding notification when a
transaction occurs in connection with a
consumer’s credit or deposit account
that has been inactive for two years.
B. Special Rules for Card Issuers
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1. Background
Section 114 also requires the Agencies
to prescribe joint regulations generally
requiring credit and debit card issuers to
assess the validity of change of address
notifications. In particular, these
regulations must ensure that if the card
issuer receives a notice of change of
address for an existing account and,
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within a short period of time (during at
least the first 30 days), receives a
request for an additional or replacement
card for the same account, the issuer
must follow reasonable policies and
procedures to assess the validity of the
change of address through one of three
methods. The card issuer may not issue
the card unless it: (1) Notifies the
cardholder of the request at the
cardholder’s former address and
provides the cardholder with a means to
promptly report an incorrect address; (2)
notifies the cardholder of the address
change request by another means of
communication previously agreed to by
the issuer and the cardholder; or (3)
uses other means of evaluating the
validity of the address change in
accordance with the reasonable policies
and procedures established by the card
issuer to comply with the joint
regulations described earlier regarding
identity theft.
For this reason, the Agencies also
proposed special rules that required
credit and debit card issuers to assess
the validity of change of address
notifications by notifying the cardholder
or through certain other means. The
proposed regulations stated that a
financial institution or creditor that is a
card issuer may incorporate the
requirements of § l.91 into its Program.
As described in the section-by-section
analysis that follows, commenters
generally requested changes that would
make the proposed rules more flexible.
2. Section-by-Section Analysis
Section l.91(a)

Scope

The proposed rules stated that this
section applies to a person, described in
proposed § l.90(a), that issues a debit
or credit card. The Agencies did not
receive any comments on this section.
In the final rules, for clarity, the
Agencies deleted the cross-reference to
§ l.90(a). Each Agency also revised its
scope paragraph to list the entities over
which it has jurisdiction that are subject
to § l.91. Under the final rules, section
l.91 applies to any debit or credit card
issuer (card issuer) that is subject to an
Agency’s jurisdiction.
Section l.91(b)

Definitions

The proposed rules included two
definitions solely applicable to the
special rules for card issuers:
‘‘cardholder’’ and ‘‘clear and
conspicuous.’’ Section l.91(b) of the
final rules also contains these
definitions as follows.
Section l.91(b)(1)

Cardholder

Under section 114, the Agencies must
prescribe regulations requiring a card
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issuer to follow reasonable policies and
procedures to assess the validity of a
change of address, before issuing an
additional or replacement card. Section
114 provides that a card issuer may
satisfy this requirement by notifying
‘‘the cardholder.’’ The term
‘‘cardholder’’ is not defined in the FACT
Act. The preamble to the proposed rules
explained that the legislative record
relating to this provision indicates that
‘‘issuers of credit cards and debit cards
who receive a consumer request for an
additional or replacement card for an
existing account’’ may assess the
validity of the request by notifying ‘‘the
cardholder.’’ 36 As the preamble noted,
the request, presumably, will be valid if
the consumer making the request and
the cardholder are one and the same
‘‘consumer.’’ Therefore, the proposal
defined ‘‘cardholder’’ as a consumer
who has been issued a credit or debit
card. The preamble to the proposed
rules also explained that, because
‘‘consumer’’ is defined in the FCRA as
an ‘‘individual,’’ 37 the proposed
regulations applied to any request for an
additional or replacement card by an
individual, including a card for a
business purpose, such as a corporate
card.
Some commenters asked the Agencies
to clarify that this definition does not
apply to holders of stored value cards,
such as payroll and gift cards, or to
cards used to access a home equity line
of credit. Another commenter urged that
the final rules exclude credit and debit
cards for a business purpose.
The final rules continue to define
‘‘cardholder’’ as a consumer who has
been issued a credit or debit card. Both
‘‘credit card’’ and ‘‘debit card’’ are
defined in section 603(r) of the FCRA. 38
The definition of ‘‘credit card’’ is
defined by cross-reference to section
103 of the Truth in Lending Act, 15
U.S.C. 1601, et seq. 39 The definition of
‘‘debit card’’ is any card issued by a
financial institution to a consumer for
use in initiating an electronic fund
transfer from the account of the
consumer at such financial institution
for the purposes of transferring money
between accounts or obtaining money,
property, labor, or services. 40
Section 603(r) of the FCRA provides
that ‘‘account’’ and ‘‘electronic fund
transfer’’ have the same meaning as
those terms have in the Electronic
Funds Transfer Act (EFTA), 15 U.S.C.
36 See 149 Cong. Rec. E2513 (daily ed. December
8, 2003) (statement of Rep. Oxley) (emphasis
added).
37 15 U.S.C. 1681a(c).
38 15 U.S.C. 1681a.
39 See 15 U.S.C. 1681a(r)(2).
40 15 U.S.C. 1681a(r)(3).
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1693, et seq. The EFTA, and Regulation
E, 12 CFR part 205, govern electronic
fund transfers. In contrast to section
603(r) of the FCRA, neither the EFTA
nor Regulation E defines the term ‘‘debit
card.’’ Instead, coverage under the EFTA
and Regulation E depends upon
whether electronic fund transfers can be
made to or from an ‘‘account,’’ meaning
a checking, savings, or other consumer
asset account established primarily for
personal, family or household purposes.
The Board recently issued a final rule
expanding the definition of ‘‘account’’
under Regulation E to cover payroll card
accounts. 41 Therefore, a holder of a
payroll card is a ‘‘cardholder’’ for
purposes of § l.91(b)(1), provided that
the card issuer is a ‘‘financial
institution’’ as defined in section 603(t)
of the FCRA.
The Board decided not to cover other
types of prepaid cards as accounts
under Regulation E at the time it issued
the payroll card rule. Therefore, the
definition of ‘‘cardholder’’ does not
include the holder of a gift card or other
prepaid card product, unless and until
the Board elects to cover such cards as
accounts under Regulation E.
The definition of ‘‘cardholder’’ would
also include a recipient of a home
equity loan if the holder is able to access
the proceeds of the loan with a credit or
debit card within the meaning of 15
U.S.C. 1681a(r).
Identity theft may occur in connection
with a card that a consumer uses for a
business purpose and may affect the
consumer’s personal credit standing.
Additionally, the definition of
‘‘consumer’’ under the FCRA is simply
an ‘‘individual.’’ 42 For this reason, the
Agencies continue to believe that the
protections of this provision must
extend to consumers who hold a card
for a personal, household, family or
business purpose.
Section l.91(b)(2) Clear and
conspicuous
The second proposed definition was
for the phrase ‘‘clear and conspicuous.’’
Proposed § l.91 included a provision
that required any written or electronic
notice provided by a card issuer to the
consumer pursuant to the regulations to
be given in a ‘‘clear and conspicuous
manner.’’ The proposed regulations
defined ‘‘clear and conspicuous’’ based
on the definition of this phrase found in
the Agencies’ privacy rules.
The Agencies received no comments
on the phrase ‘‘clear and conspicuous,’’
and have adopted the definition as
proposed in § l.91(b)(2).
41 See
42 15

71 FR 51,437 (August 10, 2006).
U.S.C. 1681a(c).
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Sections l.91(c) and (d)
Validation

Address

Proposed § l.91(c) simply restated
the statutory requirements described
above with some minor stylistic
changes. A number of commenters
noted that the requirements of this
section would be difficult and
expensive to implement. They stated
that millions of address changes are
processed every year, though very few
turn out to be fraudulent.
By contrast, consumer groups
suggested that the final regulations
should require the card issuer to notify
the consumer of a request for an address
change followed by the request for an
additional or replacement card, unless
there are special circumstances that
prevent doing so in a timely manner.
Many commenters recommended that
the final rules provide credit and debit
card issuers with greater flexibility to
verify address changes. For example,
they stated it is not clear that an address
change linked with a request for an
additional card is a significant indicator
of identity theft. Therefore, they
recommended the rules (1) specifically
permit card issuers to satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card; or (2) verify the address whenever
a request for an additional or
replacement card is made, whether or
not the card issuer receives notification
of an address change.
One commenter suggested that the
rules should only apply to card issuers
that receive direct notification of an
address change rather than an address
change notification from the U.S. Postal
Service. The commenter asserted that
there is a higher risk of fraud with a
direct request for a change of address.
Consumer groups also recommended
that the Agencies set a period longer
than the 30-day minimum for card
issuers to be on alert after an address
change request. These commenters
recommended that, because of billing
cycles and the time it takes to issue a
new card, an issuer should be required
to assess the validity of an address
change if it receives a request for an
additional or replacement card within at
least 90 days after the request for the
address change.
Some commenters asked the Agencies
to clarify what ‘‘other means’’ would be
acceptable in assessing the validity of a
change in address. One commenter
stated that it is not cost effective to
contact the customer, therefore, most
card issuers would use ‘‘other means’’ of
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assessing the validity of the change of
address in accordance with the policies
and procedures the card issuer
establishes pursuant to § l.90.
Commenters also asked the Agencies
to clarify that the obligation to assess
the validity of a request for an address
change is not triggered unless the card
issuer actually changes the cardholder’s
address.
Some commenters asked the Agencies
to clarify whether electronic notices
would be acceptable if the cardholder
had previously contracted for electronic
communications. Consumer groups
recommended electronic notification be
permitted only when the consumer
consents in accordance with the E-Sign
Act.
The Agencies note that the statutory
provision being implemented here is
quite specific. Congress mandated that
the requirements set forth in section
615(e)(1)(C) of the FCRA apply to
notifications of changes of address,
which would necessarily include both
those received directly from consumers
and those received from the Postal
Service. Congress also statutorily
provided various methods to card
issuers for assessing the validity of a
change of address. 43 Accordingly, the
final rules reflect these methods.
Under § l.91(c) of the final rules, a
card issuer that receives an address
change notification and, within at least
30 days, a request for an additional or
replacement card, may not issue an
additional or replacement card until it
has notified the cardholder or has
otherwise assessed the validity of the
change of address in accordance with
the policies and procedures the card
issuer has established pursuant to
§ l.90. The Agencies have concluded
that card issuers should be granted
additional flexibility. Therefore,
§ l.91(d) clarifies that a card issuer may
satisfy the requirements of § l.91(c) by
validating an address, according to the
methods set forth in § l.91(c)(1) or (2),
when it receives an address change
notification, before it receives a request
for an additional or replacement card.
The rules do not require a card issuer
that issues an additional or replacement
card to validate an address whenever it
receives a request for such a card,
because section 114 only requires the
validation of an address when the card
issuer also has received a notification of
a change of address.
43 See S. Rep. No. 108–166 at 14 (October 17,
2003)(accompanying S. 1753)(stating that a card
issuer may rely on authentication procedures that
do not involve a separate communication with the
cardholder so long as the issuer has reasonably
assessed the validity of the address change.)
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The Agencies also revised § l.91 to
clarify that a card issuer must provide
to the cardholder a ‘‘reasonable’’ means
of promptly reporting incorrect address
changes whenever the card issuer
notifies the cardholder of the request for
an additional or replacement card. 44
The Agencies declined to adopt the
recommendation that an issuer assess
the validity of an address change if it
receives a request for an additional or
replacement card within ‘‘at least 90
days’’ after an address change
notification, as ‘‘at least 30 days’’ may
be a reasonable period of time in some
cases. However, a card issuer that does
not validate an address when it receives
an address change notification may find
it prudent to validate the address before
issuing an additional or replacement
card, even when it receives a request for
such a card more than 30 days after the
notification of address change. In sum,
the Agencies expect card issuers to
exercise diligence commensurate with
their own experiences with identity
theft.
The Agencies also confirm that a card
issuer is not obligated to assess the
validity of a notification of an address
change after receiving a request for an
additional or replacement card if it
previously determined not to change the
cardholder’s address because the
address change request was
fraudulent. 45

procedures the card issuer has
established.
A few commenters recommended that
this proposed requirement apply only if
the issuer notifies the cardholder of the
change of address request at the
cardholder’s former address. These
commenters stated that, otherwise, the
provision would prohibit other types of
notices, such as those in periodic
statements. Another commenter stated
that this provision was not necessary
because card issuers would send such
notices separately in any event.
The Agencies are not convinced that
such a notice would be provided
separately from a card issuer’s regular
correspondence with the cardholder
unless required. Moreover, the Agencies
do not agree that this requirement
should apply only if a card issuer
chooses to notify the cardholder of the
change of address request at the
cardholder’s former address in
accordance with § l.91(c)(1). Even
where the card issuer and cardholder
agree to some other means for notice,
this alternative means does not change
the important nature of the notice.
Therefore, § l.91(e) of the final rules
provides that any written or electronic
notice that the card issuer provides
under this paragraph must be clear and
conspicuous, and provided separately
from its regular correspondence with
the cardholder.

Section l.91(e) Form of Notice
In the preamble to the proposed rules,
the Agencies noted that Congress had
singled out this scenario involving card
issuers and placed it in section 114
because it is perceived to be a possible
indicator of identity theft. To highlight
the important and urgent nature of
notice that a consumer receives from a
card issuer pursuant to § l.91(c), the
Agencies also proposed requiring that
any written or electronic notice that a
card issuer provides under this
paragraph must be clear and
conspicuous and provided separately
from its regular correspondence with
the cardholder. The preamble to the
proposed rules stated that a card issuer
could also provide notice orally, in
accordance with the policies and

III. Section 315 of the FACT Act

44 See S. Rep. No. 108–166 at 14 (October 17,
2003) (accompanying S. 1753) (stating that a means
of reporting an incorrect change could be through
the mail, by telephone, or electronically.)
45 This position is consistent with the legislative
history of this section. See S. Rep. No. 108–166 at
14 (Oct. 17, 2003) (accompanying S. 1753) (stating
that it would not be necessary for the card issuer
to take these steps ‘‘if, despite receiving a request
for an address change, the issuer did not actually
change the cardholder’s address for any reason (e.g.,
the card issuer had previously determined that the
request for an address change was invalid)’’).
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A. Background
Section 315 of the FACT Act amends
section 605 of the FCRA, 15 U.S.C.
1681c, by adding a new subsection (h).
Section 605(h)(1) requires that, when
providing a consumer report to a person
that requests the report (the user), a
nationwide consumer reporting agency,
as defined in section 603(p) of the
FCRA, (CRA) must provide a notice of
the existence of a discrepancy if the
address provided by the user in its
request ‘‘substantially differs’’ from the
address the CRA has in the consumer’s
file.
Section 605(h)(2) requires the
Agencies to issue joint regulations that
provide guidance regarding reasonable
policies and procedures a user of a
consumer report should employ when
the user receives a notice of address
discrepancy. These regulations must
describe reasonable policies and
procedures for a user of a consumer
report to employ to (i) enable it to form
a reasonable belief that the user knows
the identity of the person for whom it
has obtained a consumer report, and (ii)
reconcile the address of the consumer
with the CRA, if the user establishes a
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continuing relationship with the
consumer and regularly and in the
ordinary course of business furnishes
information to the CRA.
B. Section-by-Section Analysis
Section l.82(a)

Scope

Proposed § l.82(a) noted that the
scope of section 315 differs from the
scope of section 114 and explained that
section 315 applies to ‘‘users of
consumer reports’’ and ‘‘persons
requesting consumer reports’’
(hereinafter referred to as ‘‘users’’), as
opposed to financial institutions and
creditors. Therefore, section 315 does
not apply to a financial institution or
creditor that does not use consumer
reports. The Agencies did not receive
any comments on this section and have
adopted it as proposed in the final rules.
Section l.82(b) Definition
Proposed § l.82(b) defined ‘‘notice of
address discrepancy’’ as ‘‘a notice sent
to a user of a consumer report by a CRA
pursuant to 15 U.S.C. 1681c(h)(1), that
informs the user of a substantial
difference between the address for the
consumer provided by the user in
requesting the consumer report and the
address or addresses the CRA has in the
consumer’s file.’’ 46
In the preamble to the proposed rules,
the Agencies noted that section
605(h)(1) requiring CRAs to provide
notices of address discrepancy became
effective on December 1, 2004. To the
extent CRAs each have developed their
own standards for delivery of notices of
address discrepancy, the proposal noted
that it is important for users to be able
to recognize and receive notices of
address discrepancy, especially if they
are being delivered electronically by
CRAs. For example, CRAs may provide
consumer reports with some type of a
code to indicate an address discrepancy.
Users must be prepared to recognize the
code as an indication of an address
discrepancy.
While some commenters agreed with
the proposed definition, a number of
commenters suggested that the Agencies
clarify that only a ‘‘substantial’’
discrepancy would trigger the
requirements in this provision and that
obvious errors would not. Some
commenters also suggested that the
Agencies provide examples of what
constitutes a ‘‘substantial difference.’’
One commenter stated that users should
be able to determine when there is a
substantial difference.
46 All other terms used in this section have the
same meanings as set forth in the FCRA (15 U.S.C.
1681a).
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As noted earlier, section 605(h)(1)
requires a CRA to send a notice of
address discrepancy when it determines
that the address provided to the CRA by
a user ‘‘substantially differs’’ from the
address the CRA has in the consumer’s
file. The phrase ‘‘substantially differs’’
is not defined in the statute. Instead, the
statute allows each CRA to construe this
phrase as it chooses and, accordingly, to
set the standard it will use to determine
when it will send a notice of address
discrepancy.
As required by section 605(h)(2), this
rulemaking focuses on the obligations of
users that receive a notice of address
discrepancy from a CRA. The statute
does not indicate that the Agencies are
to define the phrase ‘‘substantially
differs’’ for CRAs or to permit users to
define that phrase themselves.
Therefore, the final rules adopt the
proposed definition of ‘‘notice of
address discrepancy’’ without change.
Section l.82(c) Requirement to form a
reasonable belief
Proposed § l.82(c) implemented the
requirement in section 605(h)(2)(B)(i)
that the Agencies prescribe regulations
describing reasonable policies and
procedures to enable the user to form a
reasonable belief that the user knows
‘‘the identity of the person to whom the
consumer report pertains’’ when the
user receives a notice of address
discrepancy. Proposed § l.82(c) stated
that a user must develop and implement
reasonable policies and procedures for
‘‘verifying the identity of the consumer
for whom it has obtained a consumer
report’’ whenever it receives a notice of
address discrepancy. The proposal
stated further that these policies and
procedures must be designed to enable
the user to form a reasonable belief that
it knows the identity of the consumer
for whom it has obtained a consumer
report, or determine that it cannot do so.
A number of commenters stated that
the statutory requirement that a user
form a reasonable belief that it knows
the identity of the consumer for whom
it obtained a consumer report should
only apply in situations where the user
establishes a continuing relationship
with the consumer.
A consumer group suggested that the
language in the proposed regulation
permitting a user to determine that it
cannot form a reasonable belief of the
identity of the consumer should be
deleted because the statute specifically
requires a reasonable belief to be
formed. This commenter stated that the
purpose of the statute was to reduce the
number of new accounts opened using
false addresses, and that permitting a
user to satisfy its obligations under the
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regulations by simply determining it
cannot form a reasonable belief would
allow the user to open an account,
effectively rendering the statute
meaningless.
The purpose of section 315 is to
enhance the accuracy of consumer
information, specifically to ensure that
the user has obtained the correct
consumer report for the consumer about
whom it has requested such a report. To
implement this concept more clearly,
§ l.82(c) of the final rules provides that
a user must develop and implement
reasonable policies and procedures
designed to enable the user to form a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report when the user
receives a notice of address
discrepancy.47
The Agencies do not agree with
commenters who suggested that the
proposed provision should apply only
in connection with the establishment of
a continuing relationship with a
consumer, in other words, when a user
is opening a new account. The statutory
requirement in section 605(h)(2)(B)(i)
that a user form a reasonable belief that
it knows the identity of the consumer
for whom it obtained a consumer report
applies whether or not the user
subsequently establishes a continuing
relationship with the consumer. This is
in contrast to the additional statutory
requirement in section 605(h)(2)(B)(ii)
that a user reconcile the address of the
consumer with the CRA, only when the
user establishes a continuing
relationship with the consumer.
In addition, a user may receive a
notice of address discrepancy with a
consumer report, both in connection
with the opening of an account and in
other circumstances when the user
already has a relationship with the
consumer, such as when the consumer
applies for an increased credit line. The
Agencies believe it is important for a
user to form a reasonable belief that a
consumer report relates to the consumer
about whom it has requested the report
in both of these cases. Accordingly, the
final rules do not limit this provision
solely to the establishment of new
accounts.
Proposed § l.82(c) also provided that
if a user employs the policies and
procedures regarding identification and
verification set forth in the CIP rules,48
it would satisfy the requirement to have
47 The Agencies acknowledge that an address
discrepancy also may be an indicator of identity
theft. To address this problem, the Agencies
included address discrepancies as an example of a
Red Flag in connection with the Identity Theft Red
Flag regulations.
48 See, e.g., 31 CFR 103.121(b)(2)(i) and (ii).
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policies and procedures to verify the
identity of the consumer. This provision
took into consideration the fact that
many users already may be subject to
the CIP rules, and have in place
procedures to comply with those rules,
at least with respect to the opening of
accounts. Thus, a user could rely upon
its existing CIP policies and procedures
to satisfy this requirement, so long as it
applied them in all situations where it
receives a notice of address discrepancy.
The proposal also stated that any user,
such as a landlord or employer, may
adopt the CIP rules and apply them in
all situations where it receives a notice
of address discrepancy to meet this
requirement, even if it is not subject to
a CIP rule.
The Agencies requested comment on
whether the CIP procedures would be
sufficient to enable a user that receives
a notice of address discrepancy with a
consumer report to form a reasonable
belief that it knows the identity of the
consumer for whom it obtained the
report, both in connection with the
opening of an account, as well as in
other circumstances where a user
obtains a consumer report, such as
when a user requests a consumer report
to determine whether to increase the
consumer’s credit line, or in the case of
a landlord or employer, to determine a
consumer’s eligibility to rent housing or
for employment.
Many commenters supported the use
of CIP to satisfy this requirement. Some
commenters, however, asked the
Agencies to clarify that once a
consumer’s identity was verified using
CIP, it would not be necessary to reverify that consumer’s identity under
this provision.
Some commenters found the
proposal’s preamble language confusing.
These commenters did not understand
why a user would need to use its CIP
policies in every situation where a
notice of address discrepancy was
received in order to comply with this
requirement; they felt that it might be
possible to form a reasonable belief
without using CIP in some
circumstances.
Other commenters noted that the CIP
rules, which were issued for different
purposes, are not the appropriate
standard for investigating a consumer’s
identity after a notice of address
discrepancy because those rules permit
verification of an address to occur after
an account is opened and do not require
contacting the consumer. One
commenter stated that it was not clear
whether a user relying on the CIP rules
to satisfy the obligations under the
regulation must comply with some or all
of the requirements in the CIP rules,
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including those that require policies and
procedures to address circumstances
when a user cannot form a reasonable
belief it knows the identity of the
consumer.
The Agencies believe that comparing
information provided by a CRA to
information the user obtains and uses
(or has obtained and used) to verify a
consumer’s identity pursuant to the
requirements set forth in the CIP rules
is an appropriate way to satisfy this
obligation, particularly in connection
with the opening of a new account.
However, when a user receives a notice
of address discrepancy in connection
with an existing account, after already
having identified and verified the
consumer in accordance with the CIP
rules, the Agencies would not expect a
user to employ the CIP procedures
again. To address this issue and provide
users with flexibility, § l.82(c) of the
final rule provides examples of
reasonable policies and procedures that
a user may employ to enable the user to
form a reasonable belief that a consumer
report relates to the consumer about
whom it has requested the report. These
examples include comparing
information provided by the CRA with
information the user: (1) Obtains and
uses to verify the consumer’s identity in
accordance with the requirements of the
CIP rules; (2) maintains in its own
records, such as applications, change of
address notifications, other customer
account records, or retained CIP
documentation; or (3) obtains from
third-party sources. Another example is
to verify the information in the
consumer report provided by the CRA
with the consumer.
If a user cannot establish a reasonable
belief that the consumer report relates to
the consumer about whom it has
requested the report, the Agencies
expect the user will not use that report.
While section 605(h)(2)(B)(i) is silent on
this point, other laws may be applicable
in such a situation. For example, in the
case of account openings, a user that is
subject to the CIP rules generally will
need to document how it has resolved
the discrepancy between the address
provided by the consumer and the
address in the consumer report.49 If the
user cannot establish a reasonable belief
that it knows the true identity of the
consumer, it will need to implement the
policies and procedures for addressing
these circumstances as required by the
CIP rules, which may involve not
opening an account or closing an
account.50 If a user is a ‘‘financial
institution’’ or ‘‘creditor’’ as defined by
49 See,
50 See,

e.g., 31 CFR 103.121(b)(3)(i)(D).
e.g., 31 CFR 103.121(b)(2)(iii).
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the FCRA, a notice of address
discrepancy may be a Red Flag and
require an appropriate response to
prevent and mitigate identity theft
under the user’s Identity Theft
Prevention Program.
Section l.82(d)(1) Requirement To
Furnish Consumer’s Address to a
Consumer Reporting Agency
Proposed § l.82(d)(1) provided that a
user must develop and implement
reasonable policies and procedures for
furnishing to the CRA from whom it
received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the
following three conditions are satisfied.
The first condition, in proposed
§ l.82(d)(1)(i), was that the user must
be able to form a reasonable belief that
it knows the identity of the consumer
for whom the consumer report was
obtained. This condition would have
ensured the user would furnish a new
address for the consumer to the CRA
only after the user had formed a
reasonable belief that it knew the
identity of the consumer, using the
policies and procedures set forth in
paragraph § l.82(c).
The second condition, in proposed
§ l.82(d)(1)(ii), was that the user
furnish the address to the CRA if it
establishes or maintains a continuing
relationship with the consumer. Section
315 specifically requires that the user
furnish the consumer’s address to the
CRA if the user establishes a continuing
relationship with the consumer.
Therefore, proposed § l.82(d)(1)(ii)
reiterated this requirement. However,
because a user also may obtain a notice
of address discrepancy in connection
with a consumer with whom it already
has an existing relationship, the
proposal also provided that the user
must furnish the consumer’s address to
the CRA from whom the user has
received a notice of address discrepancy
when the user maintains a continuing
relationship with the consumer.
Finally, the third condition, in
proposed § _.82(d)(1)(iii), provided that
if the user regularly and in the ordinary
course of business furnishes information
to the CRA from which a notice of
address discrepancy pertaining to the
consumer was obtained, the consumer’s
address must be communicated to the
CRA as part of the information the user
regularly provides.
A majority of commenters
recommended that the requirement to
furnish a confirmed address should not
apply to existing accounts. These
commenters maintained that such a
requirement would exceed the scope of
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the statute. They also noted that users
often do not obtain full consumer
reports for existing customers—just
credit scores. These commenters noted
that limited reports often do not contain
an address for a customer. Some
commenters also felt existing
relationships should be excluded
because users already would have
verified a consumer’s address at the
time of account opening.
The Agencies have modified this
section as follows. The final rules
continue to provide that a user must
develop and implement reasonable
policies and procedures for furnishing
an address for the consumer that the
user has reasonably confirmed is
accurate to the CRA when three
conditions are present. The first
condition, in § _.82(d)(1)(i), has been
revised to be consistent with the earlier
changes in section § _.82(c) that focus
more narrowly on accuracy and require
that a user form a reasonable belief that
a consumer report relates to the
consumer about whom it requested the
report. The second condition, in
§ _.82(d)(1)(ii), now applies only to new
accounts and states that a confirmed
address must be furnished if the user
‘‘establishes’’ a continuing relationship
with the consumer. The reference to ‘‘or
maintains’’ a continuing relationship
has been deleted. The Agencies agree
with commenters that section
605(h)(2)(B)(ii) does not require the
reporting of a confirmed address to a
CRA in connection with existing
relationships. The Agencies have
concluded that users are more likely
than a CRA to have an accurate address
for an existing customer and, therefore,
should not be required by these rules to
take additional steps to confirm the
accuracy of the customer’s address.
Users already have an ongoing duty to
correct and update information for their
existing customers under section 623 of
the FCRA, 15 U.S.C. 1681s–2.
Accordingly, under the final rules, the
obligation to furnish a confirmed
address for the consumer to the CRA is
applicable only to new relationships.
The third condition, in § _.82(d)(1)(iii),
has been adopted in the final rule
without substantive change.
Section l.82(d)(2) Requirement To
Confirm Consumer’s Address
In the preamble to the proposal, the
Agencies noted that section 315 requires
them to prescribe regulations describing
reasonable policies and procedures for a
user ‘‘to reconcile the address of the
consumer’’ about whom it has obtained
a notice of address discrepancy with the
CRA ‘‘by furnishing such address’’ to
the CRA. (Emphasis added.) The
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Agencies noted that, even when the user
is able to form a reasonable belief that
it knows the identity of the consumer,
there may be many reasons the initial
address furnished by the consumer is
incorrect. For example, a consumer may
have provided the address of a
secondary residence or inadvertently
reversed a street number. To ensure that
the address furnished to the CRA is
accurate, the Agencies proposed to
interpret the phrase, ‘‘such address,’’ as
an address the user has reasonably
confirmed is accurate. This
interpretation would have required a
user to take steps to ‘‘reconcile’’ the
address it initially received from the
consumer when it receives a notice of
address discrepancy, rather than simply
furnishing the initial address it received
from the consumer to the CRA.
Proposed § l.82(d)(2) contained the
following list of illustrative measures
that a user may employ to reasonably
confirm the accuracy of the consumer’s
address:
• Verifying the address with the
person to whom the consumer report
pertains;
• Reviewing its own records of the
address provided to request the
consumer report;
• Verifying the address through thirdparty sources; or
• Using other reasonable means.
The Agencies solicited comment on
whether these examples were necessary,
or whether different or additional
examples should be listed.
A number of commenters stated that
requiring a user to confirm the address
furnished exceeded the scope of the
statute. They asserted that the benefit of
improvements in the accuracy of
addresses and the prevention of identity
theft would not outweigh the additional
burden of this requirement. A few
commenters noted that complying with
the CIP rules should be sufficient to
verify the address. Commenters also felt
that users should have the flexibility to
establish their own validation processes
based on risk.
As stated earlier, the Agencies believe
the purpose of the statute is to enhance
the accuracy of information relating to
consumers by requiring the user to
furnish an address that the user has
reasonably confirmed is accurate.51
Simply providing the CRA with the
initial address supplied to the user by
the consumer, and which caused the
CRA to send a notice of address
discrepancy, would not serve this
51 This requirement is consistent with the
legislative history which provides that this section
is intended to obligate the user to utilize reasonable
policies and procedures to resolve discrepancies.
See H.R. Rep. No. 108–263 at 46 (Sept. 4, 2003)
(accompanying H.R. 2622).
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purpose. The Agencies believe the
options for confirmation listed in the
regulation provide sufficient flexibility
for users to confirm consumers’
addresses. For this reason, they have
been adopted in the final rule as
proposed, with minor technical
changes. Section l.82(d)(2)(i) has been
revised to conform the language with
§ l.82(c). Section l.82(d)(2)(ii) has
been revised to emphasize the
verification of the consumer’s address
rather than the review of the user’s
records to determine whether the
address given by the consumer is the
same.
Section l.82(d)(3) Timing
Section 315 specifies when a user
must furnish the consumer’s address to
the CRA. It states that this information
must be furnished for the reporting
period in which the user’s relationship
with the consumer is established.
Accordingly, proposed § l.82(d)(3)(i)
stated that, with respect to new
relationships, the policies and
procedures a user develops in
accordance with § l.82(d)(1) must
provide that a user will furnish the
consumer’s address that it has
reasonably confirmed to the CRA as part
of the information it regularly furnishes
for the reporting period in which it
establishes a relationship with the
consumer.
The proposed rule also addressed
other situations when a user may
receive a notice of address discrepancy.
Proposed § l.82(d)(3)(ii) stated that in
other circumstances, such as when the
user already has an existing relationship
with the consumer, the user should
furnish this information for the
reporting period in which the user has
reasonably confirmed the accuracy of
the address of the consumer for whom
it has obtained a consumer report.
The Agencies also noted that, in order
to satisfy the requirements of both
§ l.82(d)(1) and § l.82(d)(3)(i), a user
employing the CIP rules would have to
establish a continuing relationship and
verify the identity of the consumer
during the same reporting period.
The Agencies recognized the timing
provision for newly established
relationships could be problematic for
users hoping to take full advantage of
the flexibility in timing for verification
of identity afforded by the CIP rules. As
required by statute, proposed
§ l.82(d)(3)(i) stated that the reconciled
address must be furnished for the
reporting period in which the user
establishes a relationship with the
consumer. Proposed § l.82(d)(1), which
also mirrored the requirement of the
statute, required the reconciled address
to be furnished to the CRA only when
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the user both establishes a continuing
relationship with the consumer and
forms a reasonable belief that it knows
the identity of the consumer to whom
the consumer report relates. Typically,
the CIP rules permit an account to be
opened (i.e., relationship to be
established) if certain identifying
information is provided. Verification to
establish the true identity of the
customer is required within a
reasonable period of time after the
account has been opened. As explained
in the preamble to the proposed rules,
to satisfy the requirements of both
§ l.82(d)(1) and § l.82(d)(3)(i), a user
employing the CIP rules would have to
verify the identity of the consumer
using the identifying information it
obtained in accordance with the CIP
rules within the same reporting period
that the user opens the account and
establishes a continuing relationship
with the consumer.
The Agencies requested comment on
whether the timing for responding to
notices of address discrepancy received
in connection with newly established
relationships and in connection with
circumstances other than newly
established relationships is appropriate.
One commenter objected to the
requirement that a user employing the
CIP rules would have to both establish
a continuing relationship and a
reasonable belief that it knows the
consumer’s identity during the same
reporting period. A few commenters
noted that the timing for reporting
should simply be ‘‘reasonable,’’ such as
the next reporting cycle.
Because the Agencies have
determined that the requirement to
furnish a confirmed address will apply
only to newly established accounts, the
Agencies have revised § l.82(d)(3) to
remove the references to the timing for
furnishing reports in connection with
other accounts, contained in the
proposal. The final rules reflect the
language in section 605(h)(2)(B)(ii), and
state that a user’s policies and
procedures must provide that the user
will furnish the consumer’s address that
the user has reasonably confirmed is
accurate to the consumer reporting
agency as part of the information it
regularly furnishes for the reporting
period in which it establishes a
relationship with the consumer.
A timing issue still exists for a user
that chooses to compare the information
in the consumer report with information
that the user obtains and uses to verify
the consumer’s identity in accordance
with the CIP rules for the purpose of
forming a reasonable belief that a
consumer report relates to the consumer
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However, the Agencies believe that the
benefits of being able to use CIP for this
purpose should outweigh any additional
burden of having to establish a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report within the
same reporting period that the user
opens the account and establishes a
continuing relationship with the
consumer.
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IV. General Provisions
The OCC, the Board, the FDIC, the
OTS, and the NCUA 52 proposed to
amend the first sentence in § l.3,
which contains the definitions that are
applicable throughout this part. This
sentence stated that the list of
definitions in § l.3 apply throughout
the part ‘‘unless the context requires
otherwise.’’ These agencies proposed to
amend this introductory sentence to
make clear that the definitions in § l.3
apply ‘‘for purposes of this part, unless
explicitly stated otherwise.’’ Thus, these
definitions apply throughout the part
unless defined differently in an
individual subpart. There were no
comments on this proposal, and the
change to § l.3 is adopted as proposed.
OTS proposed nonsubstantive,
technical changes to its rule sections on
purpose and scope (§ 571.1) and
disposal of consumer information
(§ 571.83). OTS explained that these
changes were necessary in light of the
proposed incorporation of the address
discrepancy section into subpart I.
There were no comments on these
proposed changes and they are adopted
substantially as proposed. Further, since
these changes render the definition of
‘‘you’’ in § 571.3(o) superfluous, OTS is
removing that definition.
The OCC’s final rules add a purpose
section at § 41.1. The final rules are
simply restoring the purpose section of
part 41 that was inadvertently deleted
when ‘‘subpart D-Medical Information’’
was added to this part.
V. Effective Date
The Agencies received a number of
comments regarding the effective date of
the final regulations and guidelines,
although the proposed rulemaking did
not address this issue. While consumer
groups recommended that the effective
date for compliance with the regulations
be the minimum time allowed by law,
many financial institutions and
creditors requested the time for
compliance be extended from between
12 to 24 months from issuance of the
52 The equivalent language for the FTC already
exists in 16 CFR 603.1.
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final rules. These commenters felt they
needed time to take an inventory of
their existing systems and develop new
programs necessary for compliance.
Some commenters noted that they likely
would use technological solutions to
comply with the rules and that it is
necessary to schedule such projects well
in advance. Commenters also noted that
compliance with the final rules may
require systemic and operational
changes across business lines and could
affect relationships with vendors and
third party service providers that would
require time to change.
Neither section 114 nor section 315 of
the FACT Act specifically addresses the
effective date of the regulations issued
pursuant to these sections. Under the
Administrative Procedure Act (APA), 5
U.S.C. 553(d), agencies must generally
publish a substantive rule not less than
30 days before its effective date. In
addition, under section 302 of the Riegle
Community Development and
Regulatory Improvement Act of 1994
(CDRIA),53 rules issued by the Federal
banking agencies that impose additional
reporting, disclosure, or other new
requirements on financial institutions
generally will take effect on the first day
of a calendar quarter that begins on or
after the date on which the regulations
are published in the Federal Register.
Because these final rules are substantive
and impose additional requirements on
financial institutions, the Agencies have
provided for an effective date of
[January 1, 2008], consistent with the
APA and CDRIA.
At the same time, the Agencies have
determined that it is appropriate to
provide all covered entities with a
delayed compliance date of November
1, 2008, to comply with the
requirements of the final rulemaking.
Some financial institutions and
creditors already employ a variety of
measures that satisfy the requirements
of the final rulemaking because these
are usual and customary business
practices to minimize losses due to
fraud, or as a result of already
complying with other existing
regulations and guidance that relate to
information security, authentication,
identity theft, and response programs.
However, the Agencies recognize that
these entities may still need time to
evaluate their existing programs, and to
integrate appropriate elements from
them into the Program and into the
other policies and procedures required
by this final rulemaking. Further, the
Agencies recognize that some covered
entities have not previously been
subject to any related regulations or
53 Pub.
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guidance, and thus may need more time
to implement the final rules and
guidelines. Therefore, the Agencies are
providing covered entities with a
transition period to comply with the
requirements contained in the final
rulemaking.
VI. Regulatory Analysis
A. Paperwork Reduction Act
In accordance with the requirements
of the Paperwork Reduction Act of 1995
(PRA) (44 U.S.C. 3501 et seq., 5 CFR
part 1320 Appendix A.1), the Agencies
have reviewed the final rulemaking and
determined that it contains collections
of information subject to the PRA. The
Board made this determination under
authority delegated to the Board by the
Office of Management and Budget
(OMB). The information collection
requirements in the final rulemaking
may be found in 12 CFR 41.82, 41.90,
41.91, 222.82, 222.90, 222.91, 334.82,
334.90, 334.91, 571.82, 571.90, 571.91,
717.82, 717.90; and 717.91; and 16 CFR
681.1, 681.2, and 681.3.
An agency may not conduct or
sponsor, and a respondent is not
required to respond to, an information
collection unless it displays a currently
valid OMB control number. The
information collection requirements
contained in this joint final rule were
submitted by the OCC, FDIC, OTS,
NCUA, and FTC to OMB for review and
approval under the Paperwork
Reduction Act of 1995. OMB assigned
the following control numbers to the
collections of information: OMB Control
Nos. 1557–0237 (OCC), 3064–0152
(FDIC), 1550–0113 (OTS), 3133–0175
(NCUA), and 3084–0137 (FTC). The
Board’s OMB Control No. is 7100–
0308.54
Description of the Collection
Section 114: The proposed rules
implementing section 114 required each
financial institution and creditor to (1)
create an Identity Theft Prevention
Program (Program); (2) report to the
board of directors, a committee thereof
or senior management, at least annually,
on compliance with the proposed
regulations; and (3) train staff to
implement the Program.
In addition, the proposed rules
required each credit and debit card
issuer (card issuer) to establish policies
and procedures to (1) assess the validity
54 The information collections (ICs) in this rule
will be incorporated with the Board’s Disclosure
Requirements Associated with Regulation V (OMB
No. 7100–0308). The burden estimates provided in
this rule pertain only to the ICs associated with this
final rulemaking. The current OMB inventory for
Regulation V is available at: http://www.reginfo.gov/
public/do/PRAMain.
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of a change of address notification
before honoring a request for an
additional or replacement card received
during at least the first 30 days after it
receives the notification; and (2) notify
the cardholder in writing, electronically,
or orally, or use another means of
assessing the validity of the change of
address.
Section 315: The proposed rules
implementing section 315 required each
user of consumer reports to (1) develop
reasonable policies and procedures it
would employ when it receives a notice
of address discrepancy from a CRA; and
(2) to furnish an address the user
reasonably confirmed is accurate to the
CRA from which it receives a notice of
address discrepancy.
The information collections in the
final rulemaking are the same as those
in the proposal.
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Comments Received
The Agencies sought comment on the
burden estimates for the information
collections described in the proposal.
The Agencies received approximately
129 comments on the proposed
rulemaking. Most commenters
maintained that proposal would impose
additional regulatory burden and
asserted that the estimates of the cost of
compliance should be considerably
higher than the Agencies projected. A
few of these commenters specifically
addressed PRA burden, however, they
did not provide specific estimates of
additional burden hours that would
result from the proposal. Some of these
commenters stated that staff training
estimates were significantly
underestimated. Other commenters
stated that the costs of compliance
failed to consider the cost to third-party
service providers that the commenters
characterized as being required to
implement the Program.
Explanation of Burden Estimates Under
the Final Rulemaking
The Agencies believe that many of the
comments received regarding burden
stemmed from commenters’ misreading
of the requirements of the proposed
rulemaking. The final rulemaking
clarifies these requirements, including
those that relate to the information
collections. It also differs from the
proposal as described below.
The Agencies continue to believe that
most covered entities already employ a
variety of measures to detect and
address identity theft that are required
by section 114 of the final rulemaking
because these are usual and customary
business practices that they employ to
minimize losses due to fraud. In
addition, the Agencies believe that
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many financial institutions and
creditors already have implemented
some of the requirements of the final
rules implementing section 114 as a
result of having to comply with other
existing regulations and guidance, such
as the CIP regulations implementing
section 326 of the USA PATRIOT Act,
31 U.S.C. 5318(l) that require
verification of the identity of persons
opening new accounts),55 the
Information Security Standards that
implement section 501(b) of the GrammLeach-Bliley Act (GLBA), 15 U.S.C.
6801, and section 216 of the FACT Act,
15 U.S.C. 1681w,56 and guidance issued
by the Agencies or the Federal Financial
Institutions Examination Council
regarding information security,
authentication, identity theft, and
response programs.57 The final
rulemaking underscores the ability of a
financial institution or creditor to
incorporate into its Program its existing
processes that control reasonably
foreseeable risks to customers or to its
own safety and soundness from identity
theft, such as those already developed
in connection with the covered entity’s
fraud prevention program. Thus, the
burden estimate attributable to the
creation of a Program is unchanged.
55 See, e.g., 31 CFR 103.121 (banks, savings
associations, credit unions, and certain nonfederally regulated banks); 31 CFR 103.122 (brokerdealers); 31 CFR 103.123 (futures commission
merchants).
56 12 CFR part 30, app. B (national banks); 12 CFR
part 208, app. D–2 and part 225, app. F (state
member banks and holding companies); 12 CFR
part 364, app. B (state non-member banks); 12 CFR
part 570, app. B (savings associations); 12 CFR part
748, app. A and B, and 12 CFR 717 (credit unions);
16 CFR part 314 (financial institutions that are not
regulated by the Board, FDIC, NCUA, OCC and
OTS).
57 See, e.g., 12 CFR part 30, supp. A to app. B
(national banks); 12 CFR part 208, supp. A to app.
D–2 and part 225, supp. A to app. F (state member
banks and holding companies); 12 CFR part 364,
supp. A to app. B (state non-member banks); 12 CFR
part 570, supp. A to app. B (savings associations);
12 CFR 748, app. A and B (credit unions); Federal
Financial Institutions Examination Council (FFIEC)
Information Technology Examination Handbook’s
Information Security Booklet (the ‘‘IS Booklet’’)
available at http://www.ffiec.gov/guides.htm; FFIEC
‘‘Authentication in an Internet Banking
Environment’’ available at http://www.ffiec.gov/
pdf/authentication_guidance.pdf; Board SR 01–11
(Supp) (Apr. 26, 2001) available at: http://
www.federalreserve.gov/boarddocs/srletters/2001/
sr0111.htm; ‘‘Guidance on Identity Theft and
Pretext Calling,’’ OCC AL 2001–4 (April 30, 2001);
‘‘Identity Theft and Pretext Calling,’’ OTS CEO
Letter #139 (May 4, 2001); NCUA Letter to Credit
Unions 01–CU–09, ‘‘Identity Theft and Pretext
Calling’’ (Sept. 2001); OCC 2005–24, ‘‘Threats from
Fraudulent Bank Web Sites: Risk Mitigation and
Response Guidance for Web Site Spoofing
Incidents,’’ (July 1, 2005); ‘‘Phishing and E-mail
Scams,’’ OTS CEO Letter #193 (Mar. 8, 2004);
NCUA Letter to Credit Unions 04–CU–12,
‘‘Phishing Guidance for Credit Unions’’ (Sept.
2004).
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The final rulemaking also clarifies
that only relevant staff need be trained
to implement the Program, as
necessary—meaning that staff already
trained, for example, as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as necessary. Despite this
clarification, in response to comments
received, the Agencies are increasing
the burden estimates attributable to
training from two to four hours.
The Agencies’ estimates attribute all
burden to covered entities, which are
entities directly subject to the
requirements of the final rulemaking. A
covered entity that outsources activities
to a third-party service provider is, in
effect, reallocating to that service
provider the burden that it would
otherwise have carried itself. Under
these circumstances, burden is, by
contract, shifted from the covered entity
to the service provider, but the total
amount of burden is not increased.
Thus, third-party service provider
burden is already included in the
burden estimates provided for covered
entities.
The Agencies continue to believe that
card issuers already assess the validity
of change of address requests and, for
the most part, have automated the
process of notifying the cardholder or
using other means to assess the validity
of changes of address. Further, as
commenters requested, the final
rulemaking clarifies that card issuers
may satisfy the requirements of this
section by verifying the address at the
time the address change notification is
received, before a request for an
additional or replacement card.
Therefore, the estimates attributable to
this portion of the rulemaking are
unchanged.
Regarding the final rules
implementing section 315, the Agencies
recognize that users of consumer reports
will need to develop policies and
procedures to employ upon receiving a
notice of address discrepancy in order
to: (1) Ensure that the user has obtained
the correct consumer report for the
consumer; and (2) confirm the accuracy
of the address the user furnishes to the
CRA. However, under the final rules, a
user only must furnish a confirmed
address to a CRA for new relationships.
Thus, the required policies and
procedures will no longer need to
address the furnishing of confirmed
addresses for existing relationships, and
users will not need to furnish to the
CRA in connection with existing
relationships an address the user
reasonably confirmed is accurate.
The Agencies believe that users of
credit reports covered by the final rules,
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on a regular basis, already furnish
information to CRAs in response to
notices of address discrepancy because
it is a usual and customary business
practice—except in connection with
new deposit relationships. For the
proposed rulemaking, the Agencies had
estimated that there would be no
implementation burden associated with
furnishing confirmed addresses to
CRAs. However, as the result of
additional research, the Agencies now
believe that some burden should be
attributable to this collection, to account
for information furnished to CRAs for
new deposit relationships. Because this
burden is offset by the reduction in
burden described above, the estimates
for the collections attributable to the
final rules implementing section 315
remain unchanged.
The Agencies continue to believe that
25 hours to develop a Program, four
hours to prepare an annual report, four
hours to develop policies and
procedures to assess the validity of
changes of address, and four hours to
develop policies and procedures to
respond to notices of address
discrepancy, are reasonable estimates.
The potential respondents are
national banks and Federal branches
and agencies of foreign banks and
certain of their subsidiaries (OCC); state
member banks, uninsured state agencies
and branches of foreign banks,
commercial lending companies owned
or controlled by foreign banks, and Edge
and agreement corporations (Board);
insured nonmember banks, insured state
branches of foreign banks, and certain of
their subsidiaries (FDIC); savings
associations and certain of their
subsidiaries (OTS); Federally-chartered
credit unions (NCUA); state-chartered
credit unions, non-bank lenders,
mortgage brokers, motor vehicle dealers,
utility companies, and any other person
that regularly participates in a credit
decision, including setting the terms of
credit (FTC).
Burden Estimates
The Agencies estimate the annual
burden per respondent is 41 hours (25
hours to develop a Program, four hours
to prepare an annual report, four hours
for training, four hours for developing
policies and procedures to assess the
validity of changes of address, and four
hours for developing policies and
procedures to respond to notices of
address discrepancy). The Agencies
attribute total burden to covered entities
as follows:
OCC:
Number of respondents: 1,806.
Total estimated annual burden:
74,046.
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Board:
Number of respondents: 1,172.
Total Estimated Annual Burden:
48,052.
FDIC:
Number of respondents: 5,260.
Total Estimated Annual Burden:
215,660 hours.
OTS:
Number of respondents: 832.
Total Estimated Annual Burden:
34,112.
NCUA:
Number of respondents: 5,103.
Total Estimated Annual Burden:
209,223.
FTC Estimated Burden:58
Section 114:
Estimated Hours Burden:
As discussed above, the final
regulations require financial institutions
and creditors to conduct a risk
assessment periodically to determine
whether they have covered accounts,
which include, at a minimum,
consumer accounts. If the financial
institutions and creditors determine that
they have covered accounts, the final
regulations require them to create a
written Identity Theft Prevention
Program (Program) and they should
report to the board of directors, a
committee thereof, or senior
management at least annually on
compliance with the final regulations.
The FCRA defines ‘‘creditor’’ to have
the same meaning as in section 702 of
the Equal Credit Opportunity Act
(ECOA).59 Under Regulation B, which
implements the ECOA, a creditor means
a person who regularly participates in a
credit decision, including setting the
terms of credit. Regulation B defines
credit as a transaction in which the
party has a right to defer payment of a
debt, regardless of whether the credit is
for personal or commercial purposes.60
Given the broad scope of entities
covered, it is difficult to determine
precisely the number of financial
institutions and creditors that are
subject to the FTC’s jurisdiction. There
are numerous small businesses under
the FTC’s jurisdiction, and there is no
formal way to track them; moreover, as
a whole, the entities under the FTC’s
jurisdiction are so varied that there are
no general sources that provide a record
of their existence. Nonetheless, FTC
staff estimates that the proposed
regulations implementing section 114
58 Due to the varied nature of the entities subject
to the jurisdiction of the FTC, this Estimated
Burden section reflects only the view of the FTC.
The banking regulatory agencies have jointly
prepared a separate analysis.
59 U.S.C. 1681a(r)(5).
60 Regulation B Equal Credit Opportunity, 12 CFR
202 (as amended effective Apr. 15, 2003).
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will affect over 3,500 financial
institutions 61 and over 11 million
creditors 62 subject to the FTC’s
jurisdiction, for a combined total of
approximately 11.1 million affected
entities. As detailed below, FTC staff
estimates that the average annual
information collection burden during
the three-year period for which OMB
clearance was sought will be 4,466,000
hours (rounded to the nearest
thousand). The estimated annual labor
cost associated with this burden is
$142,925,000 (rounded to the nearest
thousand).
For the proposed rule, FTC staff had
divided affected entities into two
categories: entities that are subject to a
high risk of identity theft and entities
that are subject to a low risk of identity
theft. Based on comments as well as
changes in the final rule, FTC staff
believes that the affected entities can be
categorized in three groups, based on
the nature of their businesses: entities
subject to a high risk of identity theft,
entities subject to a low risk of identity
theft, but having consumer accounts
that will require them to have a written
Program, and entities subject to a low
risk of identity theft, but not having
consumer accounts.63
A. High-Risk Entities
In drafting its PRA analysis for the
proposed regulations, FTC staff believed
that because motor vehicle dealers’’
loans typically are financed by financial
institutions also subject to those
regulations, the dealers were likely to
use the latter’s programs as a basis to
develop their own. Therefore, although
subject to a high risk of identity theft,
their burden would be less than other
high-risk entities. Commenters,
however, noted among other concerns
that some motor vehicle dealers finance
61 Under the FCRA, the only financial institutions
over which the FTC has jurisdiction are statechartered credit unions. 15 U.S.C. 1681s. As of
December 31, 2005, there were 3,302 state-chartered
federally-insured credit unions and 362 statechartered nonfederally insured credit unions,
totaling 3,664 financial institutions. See
www.ncua.gov/news/quick_facts/quick_facts.html
and ‘‘Disclosures for Non-Federally Insured
Depository Institutions under the Federal Deposit
Insurance Corporation Improvement Act (FDICIA),’’
70 FR 12823 (Mar. 16, 2005).
62 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, which totaled
11,076,463 creditors subject to the FTC’s
jurisdiction.
63 In general, high-risk entities may provide
consumer financial services or other goods or
services of value to identity thieves such as
telecommunication services or goods that are easily
convertible to cash, whereas low-risk entities may
do business primarily with other businesses or
provide non-financial services or goods that are not
easily convertible to cash.
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their own loans. Thus, for this burden
estimate, FTC staff no longer is
considering motor vehicle dealers
separately from other high-risk entities.
As noted above, the Agencies
continue to believe that many of the
high-risk entities, as part of their usual
and customary business practices,
already take steps to minimize losses
due to fraud. The final rulemaking
clarifies that only relevant staff need be
trained to implement the Program, as
necessary meaning, for example, that
staff already trained as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as incrementally needed.
Notwithstanding this clarification, in
response to comments received, the
Agencies are increasing the burden
estimates attributable to training from
two to four hours, as is the FTC for highrisk entities in their initial year of
implementing the Program, but FTC
staff continues to believe that one hour
of recurring annual training remains a
reasonable estimate.
The FTC staff maintains its estimate
of 25 hours for high-risk entities to
create and implement a written
Program, with an annual recurring
burden of 1 hour. As before, FTC staff
anticipates that these entities will
incorporate policies and procedures that
they likely already have in place. The
FTC staff continues to believe that
preparation of an annual report will take
high-risk entities 4 hours initially, with
an annual recurring burden of 1 hour.
B. Low-Risk Entities
A few commenters believed that FTC
staff had underestimated the amount of
time it would take low-risk entities to
comply with the proposed regulations.
These commenters estimated that the
amount of time would range from 6 to
20 hours to create a program and 1 hour
each to train employees and draft the
annual report. The FTC staff believes
these estimates were based on a
misunderstanding of the requirements
of the proposed regulations, including
that the list of 31 Red Flags in the
proposed guidelines was intended to be
a checklist. The final regulations clarify
that the list of Red Flags is illustrative
only. Moreover, the emphasis of the
written Program, as required under the
final regulations, is to identify risks of
identity theft. To the extent that entities
with consumer accounts determine that
they have a minimal risk of identity
theft, they would be tasked only with
developing a streamlined Program.
Therefore, the FTC staff does not believe
that it would take such an entity 6 to 20
hours to develop a Program, 1 hour to
train employees, and 1 hour to draft an
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annual report on risks of identity theft
which are minimal or non-existent.
Nonetheless, FTC staff believes that it
may have underestimated the time lowrisk entities may need to initially apply
the final rule to develop a Program.
Thus, FTC staff has increased from 20
minutes to 1 hour its previously stated
estimate for this activity.
The final regulations have been
revised from the proposed regulations to
alleviate the burden of creating a written
Program for entities that determine that
they do not have any covered accounts.
The FTC staff believes that entities
subject to a low risk of identity theft, but
not having consumer accounts, will
likely determine that they do not have
covered accounts. Such entities would
not be required to develop a written
Program, and thus will not incur PRA
burden. The FTC staff estimates that
approximately 9,191,496 64 of the
10,813,525 low-risk entities subject to
the requirement to create a written
Program under the proposed regulations
will not have covered accounts under
the final rule. Therefore, these 9,191,496
low-risk entities will not be required to
develop a written Program, thereby
substantially reducing the original
burden hours estimate in the NPRM for
low-risk entities.
The FTC staff believes that for entities
subject to a low risk of identity theft, but
having consumer accounts that will
require them to have a written Program,
it will take such entities 1 hour to
review the final regulations and create
a streamlined Program, with an annual
recurring burden of 5 minutes. The FTC
staff believes that training staff to be
attentive to any future risks of identity
theft will take low-risk entities 10
minutes, with an annual recurring
burden of 5 minutes. The FTC staff
believes that preparing an annual report
will take low-risk entities 10 minutes,
with an annual recurring burden of 5
minutes.
Accordingly, FTC staff estimates that
the final regulations implementing
section 114 affect the following: 266,602
high-risk entities subject to the FTC’s
jurisdiction at an average annual burden
of 13 hours per entity [average annual
burden over 3-year clearance period for
creation and implementation of Program
((25+1+1)/3) plus average annual
burden over 3-year clearance period for
staff training ((4+1+1)/3) plus average
64 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, net of the number
of creditors subject to the FTC’s jurisdiction, an
estimated subset of which comprise anticipated
low-risk entities not having covered accounts under
the final rule.
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annual burden over 3-year clearance
period for preparing annual report
((4+1+1)/3)], for a total of 3,466,000
hours (rounded to the nearest
thousand); and 1,622,029 low-risk
entities that have consumer accounts
subject to the FTC’s jurisdiction at an
average annual burden of approximately
37 minutes per entity [average annual
burden over 3-year clearance period for
creation and implementation of
streamlined Program ((60+5+5)/3) plus
average annual burden over 3-year
clearance period for staff training
((10+5+5)/3) plus average annual
burden over 3-year clearance period for
preparing annual report ((10+5+5)/3],
for a total of 1,000,000 hours (rounded
to the nearest thousand).
The proposed regulations
implementing Section 114 also require
credit and debit card issuers to establish
policies and procedures to assess the
validity of a change of address request,
including notifying the cardholder or
using another means of assessing the
validity of the change of address. The
FTC received no comments on its
burden estimates in the NPRM and FTC
staff does not believe that the changes
made to the final regulation have altered
its original burden estimates.
Accordingly, FTC staff maintains that it
will take 100 credit or debit card issuers
4 hours to develop and implement
policies and procedures to assess the
validity of a change of address request
for a total burden of 400 hours.
Estimated Cost Burden:
The FTC staff derived labor costs by
applying appropriate estimated hourly
cost figures to the burden hours
described above. It is difficult to
calculate with precision the labor costs
associated with the proposed
regulations, as they entail varying
compensation levels of management
and/or technical staff among companies
of different sizes. In the NPRM, FTC
staff had estimated that low-risk entities
would use administrative support
personnel at an hourly cost of $16.00. A
few commenters disagreed that low-risk
entities would use administrative
support personnel, arguing instead that
the Program would be implemented at
a managerial level, and the labor cost
should be at least $32.00 and possibly
even $48.00. Therefore, in calculating
the cost figures, FTC staff assumes that
for all entities, professional technical
personnel and/or managerial personnel
will create and implement the Program,
prepare the annual report, train
employees, and assess the validity of a
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change of address request, at an hourly
rate of $32.00.65
Based on the above estimates and
assumptions, the total annual labor
costs for all categories of covered
entities under the final regulations
implementing section 114 are
$142,925,000 (rounded to the nearest
thousand) [(3,466,000 hours + 400 hours
+ 1,000,000 hours) x $32.00)].
Section 315:
Estimated Hours Burden:
The Commission did not receive any
comments relating to its original burden
estimates for the information collection
requirements under section 315.
Although the final regulations were
modified such that they no longer
require users to furnish a confirmed
address to a CRA for existing
relationships, FTC staff does not believe
that this modification will significantly
alter its original burden estimates.
Therefore, FTC staff burden estimates
remain unchanged under section 315
from the estimates proposed in the
NPRM. Accordingly, FTC staff estimates
that the average annual information
collection burden during the three-year
period for which OMB clearance was
sought will be 831,000 hours (rounded
to the nearest thousand). The FTC staff
continues to assume that the policies
and procedures for notice of address
discrepancy and furnishing the correct
address will be set up by administrative
support personnel at an hourly rate of
$16.66 Thus, the estimated annual labor
cost associated with this burden is
$13,296,000 (rounded to the nearest
thousand).
The Agencies have a continuing
interest in the public’s opinions of our
collections of information. At any time,
comments regarding the burden
estimate, or any other aspect of this
collection of information, including
suggestions for reducing the burden,
may be sent to:
OCC: Communications Division,
Office of the Comptroller of the
Currency, Public Information Room,
Mail stop 1–5, Attention: 1557–0237,
250 E Street, SW., Washington, DC
20219. In addition, comments may be
sent by fax to 202–874–4448, or by
electronic mail to
regs.comments@occ.treas.gov. You can
65 The cost is derived from a mid-range among the
reported 2006 Bureau of Labor Statistics rates for
likely positions within the professional technical
and managerial categories. See June 2006 Bureau of
Labor Statistics National Compensation Survey for
occupational wages in the United States at http://
www.bls.gov/ncs/ocs/sp/ncbl0910.pdf (‘‘June 2006
BLS NCS Survey’’).
66 This hourly wage is a conservative inflationadjusted updating of hourly mean wages ($14.86)
shown for administrative support personnel in the
June 2006 BLS NCS Survey.
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inspect and photocopy the comments at
the OCC’s Public Information Room, 250
E Street, SW., Washington, DC 20219.
For security reasons, the OCC requires
that visitors make an appointment to
inspect comments. You may do so by
calling 202–874–5043. Upon arrival,
visitors will be required to present valid
government-issued photo identification
and submit to security screening in
order to inspect and photocopy
comments.
Board: You may submit comments,
identified by R–1255, by any of the
following methods:
Agency Web site: http://
www.federalreserve.gov. Follow the
instructions for submitting comments
on http://www.federalreserve.gov/
generalinfo/foia/ProposedRegs.cfm.
Federal eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments.
E-mail:
regs.comments@federalreserve.gov.
Include docket number in the subject
line of the message.
Fax: 202–452–3819 or 202–452–3102.
Mail: Jennifer J. Johnson, Secretary,
Board of Governors of the Federal
Reserve System, 20th Street and
Constitution Avenue, NW., Washington,
DC 20551.
All public comments are available
from the Board’s Web site at http://
www.federalreserve.gov/generalinfo/
foia/ProposedRegs.cfm as submitted,
unless modified for technical reasons.
Accordingly, your comments will not be
edited to remove any identifying or
contact information. Public comments
may also be viewed electronically or in
paper form in Room MP–500 of the
Board’s Martin Building (20th and C
Streets, NW.) between 9 a.m. and 5 p.m.
on weekdays.
FDIC: You may submit written
comments, which should refer to 3064–
AD00, by any of the following methods:
Agency Web site: http://
www.fdic.gov/regulations/laws/federal/
propose.html.
Follow the instructions for submitting
comments on the FDIC Web site.
Federal eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments.
E-mail: Comments@FDIC.gov.
Mail: Robert E. Feldman, Executive
Secretary, Attention: Comments, FDIC,
550 17th Street, NW., Washington, DC
20429.
Hand Delivery/Courier: Guard station
at the rear of the 550 17th Street
Building (located on F Street) on
business days between 7 a.m. and 5 p.m.
Public Inspection: All comments
received will be posted without change
to http://www.fdic.gov/regulations/laws/

PO 00000

Frm 00027

Fmt 4701

Sfmt 4700

63743

federal/propose/html including any
personal information provided.
Comments may be inspected at the FDIC
Public Information Center, Room 100,
801 17th Street, NW., Washington, DC,
between 9 a.m. and 4:30 p.m. on
business days.
OTS: Information Collection
Comments, Chief Counsel’s Office,
Office of Thrift Supervision, 1700 G
Street, NW., Washington, DC 20552;
send a facsimile transmission to (202)
906–6518; or send an e-mail to related
index on the OTS Internet site at http://
www.ots.treas.gov. In addition,
interested persons may inspect the
comments at the Public Reading Room,
1700 G Street, NW., by appointment. To
make an appointment, call (202) 906–
5922, send an e-mail to
publicinfo@ots.treas.gov, or send a
facsimile transmission to (202) 906–
7755.
NCUA: You may submit comments by
any of the following methods (Please
send comments by one method only):
Federal eRulemaking Portal: http://
www.regulations.gov.
Follow the instructions for submitting
comments.
NCUA Web site: http://
www.ncua.gov/
RegulationsOpinionsLaws/
proposedregs/proposedregs.html.
Follow the instructions for submitting
comments.
E-mail: Address to
regcomments@ncua.gov. Include ‘‘[Your
name] Comments on -,’’ in the e-mail
subject line.
Fax: (703) 518–6319. Use the subject
line described above for e-mail.
Mail: Address to Mary F. Rupp,
Secretary of the Board, National Credit
Union Administration, 1775 Duke
Street, Alexandria, VA 22314–3428.
Hand Delivery/Courier: Same as mail
address.
Additionally, commenters may send a
copy of their comments to the OMB
desk officer for the OCC, Board, FDIC,
OTS, and NCUA by mail to the Office
of Information and Regulatory Affairs,
U.S. Office of Management and Budget,
New Executive Office Building, Room
10235, 725 17th Street, NW.,
Washington, DC 20503, or by fax to
(202) 395–6974.
FTC: Comments should refer to ‘‘The
Red Flags Rule: Project No. R611019,’’
and may be submitted by any of the
following methods. However, if the
comment contains any material for
which confidential treatment is
requested, it must be filed in paper
form, and the first page of the document
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must be clearly labeled
‘‘Confidential.’’ 67
E-mail: Comments filed in electronic
form should be submitted by clicking on
the following Web link: https://
secure.commentworks.com/ftc-redflags
and following the instructions on the
Web-based form. To ensure that the
Commission considers an electronic
comment, you must file it on the Webbased form at https://
secure.commentworks.com/ftc-redflags.
Federal eRulemaking Portal: If this
notice appears at http://
www.regulations.gov, you may also file
an electronic comment through that
Web site. The Commission will consider
all comments that regulations.gov
forwards to it.
Mail or Hand Delivery: A comment
filed in paper form should include ‘‘The
Red Flags Rule, Project No. R611019,’’
both in the text and on the envelope and
should be mailed or delivered, with two
complete copies, to the following
address: Federal Trade Commission/
Office of the Secretary, Room H–135
(Annex M), 600 Pennsylvania Avenue,
NW., Washington, DC 20580. Because
paper mail in the Washington area and
at the Commission is subject to delay,
please consider submitting your
comments in electronic form, as
prescribed above. The FTC is requesting
that any comment filed in paper form be
sent by courier or overnight service, if
possible.
Comments on any proposed filing,
recordkeeping, or disclosure
requirements that are subject to
paperwork burden review under the
Paperwork Reduction Act should
additionally be submitted to: Office of
Management and Budget, Attention:
Desk Officer for the Federal Trade
Commission. Comments should be
submitted via facsimile to (202) 395–
6974 because U.S. Postal Mail is subject
to lengthy delays due to heightened
security precautions.
The FTC Act and other laws the
Commission administers permit the
collection of public comments to
consider and use in this proceeding as
appropriate. All timely and responsive
public comments, whether filed in
paper or electronic form, will be
considered by the Commission, and will
be available to the public on the FTC
Web site, to the extent practicable, at
67 Commission Rule 4.2(d), 16 CFR 4.2(d). The
comment must be accompanied by an explicit
request for confidential treatment, including the
factual and legal basis for the request, and must
identify the specific portions of the comment to be
withheld from the public record. The request will
be granted or denied by the Commission’s General
Counsel, consistent with applicable law and the
public interest. See Commission Rule 4.9(c), 16 CFR
4.9(c).
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http://www.ftc.gov/os/
publiccomments.htm. As a matter of
discretion, the FTC makes every effort to
remove home contact information for
individuals from the public comments it
receives before placing those comments
on the FTC Web site. More information,
including routine uses permitted by the
Privacy Act, may be found in the FTC’s
privacy policy, at http://www.ftc.gov/
ftc/privacy.htm.
Members of the public also can
request additional information or a copy
of the collection from:
OCC: Mary Gottlieb, OCC Clearance
Officer, (202) 874–5090, Legislative and
Regulatory Activities Division, Office of
the Comptroller of the Currency, 250 E
Street, SW., Washington, DC 20219.
Board: Michelle Shore, Clearance
Officer, Division of Research and
Statistics (202) 452–3829.
FDIC: Steven F. Hanft, Clearance
Officer, Legal Division, (202–898–3907).
OTS: Ira L. Mills, OTS Clearance
Officer, Litigation Division, Chief
Counsel’s Office, at
Ira.Mills@ots.treas.gov, (202) 906–6531,
or facsimile number (202) 906–6518.
NCUA: Regina M. Metz, Staff
Attorney, Office of General Counsel,
(703) 518–6540.
FTC: See FOR FURTHER INFORMATION
CONTACT above.
B. Regulatory Flexibility Act
OCC: Under section 605(b) of the
Regulatory Flexibility Act (RFA), 5
U.S.C. 605(b), the OCC must either
publish a Final Regulatory Flexibility
Analysis (FRFA) for a final rule or
certify, along with a statement providing
the factual basis for such certification,
the rule will not have a significant
economic impact on a substantial
number of small entities. The Small
Business Administration has defined
‘‘small entities’’ for banking purposes as
a bank or savings institution with assets
of $165 million or less. See 13 CFR
121.201.
Based on its analysis and for the
reasons stated below, the OCC certifies
that this final rulemaking will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 114
The proposed regulations
implementing section 114 required the
development and establishment of a
written identity theft prevention
program to detect, prevent, and mitigate
identity theft. The proposed regulations
also required card issuers to assess the
validity of a notice of address change
under certain circumstances.
In connection with the proposed
rulemaking, the OCC concluded that the

PO 00000

Frm 00028

Fmt 4701

Sfmt 4700

proposed regulations implementing
section 114, if adopted as proposed,
would not impose undue costs on
national banks and would not have a
substantial economic impact on a
substantial number of small national
banks. The OCC noted that national
banks already employ a variety of
measures that satisfy the requirements
of the rulemaking because (1) such
measures are a good business practice
and generally are a part of a bank’s
efforts to reduce losses due to fraud, and
(2) national banks already comply with
other regulations and guidance that
relate to information security,
authentication, identity theft, and
response programs. For example,
national banks are already subject to CIP
rules requiring them to verify the
identity of a person opening a new
account 68 and already have various
systems in place to detect certain
patterns, practices and specific activities
that indicate the possible existence of
identity theft in connection with the
opening of new accounts. Similarly,
national banks complying with the
‘‘Interagency Guidelines Establishing
Information Security Standards’’ 69 and
guidance recently issued by the FFIEC
titled ‘‘Authentication in an Internet
Banking Environment’’ 70 already have
policies and procedures in place to
detect attempted and actual intrusions
into customer information systems and
to detect patterns, practices and specific
activities that indicate the possible
existence of identity theft in connection
with existing accounts. Banks
complying with the OCC’s ‘‘Guidance
on Identity Theft and Pretext Calling’’ 71
already have policies and procedures to
verify the validity of change of address
requests on existing accounts.
Nonetheless, the OCC specifically
requested comment and specific data on
the size of the incremental burden
creating an identity theft prevention
program would have on small national
banks, given banks’’ current practices
and compliance with existing
requirements. The OCC also requested
comment on how the final regulations
might minimize any burden imposed to
the extent consistent with the
requirements of the FACT Act.
Commenters confirmed that the
proposed regulations implementing
section 114 of the FACT Act are
consistent with banks’’ usual and
customary business practices used to
minimize losses due to fraud in
connection with new and existing
68 31

CFR 103.121; 12 CFR 21.21 (national banks).
CFR part 30, app. B (national banks).
70 OCC Bulletin 2005–35 (Oct. 12, 2005).
71 OCC AL 2001–4 (April 30, 2001).
69 12
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accounts. They also confirmed that
banks have implemented measures to
address many of the proposed
requirements as a result of having to
comply with existing regulations and
guidance. However, commenters also
asserted that the Agencies had
underestimated the incremental burden
imposed by the proposed rules. They
highlighted aspects of the proposal that
they maintained would have required
banks to alter their current practices and
implement duplicative policies and
procedures.
Only a few commenters provided
estimates of additional burden that
would result from the proposed rules.
Many of these comments stemmed from
a misreading of the requirements of the
proposed rules. Further, many
commenters confused the Agencies’
PRA estimates with the Agencies’
overall conclusions regarding regulatory
burden.72
The OCC believes that the final rules
substantially address the concerns of the
commenters as follows:
• The final rules allow a covered
entity to tailor its Program to its size,
complexity and nature of its operations.
The final rules and guidelines do not
require the use of any specific
technology, systems, processes or
methodology.
• The final rules list the four
elements that must be a part of a
Program, and the steps that a covered
entity must take to administer the
Program. The rules provide covered
entities with greater discretion to
determine how to implement these
mandates.
• Additional requirements previously
in the proposed rules are now in
guidelines that are located in Appendix
J. The guidelines describe various
policies and procedures that a financial
institution or creditor must consider
and include in its Program, where
appropriate, to satisfy the requirements
of the final rules. The preamble to the
rules explains that an institution or
creditor may determine that particular
guidelines are not appropriate to
incorporate into its Program as long as
its Program contains reasonable policies
and procedures to meet the specific
requirements of the final rules.
• The guidelines clarify that a
covered entity need not create duplicate
policies and procedures and may
incorporate into its Program, as
appropriate, its existing processes that
control reasonably foreseeable risks to
72 The PRA focuses more narrowly on the time,
effort, and financial resources expended by persons
to generate, maintain, or provide information to or
for a Federal agency. See 44 U.S.C. 3501 et seq.
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customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program.
• The final rules clarify that a
Program (including the Red Flags
determined to be relevant) may be
periodically, rather than continually,
updated to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft.
• The rules focus on consumer
accounts, and require a Program to
include only other accounts ‘‘for which
there is a reasonably foreseeable risk to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft.’’
• The definition of ‘‘Red Flags’’ no
longer includes reference to the
‘‘possible risk’’ of identity theft and no
longer incorporates precursors to
identity theft.
• The final rules clarify that the Red
Flags in Supplement A are examples
rather than a mandatory checklist.
• Supplement A includes a Red Flag
for activity on an inactive account in
place of a separate guideline.
• The final rules clarify that the
Board of Directors or a committee
thereof must approve only the initial
written Program. The rules provide a
covered entity with the discretion to
determine whether the Board or
management will approve changes to
the Program and the extent of Board
involvement in oversight of the
Program.
• The final rules clarify that only
relevant staff must be trained to
implement the Program, as necessary.
• Card issuers may satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card—building on issuers’ existing
procedures.
• Covered entities need not comply
with the final rules until November 1,
2008.
The Agencies did consider whether it
would be appropriate to extend different
treatment or exempt small covered
entities from the requirements of this
section of the final rulemaking. The
Agencies note that identity theft can
occur in small entities as well as large
ones. The Agencies do not believe that
an exemption for small entities is
appropriate given the flexibility built
into the final rules and guidelines and
the importance of the statutory goals
and mandate of section 114.
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As a result of the changes and
clarifications noted above, this section
of the final rule is far more flexible and
less burdensome than that in the
proposed rules while still fulfilling the
statutory mandates enumerated in
section 114. Moreover, the OCC has
concluded that the incremental cost of
these final rules and guidelines will not
impose undue costs and will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 315
The proposed regulations
implementing section 315 required a
user of consumer reports to have
policies and procedures to enable the
user to form a reasonable belief that it
knows the identity of the consumer for
whom it has obtained a consumer
report. The proposed rules also required
the user to furnish to the CRA from
whom it received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the user: (1)
Is able to form a reasonable belief that
it knows the identity of the consumer
for whom the consumer report was
obtained; (2) establishes or maintains a
continuing relationship with the
consumer; and (3) regularly and in the
ordinary course of business furnishes
information to the CRA from which a
notice of address discrepancy pertaining
to the consumer was obtained.
In connection with the proposed
rulemaking the OCC noted that the
FACT Act already requires CRAs to
provide notices of address discrepancy
to users of credit reports. The OCC
stated that with respect to new
accounts, a national bank already is
required by the CIP rules to ensure that
it knows the identity of a person
opening a new account and to keep a
record describing the resolution of any
substantive discrepancy discovered
during the verification process. The
OCC also stated that as a matter of good
business practice, most national banks
currently have policies and procedures
in place to respond to notices of address
discrepancy when they are provided in
connection with both new and existing
accounts, by furnishing an address for
the consumer that the bank has
reasonably confirmed is accurate to the
CRA from which it received the notice
of address discrepancy.
The OCC specifically requested
comment on whether the proposed
requirements differ from small banks’
current practices and whether the
proposed requirements on users of
consumer reports to have policies and
procedures to respond to the receipt of
an address discrepancy could be altered

E:\FR\FM\09NOR4.SGM

09NOR4

jlentini on PROD1PC65 with RULES4

63746

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations

to minimize any burden imposed to the
extent consistent with the requirements
of the FACT Act.
Many suggestions received in
response to this solicitation for
comment would have required a
statutory change. However, many
commenters noted that section 315 does
not require the reporting of a confirmed
address to a CRA for a notice of address
discrepancy received for an existing
account. These commenters stated that
the level of regulatory burden imposed
by this requirement would be significant
and would force users to reconcile and
verify addresses millions of times a year
in connection with routine account
maintenance. Commenters maintained
that this would result in enormous costs
that provide relatively little benefit to
consumers. The final rules address these
comments and accordingly, under the
rules implementing section 315, a user
is not obligated to furnish a confirmed
address for the consumer to the CRA in
connection with existing accounts.
Although, a bank will likely have to
modify its existing procedures to add a
new procedure for promptly reporting to
CRAs the reconciled address for new
deposit accounts, the OCC has
concluded that the final rules
implementing section 315 will not
impose undue costs on national banks
and will have not have a significant
economic impact on a substantial
number of small entities. Finally, as
mentioned earlier, the final rules
provide a transition period and do not
require covered entities to fully comply
with these requirements until November
1, 2008.
Board: The Board prepared an initial
regulatory flexibility analysis as
required by the Regulatory Flexibility
Act (RFA) (5 U.S.C. 601 et seq.) in
connection with the July 18, 2006
proposed rule. The Board received one
comment on its regulatory flexibility
analysis.
Under Section 605(b) of the RFA, 5
U.S.C. 605(b), the regulatory flexibility
analysis otherwise required under
Section 604 of the RFA is not required
if an agency certifies, along with a
statement providing the factual basis for
such certification, that the rule will not
have a significant economic impact on
a substantial number of small entities.
Based on its analysis and for the reasons
stated below, the Board certifies that
this final rule will not have a significant
economic impact on a substantial
number of small entities.
1. Statement of the need for, and
objectives of, the final rule.
The FACT Act amends the FCRA and
was enacted, in part, for the purpose of
helping to reduce identity theft. Section

VerDate Aug<31>2005

20:05 Nov 08, 2007

Jkt 214001

114 of the FACT Act amends section
615 of the FCRA and directs the Board,
together with the other Agencies, to
issue joint regulations and guidelines
regarding the detection, prevention, and
mitigation of identity theft, including
special regulations requiring debit and
credit card issuers to validate
notifications of changes of address
under certain circumstances. Section
315 of the FACT Act adds section
605(h)(2) to the FCRA and requires the
Agencies to issue joint regulations that
provide guidance regarding reasonable
policies and procedures that a user of a
consumer report should employ when
the user receives a notice of address
discrepancy. The Board received no
comments on the reasons for the
proposed rule. The Board is adopting
the final rule to implement sections 114
and 315 of the FACT Act. The
SUPPLEMENTARY INFORMATION above
contains information on the objectives
of the final rule.
2. Summary of issues raised by
comments in response to the initial
regulatory flexibility analysis.
In accordance with Section 3(a) of the
RFA, the Board conducted an initial
regulatory flexibility analysis in
connection with the proposed rule. One
commenter, the Mortgage Bankers
Association (MBA), responded to the
initial regulatory flexibility analysis and
stated that contrary to the Agencies’
belief, the proposed rule would have a
significant economic impact on a
substantial number of affected small
entities. The MBA stated that
commercial and multifamily mortgage
lenders should not be subject to the
proposed rule because it would
constitute useless regulatory burden.
Three commenters (Independent
Community Bankers of America, The
Financial Services Roundtable and
BITS, and KeyCorp) believed that the
Board and the other Agencies had
underestimated the costs of compliance.
The issues raised by these commenters
did not apply uniquely to small entities
and are described in the Paperwork
Reduction Act section above.
Some small financial institutions
expressed concern about the flexibility
granted by the proposal. As stated in the
Overview of Proposal and Comments
Received, these commenters preferred to
have more structured guidance that
describes how to develop and
implement a Program and what they
would need to do to achieve
compliance. In addition, one commenter
expressed concern that smaller
institutions would be particularly
burdened by the proposal’s requirement
that the Program be designed to address
changing identity risks ‘‘as they arise.’’
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3. Description and estimate of small
entities affected by the final rule.
The final rule applies to all banks that
are members of the Federal Reserve
System (other than national banks) and
their respective operating subsidiaries,
branches and Agencies of foreign banks
(other than Federal branches, Federal
Agencies, and insured State branches of
foreign banks), commercial lending
companies owned or controlled by
foreign banks, and organizations
operating under section 25 or 25A of the
Federal Reserve Act (12 U.S.C. 601 et
seq., and 611 et seq.). The Board’s rule
will apply to the following institutions
(numbers approximate): State member
banks (881), operating subsidiaries that
are not functionally regulated with in
the meaning of section 5(c)(5) of the
Bank Holding Company Act of 1956, as
amended (877), U.S. branches and
agencies of foreign banks (219),
commercial lending companies owned
or controlled by foreign banks (3), and
Edge and agreement corporations (64),
for a total of approximately 2,044
institutions. The Board estimates that
more than 1,448 of these institutions
could be considered small entities with
assets of $165 million or less.
4. Recordkeeping, reporting, and other
compliance requirements.
Section 114 requires the Board to
prescribe regulations that require
financial institutions and creditors to
establish reasonable policies and
procedures to implement guidelines
established by the Board and other
federal agencies that address identity
theft with respect to account holders
and customers. This would be
implemented by requiring a covered
financial institution or creditor to create
an Identity Theft Prevention Program
that detects, prevents and mitigates the
risk of identity theft applicable to its
accounts.
Section 114 also requires the Board to
adopt regulations applicable to credit
and debit card issuers to implement
policies and procedures to assess the
validity of change of address requests.
The final rule implements this by
requiring credit and debit card issuers to
establish reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
debit or credit card account and, within
a short period of time afterwards (during
at least the first 30 days after it receives
such notification), the issuer receives a
request for an additional or replacement
card for the same account.
Section 315 requires the Board to
prescribe regulations that provide
guidance regarding the reasonable
policies and procedures that a user of
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consumers’ reports should employ to
verify the identity of a consumer when
a consumer reporting agency provides a
notice of address discrepancy with the
consumer reporting agency in certain
circumstances. The final rule requires
users of consumer reports to develop
and implement reasonable policies and
procedures for verifying the identity of
a consumer for whom it has obtained a
consumer report and for whom it
receives a notice of address discrepancy
and to reconcile an address discrepancy
with the appropriate consumer
reporting agency in certain
circumstances.
5. Steps taken to minimize the
economic impact on small entities.
The Board and the other Agencies
have attempted to minimize the
economic impact on small entities by
providing more flexibility in developing
a Program and moving certain detail
contained in the proposed regulations to
the guidelines. In addition, to allow
small entities and creditors to tailor
their Programs to their operations, the
final rules provide that the Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities. The Board has also
eliminated the requirement for
institutions to update their Program in
response to changing identity theft risks
‘‘as they arise.’’ The final rule instead
requires ‘‘periodic’’ updating.
FDIC: The FDIC prepared an initial
regulatory flexibility analysis as
required by the Regulatory Flexibility
Act (RFA) (5 U.S.C. 601 et seq.) in
connection with the July 18, 2006
proposed rule. Under Section 605(b) of
the RFA, 5 U.S.C. 605(b), the regulatory
flexibility analysis otherwise required
under Section 604 of the RFA is not
required if an agency certifies, along
with a statement providing the factual
basis for such certification, that the rule
will not have a significant economic
impact on a substantial number of small
entities (defined for purposes of the
RFA to include banks with less than
$165 in assets). Based on its analysis
and for the reasons stated below, the
FDIC certifies that this final rule will
not have a significant economic impact
on a substantial number of small entities
Under the final rule implementing
FACT Act Section 114, financial
institutions and creditors must have a
written program that includes controls
to address the identity theft risks they
have identified. Credit and debit card
issuers must also have additional
policies and procedures to assess the
validity of change of address requests.
The final rule would apply to all
FDIC-insured state nonmember banks,
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approximately 3,260 of which are small
entities. The rule is drafted in a flexible
manner that allows institutions to
develop and implement different types
of programs based upon their size,
complexity, and the nature and scope of
their activities. The final rules and
guidelines do not require the use of any
specific technology, systems, processes
or methodology.
The guidelines clarify that a covered
entity need not create duplicate policies
and procedures and may incorporate
into its Program, as appropriate, its
existing processes that control
reasonably foreseeable risks to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program. The FDIC believes that many
institutions have already implemented a
significant portion of the detection and
mitigation efforts required by the rule.
With respect to the portion of the rule
covering card issuers, those entities may
satisfy the requirements of this section
by verifying the address at the time the
address change notification is received,
whether or not the notification is linked
to a request for an additional or
replacement card—building on issuers’’
existing procedures.
Under the final rule implementing
FACT Act Section 315, a user of
consumer reports (which constitutes
most, if not all, FDIC-insured state
nonmember banks) must have policies
and procedures to enable the user to
form a reasonable belief that it knows
the identity of the consumer for whom
it has obtained a consumer report.
Although, a bank will likely have to
modify its existing procedures to add a
new procedure for promptly reporting to
consumer reporting agencies the
reconciled address for new deposit
accounts, the FDIC has concluded that
the final rules implementing section
315—which only obligates a user to
furnish a confirmed address for the
consumer to the consumer reporting
agency in connection with new, and not
existing, accounts—will not impose
undue costs on banks and will not have
a significant economic impact on a
substantial number of small entities.
Moreover, the final rules provide a
transition period and do not require
covered entities to fully comply with
these requirements until November 1,
2008.
OTS: Under section 605(b) of the
Regulatory Flexibility Act (RFA), 5
U.S.C. 605(b), OTS must either publish
a Final Regulatory Flexibility Analysis
(FRFA) for a final rule or certify, along
with a statement providing the factual
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basis for such certification, the rule will
not have a significant economic impact
on a substantial number of small
entities. The Small Business
Administration has defined ‘‘small
entities’’ to include savings associations
with total assets of $165 million or less.
13 CFR 121.201.
The rule will implement section 114
and 315 of the FACT Act and will apply
to all savings associations (and federal
savings associations operating
subsidiaries that are not functionally
regulated within the meaning of section
5(c)(5) of the Bank Holding Company
Act), 424 of which have assets of less
than or equal to $165 million. Based on
its analysis and for the reasons stated
below, OTS certifies that this final
rulemaking will not have a significant
economic impact on a substantial
number of small entities.
Rules Implementing Section 114
The proposed regulations
implementing section 114 required the
development and establishment of a
written identity theft prevention
program to detect, prevent, and mitigate
identity theft. The proposed regulations
also required card issuers to assess the
validity of a notice of address change
under certain circumstances.
In connection with the proposed
rulemaking, OTS concluded that the
proposed regulations implementing
section 114, if adopted as proposed,
would not impose undue costs on
savings associations and would not have
a substantial economic impact on a
substantial number of small savings
associations. OTS noted that savings
associations already employ a variety of
measures that satisfy the requirements
of the rulemaking because (1) such
measures are a good business practice
and generally are a part of a thrift’s
efforts to reduce losses due to fraud, and
(2) savings associations already comply
with other regulations and guidance that
relate to information security,
authentication, identity theft, and
response programs. For example,
savings associations are already subject
to CIP rules requiring them to verify the
identity of a person opening a new
account 73 and already have various
systems in place to detect certain
patterns, practices and specific activities
that indicate the possible existence of
identity theft in connection with the
opening of new accounts. Similarly,
savings associations complying with the
‘‘Interagency Guidelines Establishing
73 31 CFR 103.121; 12 CFR 563.177 (savings
associations).
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Information Security Standards’’ 74 and
guidance recently issued by the FFIEC
titled ‘‘Authentication in an Internet
Banking Environment’’ 75 already have
policies and procedures in place to
detect attempted and actual intrusions
into customer information systems and
to detect patterns, practices and specific
activities that indicate the possible
existence of identity theft in connection
with existing accounts. Savings
associations complying with OTS’s
guidance on ‘‘Identity Theft and Pretext
Calling’’ 76 already have policies and
procedures to verify the validity of
change of address requests on existing
accounts.
Nonetheless, OTS specifically
requested comment and specific data on
the size of the incremental burden
creating an identity theft prevention
program would have on small saving
associations, given their current
practices and compliance with existing
requirements. OTS also requested
comment on how the final regulations
might minimize any burden imposed to
the extent consistent with the
requirements of the FACT Act.
Commenters confirmed that the
proposed regulations implementing
section 114 of the FACT Act are
consistent with savings associations’
usual and customary business practices
used to minimize losses due to fraud in
connection with new and existing
accounts. They also confirmed that
savings associations have implemented
measures to address many of the
proposed requirements as a result of
having to comply with existing
regulations and guidance. However,
commenters also asserted that the
Agencies had underestimated the
incremental burden imposed by the
proposed rules. They highlighted
aspects of the proposal that they
maintained would have required
savings associations to alter their
current practices and implement
duplicative policies and procedures.
Only a few commenters provided
estimates of additional burden that
would result from the proposed rules.
Many of these comments stemmed from
a misreading of the requirements of the
proposed rules. Further, many
commenters confused the Agencies’
PRA estimates with the Agencies’
overall conclusions regarding regulatory
burden.77
jlentini on PROD1PC65 with RULES4
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CFR part 570, app. B (savings associations).
CEO Letter 228 (Oct. 12, 2005).
76 OTS CEO Letter 139 (May 4, 2001).
77 The PRA focuses more narrowly on the time,
effort, and financial resources expended by persons
to generate, maintain, or provide information to or
for a Federal agency. See 44 U.S.C. 3501 et seq.
75 OTS
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OTS believes that the final rules
substantially address the concerns of the
commenters as follows:
• The final rules allow a covered
entity to tailor its Program to its size,
complexity and nature of its operations.
The final rules and guidelines do not
require the use of any specific
technology, systems, processes or
methodology.
• The final rules list the four
elements that must be a part of a
Program, and the steps that a covered
entity must take to administer the
Program. The rules provide covered
entities with greater discretion to
determine how to implement these
mandates.
• Additional requirements previously
in the proposed rules are now in
guidelines that are located in Appendix
J. The guidelines describe various
policies and procedures that a financial
institution or creditor must consider
and include in its Program, where
appropriate, to satisfy the requirements
of the final rules. The preamble to the
rules explains that an institution or
creditor may determine that particular
guidelines are not appropriate to
incorporate into its Program as long as
its Program contains reasonable policies
and procedures to meet the specific
requirements of the final rules.
• The guidelines clarify that a
covered entity need not create duplicate
policies and procedures and may
incorporate into its Program, as
appropriate, its existing processes that
control reasonably foreseeable risks to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft, such as
those already developed in connection
with the entity’s fraud prevention
program.
• The final rules clarify that a
Program (including the Red Flags
determined to be relevant) may be
periodically, rather than continually,
updated to reflect changes in risks to
customers and to the safety and
soundness of the financial institution or
creditor from identity theft.
• The rules focus on consumer
accounts, and require a Program to
include only other accounts ‘‘for which
there is a reasonably foreseeable risk to
customers or to the safety and
soundness of the financial institution or
creditor from identity theft.’’
• The definition of ‘‘Red Flags’’ no
longer includes reference to the
‘‘possible risk’’ of identity theft and no
longer incorporates precursors to
identity theft.
• The final rules clarify that the Red
Flags in Supplement A are examples
rather than a mandatory checklist.
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• Supplement A includes a Red Flag
for activity on an inactive account in
place of a separate guideline.
• The final rules clarify that the
Board of Directors or a committee
thereof must approve only the initial
written Program. The rules provide a
covered entity with the discretion to
determine whether the Board or
management will approve changes to
the Program and the extent of Board
involvement in oversight of the
Program.
• The final rules clarify that only
relevant staff must be trained to
implement the Program, as necessary.
• Card issuers may satisfy the
requirements of this section by verifying
the address at the time the address
change notification is received, whether
or not the notification is linked to a
request for an additional or replacement
card—building on issuers’ existing
procedures.
• Covered entities need not comply
with the final rules until November 1,
2008.
The Agencies did consider whether it
would be appropriate to extend different
treatment or exempt small covered
entities from the requirements of this
section of the final rulemaking. The
Agencies note that identity theft can
occur in small entities as well as large
ones. The Agencies do not believe that
an exemption for small entities is
appropriate given the flexibility built
into the final rules and guidelines and
the importance of the statutory goals
and mandate of section 114.
As a result of the changes and
clarifications noted above, this section
of the final rule is far more flexible and
less burdensome than that in the
proposed rules while still fulfilling the
statutory mandates enumerated in
section 114. Moreover, OTS has
concluded that the incremental cost of
these final rules and guidelines will not
impose undue costs and will not have
a significant economic impact on a
substantial number of small entities.
Rules Implementing Section 315
The proposed regulations
implementing section 315 required a
user of consumer reports to have
policies and procedures to enable the
user to form a reasonable belief that it
knows the identity of the consumer for
whom it has obtained a consumer
report. The proposed rules also required
the user to furnish to the CRA from
whom it received the notice of address
discrepancy an address for the
consumer that the user has reasonably
confirmed is accurate when the user: (1)
Is able to form a reasonable belief that
it knows the identity of the consumer
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for whom the consumer report was
obtained; (2) establishes or maintains a
continuing relationship with the
consumer; and (3) regularly and in the
ordinary course of business furnishes
information to the CRA from which a
notice of address discrepancy pertaining
to the consumer was obtained.
In connection with the proposed
rulemaking OTS noted that the FACT
Act already requires CRAs to provide
notices of address discrepancy to users
of credit reports. OTS stated that with
respect to new accounts, a savings
association already is required by the
CIP rules to ensure that it knows the
identity of a person opening a new
account and to keep a record describing
the resolution of any substantive
discrepancy discovered during the
verification process. OTS also stated
that as a matter of good business
practice, most savings associations
currently have policies and procedures
in place to respond to notices of address
discrepancy when they are provided in
connection with both new and existing
accounts, by furnishing an address for
the consumer that the association has
reasonably confirmed is accurate to the
CRA from which it received the notice
of address discrepancy.
OTS specifically requested comment
on whether the proposed requirements
differ from small savings associations’
current practices and whether the
proposed requirements on users of
consumer reports to have policies and
procedures to respond to the receipt of
an address discrepancy could be altered
to minimize any burden imposed to the
extent consistent with the requirements
of the FACT Act.
Many suggestions received in
response to this solicitation for
comment would have required a
statutory change. However, many
commenters noted that section 315 does
not require the reporting of a confirmed
address to a CRA for a notice of address
discrepancy received for an existing
account. These commenters stated that
the level of regulatory burden imposed
by this requirement would be significant
and would force users to reconcile and
verify addresses millions of times a year
in connection with routine account
maintenance. Commenters maintained
that this would result in enormous costs
that provide relatively little benefit to
consumers. The final rules address these
comments and, accordingly, under the
rules implementing section 315, a user
is not obligated to furnish a confirmed
address for the consumer to the CRA in
connection with existing accounts.
Although, a savings association will
likely have to modify its existing
procedures to add a new procedure for
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promptly reporting to CRAs the
reconciled address for new deposit
accounts, OTS has concluded that the
final rules implementing section 315
will not impose undue costs on savings
associations and will have not have a
significant economic impact on a
substantial number of small entities.
Finally, as mentioned earlier, the final
rules provide a transition period and do
not require covered entities to fully
comply with these requirements until
November 1, 2008.
FTC: The Regulatory Flexibility Act
(‘‘RFA’’), 5 U.S.C. 601–612, requires that
the Commission provide an Initial
Regulatory Flexibility Analysis
(‘‘IRFA’’) with a proposed rule and a
Final Regulatory Flexibility Analysis
(‘‘FRFA’’), if any, with the final rule,
unless the Commission certifies that the
rule will not have a significant
economic impact on a substantial
number of small entities. See 5 U.S.C.
603–605.
The Commission hereby certifies that
the final regulations will not have a
significant economic impact on a
substantial number of small business
entities. The Commission recognizes
that the final regulations will affect a
substantial number of small businesses.
We do not expect, however, that the
final regulations will have a significant
economic impact on these small
entities.
The Commission continues to believe
that a precise estimate of the number of
small entities that fall under the final
regulations is not currently feasible.
Based on changes made to the final
regulations in response to comments
received, however, and the
Commission’s own experience and
knowledge of industry practices, the
Commission also continues to believe
that the cost and burden to small
business entities of complying with the
final regulations are minimal.
Accordingly, this document serves as
notice to the Small Business
Administration of the agency’s
certification of no effect. Nonetheless,
the Commission has decided to publish
a FRFA with these final regulations.
Therefore, the Commission has prepared
the following analysis:
1. Need for and Objectives of the Rule
The FTC is charged with enforcing the
requirements of sections 114 and 315 of
the Fair and Accurate Credit
Transactions Act of 2003 (FACT Act)
(15 U.S.C. §§ 1681m(e) and 1681c(h)(2)),
which require the FTC to establish
guidelines for financial institutions and
creditors identifying patterns, practices,
and specific forms of activity, that
indicate the possible existence of
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identity theft, and regulations requiring
each financial institution and creditor to
establish policies and procedures for
implementing the guidelines. In
addition, section 114 requires credit and
debit card issuers to establish policies
and procedures to assess the validity of
a change of address request. Section 315
requires the FTC to develop policies and
procedures that a user of consumer
reports must employ when such a user
receives a notice of address discrepancy
from a consumer reporting agency
described in section 603(p) of the FCRA.
In this action, the FTC promulgates final
rules that would implement these
requirements of the FACT Act.
2. Significant Issues Received by Public
Comment
The Commission received a number
of comments on the effect of the
proposed regulations. Some of the
comments addressed the effect of the
proposed regulations on businesses
generally, and did not identify small
businesses as a particular category. The
FTC staff, therefore, has included all
comments in this FRFA that raised
potentially significant compliance
issues for small businesses, regardless of
whether the commenter identified small
businesses as being an affected category.
In drafting its PRA analysis for the
proposed regulations, FTC staff believed
that because motor vehicle dealers’
loans typically are financed by financial
institutions also subject to those
regulations, the dealers were likely to
use the latter’s programs as a basis to
develop their own. Therefore, although
subject to a high risk of identity theft,
their burden would be less than other
high-risk entities. Commenters,
however, noted among other concerns
that some motor vehicle dealers finance
their own loans. Thus, FTC staff no
longer is considering motor vehicle
dealers separately from other high-risk
entities.
As noted in the PRA analysis, the
Agencies continue to believe that many
of the high-risk entities, as part of their
usual and customary business practices,
already take steps to minimize losses
due to fraud. The final rulemaking
clarifies that only relevant staff need be
trained to implement the Program, as
necessary—meaning, for example, that
staff already trained as a part of a
covered entity’s anti-fraud prevention
efforts do not need to be re-trained
except as incrementally needed.
Notwithstanding this clarification, in
response to comments received, the
Agencies are increasing the burden
estimates attributable to training from
two to four hours, as is the FTC for highrisk entities in their initial year of
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implementing the Program, but FTC
staff continues to believe that one hour
of recurring annual training remains a
reasonable estimate.
A few commenters believed that FTC
staff had underestimated the amount of
time it would take low-risk entities to
comply with the proposed regulations.
These commenters estimated that the
amount of time would range from 6 to
20 hours to create a program and 1 hour
each to train employees and draft the
annual report. The FTC staff believes
these estimates were based on a
misunderstanding of the requirements
of the proposed regulations, including
that the list of 31 Red Flags in the
proposed guidelines was intended to be
a checklist. The final regulations clarify
that the list of Red Flags is illustrative
only. Moreover, the emphasis of the
written Program, as required under the
final regulations, is to identify risks of
identity theft. To the extent that entities
with consumer accounts determine that
they have a minimal risk of identity
theft, they would be tasked only with
developing a streamlined Program.
Therefore, FTC staff does not believe
that it would take such an entity 6 to 20
hours to develop a Program, 1 hour to
train employees, and 1 hour to draft an
annual report on risks of identity theft
which are minimal or non-existent.
Nonetheless, FTC staff believes that it
may have underestimated the time lowrisk entities may need to initially apply
the final rule to develop a Program.
Thus, FTC staff has increased from 20
minutes to 1 hour its previously stated
estimate for this activity.
In addition, the final regulations have
been revised from the proposed
regulations to alleviate the burden of
creating a written Program for entities
that determine that they do not have any
covered accounts. The FTC staff
believes that entities subject to a low
risk of identity theft, but not having
consumer accounts, will likely
determine that they do not have covered
accounts. Such entities would not be
required to develop a written Program.
The FTC staff estimates that
approximately 9,191,496 78 of the
10,813,525 low-risk entities subject to
the requirement to create a written
Program under the proposed regulations
will not have covered accounts under
the final rule. Therefore, although these
9,191,496 low-risk entities will have to
78 This estimate is derived from an analysis of a
database of U.S. businesses based on NAICS codes
for businesses that market goods or services to
consumers or other businesses, net of the number
of creditors subject to the FTC’s jurisdiction, an
estimated subset of which comprise anticipated
low-risk entities not having covered accounts under
the final rule.
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conduct a periodic risk assessment to
determine if they covered accounts, they
will not be required to develop a written
Program, thereby substantially reducing
the original burden estimate in the
NPRM for low-risk entities.
The FTC received additional
comments on its IRFA requesting that
the FTC delay implementation of the
final rules for small businesses by a
minimum of six months, consider
creating a certification form for low-risk
entities, and develop a small business
compliance guide. The Agencies have
set a mandatory compliance deadline of
November 1, 2008, thereby providing all
entities with well over six months in
which to implement the final
regulations. The FTC staff will be
developing a small business compliance
guide prior to the mandatory
compliance deadline of November 1,
2008. The FTC staff will consider
whether to include any model forms in
such guide.
The FTC did not receive any
comments on its IRFA for the proposed
regulations implementing section 114
requiring credit and debit card issuers to
establish policies and procedures to
assess the validity of a change of
address request, including notifying the
cardholder or using another means of
assessing the validity of the change of
address. The FTC staff does not believe
that the changes made to the final
regulation have altered its original
burden estimates.
The FTC did not receive any
comments on its IRFA relating to the
proposed regulations under section 315.
3. Small Entities to Which the Final
Rule Will Apply
The final regulations apply to a wide
variety of business categories under the
Small Business Size Standards.
Generally, the final regulations would
apply to financial institutions, creditors,
and users of consumer reports. In
particular, entities under FTC’s
jurisdiction covered by section 114
include State-chartered credit unions,
non-bank lenders, mortgage brokers,
automobile dealers, utility companies,
telecommunications companies, and
any other person that regularly
participates in a credit decision,
including setting the terms of credit.
The section 315 requirements apply to
State-chartered credit unions, non-bank
lenders, insurers, landlords, employers,
mortgage brokers, automobile dealers,
collection agencies, and any other
person who requests a consumer report
from a consumer reporting agency
described in section 603(p) of the FCRA.
Given the coverage of the final rules,
a very large number of small entities
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across almost every industry could be
subject to the final rules. For the
majority of these entities, a small
business is defined by the Small
Business Administration as one whose
average annual receipts do not exceed
$6.5 million or who have fewer than 500
employees.79
Section 114: As discussed in the PRA
section of this Notice, given the broad
scope of section 114’s requirements, it is
difficult to determine with precision the
number of financial institutions and
creditors that are subject to the FTC’s
jurisdiction. There are numerous small
businesses under the FTC’s jurisdiction
and there is no formal way to track
them; moreover, as a whole, the entities
under the FTC’s jurisdiction are so
varied that there are no general sources
that provide a record of their existence.
Nonetheless, FTC staff estimates that the
final regulations implementing section
114 will affect over 3500 financial
institutions and over 11 million
creditors 80 subject to the FTC’s
jurisdiction, for a combined total of
approximately 11.1 million affected
entities. Of this total, the FTC staff
expects that well over 90% of these
firms qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
institutions and $6.5 million in sales for
many creditors).
One commenter acknowledged that
the FTC’s estimates as to the number of
small entities that will be affected were
accurate, but did not provide precise
numbers.
The final regulations implementing
section 114 also require credit and debit
card issuers to establish policies and
procedures to assess the validity of a
change of address request. Indeed, the
final regulations require credit and debit
card issuers to notify the cardholder or
to use another means of assessing the
validity of the change of address. FTC
staff believes that there may be as many
as 3,764 credit or debit card issuers that
fall under the jurisdiction of the FTC
and that well over 90% of these firms
qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
79 These numbers represent the size standards for
most retail and service industries ($6.5 million total
receipts) and manufacturing industries (500
employees). A list of the SBA’s size standards for
all industries can be found at http://www.sba.gov/
size/summary-whatis.html.
80 This estimate is derived from census data of
U.S. businesses based on NAICS codes for
businesses that market goods or services to
consumers and businesses. 2003 County Business
Patterns, U.S. Census Bureau (http://
censtats.census.gov/cgi- bin/cbpnaic/cbpsel.pl); and
2002 Economic Census, Bureau (http://
www.census.gov/econ/census02/).
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institutions and $6.5 million in sales for
many creditors).
The Commission did not receive any
comments to the IRFA on the latter
credit or debit card issuers that would
allow it to determine the precise
number of small entities that will be
affected.
Section 315: As discussed in the PRA
section of this Notice, given the broad
scope of section 315’s requirements, it is
difficult to determine with precision the
number of users of consumer reports
that are subject to the FTC’s jurisdiction.
There are numerous small businesses
under the FTC’s jurisdiction and there
is no formal way to track them;
moreover, as a whole, the entities under
the FTC’s jurisdiction are so varied that
there are no general sources that provide
a record of their existence. Nonetheless,
FTC staff estimates that the final
regulations implementing section 315
will affect approximately 1.6 million
users of consumer reports subject to the
FTC’s jurisdiction 81 and that well over
90% of these firms qualify as small
businesses under existing size standards
(i.e., $165 million in assets for financial
institutions and $6.5 million in sales for
many creditors).
The Commission did not receive any
comments to the IRFA on the proposed
regulations under Section 315 that
would allow it to determine the precise
number of small entities that will be
affected.
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4. Projected Reporting, Recordkeeping
and Other Compliance Requirements
The final requirements will involve
some increased costs for affected
parties. Most of these costs will be
incurred by those required to conduct
periodic risk assessments, and draft
identity theft Programs and annual
reports. There will also be costs
associated with training, and for credit
and debit card issuers to establish
policies and procedures to assess the
validity of a change of address request.
In addition, there will be costs related
to developing reasonable policies and
procedures that a user of consumer
reports must employ when a user
receives a notice of address discrepancy
from a consumer reporting agency, and
for furnishing an address that the user
has reasonably confirmed is accurate.
The Commission does not expect,
however, that the increased costs
81 This estimate is derived from census data of
U.S. businesses based on NAICS codes for
businesses that market goods or services to
consumers and businesses. 2003 County Business
Patterns, U.S. Census Bureau (http://
censtats.census.gov/cgi-bin/cbpnaic/cbpsel.pl); and
2002 Economic Census, Bureau (http://
www.census.gov/econ/census02/).
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associated with the final regulations
will be significant as explained below.
Section 114: The FTC staff estimates
that there may be as many as 90% of the
businesses affected by the proposed
rules under section 114 that are subject
to a high risk of identity theft that
qualify as small businesses. It is likely
that many such entities already engage
in various activities to minimize losses
due to fraud as part of their usual and
customary business practices.
Accordingly, the impact of the proposed
requirements would be merely
incremental and not significant. In
particular, the rule will direct many of
these entities to consolidate their
existing policies and procedures into a
written Program and may require some
additional staff training.
The FTC expects that well over 90%
of the businesses affected by the
proposed rules under section 114 that
are subject to a low risk of identity theft
qualify as small businesses under
existing size standards (i.e., $165
million in assets for financial
institutions and $6.5 million in sales for
many creditors). The final requirements
are drafted in a flexible manner that
limits the burden on a substantial
majority of low-risk entities to
conducting periodic risk assessments for
covered accounts, and allows the
remaining minority of low-risk entities
to develop and implement different
types of programs based upon their size,
complexity, and the nature and scope of
their activities. As a result, the FTC staff
expects that the burden on these lowrisk entities will be minimal (i.e., not
significant). The final regulations would
require low-risk entities that have
covered accounts that have no existing
identity theft procedures to state in
writing their low-risk of identity theft,
train staff to be attentive to future risks
of identity theft, and, if appropriate,
prepare an annual report. The FTC staff
believes that, for the affected low-risk
entities, such activities will be not be
complex or resource-intensive tasks.
The final regulations implementing
section 114 also require credit and debit
card issuers to establish policies and
procedures to assess the validity of a
change of address request. It is likely
that most of the entities have automated
the process of notifying the cardholder
or using other means to assess the
validity of the change of address such
that implementation will pose no
further burden. For those that do not,
the FTC staff expects that a small
number of such entities (100) will need
to develop policies and procedures to
assess the validity of a change of
address request. The impacts on such
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entities should not be significant,
however.
In calculating the costs, FTC staff
assumes that for all entities,
professional technical personnel and/or
managerial personnel will conduct the
periodic risk assessment, create and
implement the Program, prepare the
annual report, train employees, and
assess the validity of a change of
address request.
Section 315: The final regulations
implementing section 315 provide
guidance regarding reasonable policies
and procedures that a user of consumer
reports must employ when a user
receives a notice of address discrepancy
from a consumer reporting agency. The
final regulations also require a user of
consumer reports to furnish an address
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from which it receives a notice
of address discrepancy, but only to the
extent that such user regularly and in
the ordinary course of business
furnishes information to such consumer
reporting agency. The FTC staff believes
that the impacts on users of consumer
reports that are small businesses will
not be significant. As discussed in the
PRA section of the NPRM, the FTC staff
believes that it will not take users of
consumer reports under FTC
jurisdiction a significant amount of time
to develop policies and procedures that
they will employ when they receive a
notice of address discrepancy. FTC staff
believes that only 10,000 of such users
of consumer reports furnish information
to consumer reporting agencies as part
of their usual and customary business
practices and that approximately 20% of
these entities qualify as small
businesses. Therefore, the staff estimates
that 2,000 small businesses will be
affected by this portion of the final
regulation that requires furnishing the
correct address. As discussed in the
PRA section of this NPRM, FTC staff
estimates that it will not take such users
of consumer reports a significant
amount of time to develop the policies
and procedures for furnishing the
correct address to the consumer
reporting agencies pursuant to the final
regulations for implementing section
315. The FTC staff estimates that the
costs associated with these impacts will
not be significant.
In calculating these costs, FTC staff
assumes that the policies and
procedures for notice of address
discrepancy and furnishing the correct
address will be set up by administrative
support personnel.
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5. Steps Taken To Minimize Significant
Economic Impact of the Rule on Small
Entities
The Commission considered whether
any significant alternatives, consistent
with the purposes of the FACT Act,
could further minimize the final
regulations’ impact on small entities.
The FTC asked for comment on this
issue. The final requirements are drafted
in a flexible manner that limits the
burden on a substantial majority of lowrisk entities to conducting periodic risk
assessments for covered accounts and
allows the remaining minority of lowrisk entities to develop and implement
different types of programs based upon
their size, complexity, and the nature
and scope of their activities. In addition,
a commenter requested that the FTC
delay implementation of the final rules
for small businesses by a minimum of
six months, produce a shortened Red
Flags list, consider creating a
certification form for low-risk entities,
and develop a small business
compliance guide. The Agencies have
set a mandatory compliance deadline of
November 1, 2008, thereby providing all
entities with well over six months in
which to implement the final
regulations. As discussed in the PRA
analysis infra, the Agencies have
clarified that the Red Flags Supplement
is illustrative only, and is not intended
to be used as a checklist. Therefore, the
Agencies did not consider it necessary
to alter the Red Flags listed. The FTC
staff will be developing a small business
compliance guide prior to the
mandatory compliance deadline of
November 1, 2008. The FTC staff will
consider whether to include any model
forms in such guide.
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C. OCC and OTS Executive Order 12866
Determination
The OCC and the OTS each have
independently determined that the final
rule is not a ‘‘significant regulatory
action’’ as defined in Executive Order
12866 because the annual effect on the
economy is less than $100 million.
Accordingly, a regulatory assessment is
not required.

fundamental federalism principles, the
NCUA, an independent regulatory
agency as defined in 44 U.S.C. 3502(5)
voluntarily complies with the Executive
Order. These final rules apply only to
federally chartered credit unions and
would not have substantial direct effects
on the States, on the connection
between the national government and
the States, or on the distribution of
power and responsibilities among the
various levels of government. The
NCUA has determined that these final
rules do not constitute a policy that has
federalism implications for purposes of
the Executive Order.
F. OCC and OTS Unfunded Mandates
Reform Act of 1995 Determination
Section 202 of the Unfunded
Mandates Reform Act of 1995, Public
Law 104–4 (Unfunded Mandates Act)
requests that an agency prepare a
budgetary impact statement before
promulgating a rule that includes a
federal mandate that may result in
expenditure by State, local, and tribal
governments, in the aggregate, or by the
private section, of $100 million or more
in any one year. If a budgetary impact
statement is required, section 205, of the
Unfunded Mandates Act also requires
an agency to identify and consider a
reasonable number of regulatory
alternatives before promulgating a rule.
The OCC and OTS each has
determined that this rule will not result
in expenditures by State, local, and
tribal governments, or by the private
sector, of $100 million or more. National
banks and savings associations already
employ a variety of measures that satisfy
the requirements of the final rulemaking
because, as described earlier, these are
usual and customary business practices
to minimize losses due to fraud, or
because, as described earlier, they
already comply with other existing
regulations and guidance that relate to
information security, authentication,
identity theft, and response programs.
Accordingly, neither the OCC not the
OTS has prepared a budgetary impact
statement or specifically addressed the
regulatory alternatives considered.

D. OCC and OTS Executive Order 13132
Determination
The OCC and the OTS each has
determined that these final rules do not
have any federalism implications for
purposes of Executive Order 13132.

G. NCUA: The Treasury and General
Government Appropriations Act, 1999—
Assessment of Federal Regulations and
Policies on Families

E. NCUA Executive Order 13132
Determination
Executive Order 13132 encourages
independent regulatory agencies to
consider the impact of their actions on
State and local interests. In adherence to

The NCUA has determined that these
final rules will not affect family wellbeing within the meaning of section 654
of the Treasury and General
Government Appropriations Act, 1999,
Pub. L. 105–277, 112 Stat. 2681 (1998).
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H. NCUA: Small Business Regulatory
Enforcement Fairness Act of 1996
(SBREFA) Determination
A SBREFA (Pub. L. 104–121)
reporting requirement is triggered in
instances where NCUA issues a final
rule as defined by section 551 of the
Administrative Procedure Act, 5 U.S.C.
551. NCUA has determined this final
rule is not a major rule for purposes of
SBREFA and the Office of Management
and Budget (OMB) has concurred.
I. Plain Language
Section 722 of the Gramm-LeachBliley Act (12 U.S.C. 4809) requires the
Federal banking agencies and the NCUA
to use ‘‘plain language’’ in all proposed
and final rules published in the Federal
Register. The Agencies received no
comments on how to make the rules
easier to understand, and believe the
final rules are presented in a clear and
straightforward manner.
List of Subjects
12 CFR Part 41
Banks, banking, Consumer protection,
National Banks, Reporting and
recordkeeping requirements.
12 CFR Part 222
Banks, banking, Holding companies,
state member banks.
12 CFR Part 334
Administrative practice and
procedure, Bank deposit insurance,
Banks, banking, Reporting and
recordkeeping requirements, Safety and
soundness.
12 CFR Part 364
Administrative practice and
procedure, Bank deposit insurance,
Banks, banking, Reporting and
recordkeeping requirements, Safety and
Soundness.
12 CFR Part 571
Consumer protection, Credit, Fair
Credit Reporting Act, Privacy, Reporting
and recordkeeping requirements,
Savings associations.
12 CFR Part 717
Consumer protection, Credit unions,
Fair credit reporting, Privacy, Reporting
and recordkeeping requirements.
16 CFR Part 681
Fair Credit Reporting Act, Consumer
reports, Consumer report users,
Consumer reporting agencies, Credit,
Creditors, Information furnishers,
Identity theft, Trade practices.
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Department of the Treasury
Office of the Comptroller of the
Currency
12 CFR Chapter I
Authority and Issuance
For the reasons discussed in the joint
preamble, the Office of the Comptroller
of the Currency amends Part 41 of title
12, chapter I, of the Code of Federal
Regulations as follows:

■

PART 41—FAIR CREDIT REPORTING
1. The authority citation for part 41
continues to read as follows:

■

Authority: 12 U.S.C. 1 et seq., 24 (Seventh),
93a, 481, 484, and 1818; 15 U.S.C. 1681a,
1681b, 1681c, 1681m, 1681s, 1681s–3, 1681t,
1681w, Sec. 214, Pub. L. 108–159, 117 Stat.
1952.

Subpart A—General Provisions
2. Section 41.1 is added to read as
follows:

■

§ 41.1

Purpose.

(a) Purpose. The purpose of this part
is to establish standards for national
banks regarding consumer report
information. In addition, the purpose of
this part is to specify the extent to
which national banks may obtain, use,
or share certain information. This part
also contains a number of measures
national banks must take to combat
consumer fraud and related crimes,
including identity theft.
(b) [Reserved]
■ 3. Amend § 41.3 by revising the
introductory text to read as follows:
§ 41.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 4. Revise the heading for Subpart I to
read as follows:
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

5. Add § 41.82 to read as follows:
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§ 41.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a national bank, Federal branch
or agency of a foreign bank, or any of
their operating subsidiaries that are not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
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(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
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(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 6. Add Subpart J to part 41 to read as
follows:
Subpart J—Identity Theft Red Flags
Sec.
41.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
41.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 41.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
national bank, Federal branch or agency
of a foreign bank, and any of their
operating subsidiaries that are not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
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phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:

VerDate Aug<31>2005

20:05 Nov 08, 2007

Jkt 214001

(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 41.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a national bank, Federal
branch or agency of a foreign bank, and
any of their operating subsidiaries that
are not functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
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implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 41.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
7. Add and reserve appendices D
through I to part 41.
■ 8. Add Appendix J to part 41 to read
as follows:
■

Appendix J to Part 41—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 41.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 41.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
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formulation and maintenance of a Program
that satisfies the requirements of § 41.90 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
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IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 41.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
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administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 41.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
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Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 41.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
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Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
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internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
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24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice From Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

Board of Governors of the Federal
Reserve System
12 CFR Chapter II.
Authority and Issuance
For the reasons set forth in the joint
preamble, part 222 of title 12, chapter II,
of the Code of Federal Regulations is
amended as follows:

■

PART 222—FAIR CREDIT REPORTING
(REGULATION V)
1. The authority citation for part 222
continues to read as follows:

■

Authority: 15 U.S.C. 1681a, 1681b, 1681c,
1681m, 1681s, 1681s–2, 1681s–3, 1681t, and
1681w; Secs. 3 and 214, Pub. L. 108–159, 117
Stat. 1952.

Subpart A—General Provisions
2. Section 222.3 is amended by
revising the introductory text to read as
follows:

■

§ 222.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. The heading for Subpart I is revised
to read as follows:
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
4. A new § 222.82 is added to read as
follows:

■

§ 222.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a member bank of the Federal
Reserve System (other than a national
bank) and its respective operating
subsidiaries, a branch or agency of a
foreign bank (other than a Federal
branch, Federal agency, or insured State
branch of a foreign bank), commercial
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lending company owned or controlled
by a foreign bank, and an organization
operating under section 25 or 25A of the
Federal Reserve Act (12 U.S.C. 601 et
seq., and 611 et seq.).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
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(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 5. A new Subpart J is added to part
222 to read as follows:
Subpart J—Identity Theft Red Flags
Sec.
222.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
222.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 222.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to
financial institutions and creditors that
are member banks of the Federal
Reserve System (other than national
banks) and their respective operating
subsidiaries, branches and agencies of
foreign banks (other than Federal
branches, Federal agencies, and insured
State branches of foreign banks),
commercial lending companies owned
or controlled by foreign banks, and
organizations operating under section
25 or 25A of the Federal Reserve Act (12
U.S.C. 601 et seq., and 611 et seq.).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
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a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
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identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
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§ 222.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to a
person described in § 222.90(a) that
issues a debit or credit card (card
issuer).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
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designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 222.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Appendices D through I to part 222
are added and reserved.
■ 7. A new Appendix J is added to part
222 to read as follows:
■

Appendix J to Part 222—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 222.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 222.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
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prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 222.90 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
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implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 222.90 of this
part; and
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(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 222.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
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whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 222.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.

E:\FR\FM\09NOR4.SGM

09NOR4

63760

Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / Rules and Regulations

jlentini on PROD1PC65 with RULES4

13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
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transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection with Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

Federal Deposit Insurance Corporation
12 CFR Chapter III
Authority and Issuance
For the reasons discussed in the joint
preamble, the Federal Deposit Insurance
Corporation is amending 12 CFR parts
334 and 364 of title 12, Chapter III, of
the Code of Federal Regulations as
follows:

■

PART 334—FAIR CREDIT REPORTING
1. The authority citation for part 334
is revised to read as follows:

■

Authority: 12 U.S.C. 1818, 1819 (Tenth)
and 1831p–1; 15 U.S.C. 1681a, 1681b, 1681c,
1681m, 1681s, 1681s–3, 1681t, 1681w, 6801
and 6805, Pub. L. 108–159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 334.3 by revising the
introductory text to read as follows:

■

§ 334.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. Revise the heading for Subpart I as
shown below.
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

4. Add § 334.82 to read as follows:

§ 334.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency and
that is an insured state nonmember
bank, insured state licensed branch of a
foreign bank, or a subsidiary of such
entities (except brokers, dealers, persons
providing insurance, investment
companies, and investment advisers).
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(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
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(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 5. Add Subpart J to part 334 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
334.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
334.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
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§ 334.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is
an insured state nonmember bank,
insured state licensed branch of a
foreign bank, or a subsidiary of such
entities (except brokers, dealers, persons
providing insurance, investment
companies, and investment advisers).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
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checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program—(1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
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institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 334.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is an insured state
nonmember bank, insured state licensed
branch of a foreign bank, or a subsidiary
of such entities (except brokers, dealers,
persons providing insurance,
investment companies, and investment
advisers).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
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change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 334.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Add and reserve appendices D
through I to part 334.
■ 7. Add Appendix J to part 334 to read
as follows:
■
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Appendix J to Part 334—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 334.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 334.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 334.90 of
this part.
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I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags.
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l)(31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft.
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
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creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent Web site. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program.
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 334.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
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financial institution or creditor with § 334.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
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Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
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3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 334.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
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14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
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Notice From Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.

PART 364—STANDARDS FOR SAFETY
AND SOUNDNESS

§ 571.3

8. The authority citation for part 364
is revised to read as follows:

■

Definitions.

■

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 4. Revise the heading for Subpart I as
shown below.

§ 364.101 Standards for safety and
soundness.

Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal

Authority: 12 U.S.C. 1818 and 1819
(Tenth), 1831p–1; 15 U.S.C. 1681b, 1681s,
1681w, 6801(b), 6805(b)(1).

9. Add the following sentence at the
end of § 364.101(b):

*

*
*
*
*
(b) * * * The interagency regulations
and guidelines on identity theft
detection, prevention, and mitigation
prescribed pursuant to section 114 of
the Fair and Accurate Credit
Transactions Act of 2003, 15 U.S.C.
1681m(e), are set forth in §§ 334.90,
334.91, and Appendix J of part 334.
DEPARTMENT OF THE TREASURY
Office of Thrift Supervision
12 CFR Chapter V
Authority and Issuance
For the reasons discussed in the joint
preamble, the Office of Thrift
Supervision is amending part 571 of
title 12, chapter V, of the Code of
Federal Regulations as follows:

■

PART 571—FAIR CREDIT REPORTING
1. Revise the authority citation for part
571 to read as follows:

■

Authority: 12 U.S.C. 1462a, 1463, 1464,
1467a, 1828, 1831p–1, and 1881–1884; 15
U.S.C. 1681b, 1681c, 1681m, 1681s, 1681s–1,
1681t and 1681w; 15 U.S.C. 6801 and 6805;
Sec. 214 Pub. L. 108–159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 571.1 by revising
paragraph (b)(9) and adding a new
paragraph (b)(10) to read as follows:

■

§ 571.1

Purpose and Scope.

*
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(ii) The scope of § 571.83 of Subpart
I of this part is stated in § 571.83(a) of
this part.
(10)(i) The scope of § 571.90 of
Subpart J of this part is stated in
§ 571.90(a) of this part.
(ii) The scope of § 571.91 of Subpart
J of this part is stated in § 571.91(a) of
this part.
■ 3. Amend § 571.3 by:
■ a. Removing paragraph (o); and
■ b. Revising the introductory text to
read as follows:

*
*
*
*
(b) scope.
*
*
*
*
*
(9)(i) The scope of § 571.82 of Subpart
I of this part is stated in § 571.82(a) of
this part.
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■

5. Add § 571.82 to read as follows:

§ 571.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is a savings association whose
deposits are insured by the Federal
Deposit Insurance Corporation or, in
accordance with § 559.3(h)(1) of this
chapter, a federal savings association
operating subsidiary that is not
functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
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the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
■ 6. Amend § 571.83 by:
■ a. Redesignating paragraphs (a) and
(b) as paragraphs (b) and (c),
respectively.
■ b. Adding a new paragraph (a) to read
as follows:
§ 571.83 Disposal of consumer
information.

(a) Scope. This section applies to
savings associations whose deposits are
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insured by the Federal Deposit
Insurance Corporation and federal
savings association operating
subsidiaries in accordance with
§ 559.3(h)(1) of this chapter (defined as
‘‘you’’).
*
*
*
*
*
■ 7. Add Subpart J to part 571 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
571.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
571.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
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§ 571.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
savings association whose deposits are
insured by the Federal Deposit
Insurance Corporation or, in accordance
with § 559.3(h)(1) of this chapter, a
federal savings association operating
subsidiary that is not functionally
regulated within the meaning of section
5(c)(5) of the Bank Holding Company
Act of 1956, as amended (12 U.S.C.
1844(c)(5)).
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
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maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
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(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those
guidelines that are appropriate.
§ 571.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a savings association
whose deposits are insured by the
Federal Deposit Insurance Corporation
or, in accordance with § 559.3(h)(1) of
this chapter, a federal savings
association operating subsidiary that is
not functionally regulated within the
meaning of section 5(c)(5) of the Bank
Holding Company Act of 1956, as
amended (12 U.S.C. 1844(c)(5)).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
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change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 571.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
8. Add and reserve appendices D
through I to part 571.
■ 9. Add Appendix J to part 571 to read
as follows:
■
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Appendix J to Part 571—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 571.90 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 571.90(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 571.90 of
this part.
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I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
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the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 571.90 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
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employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 571.90
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
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2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 571.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
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b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
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transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.
National Credit Union Administration
12 CFR Chapter VII
Authority and Issuance

For the reasons discussed in the joint
preamble, the National Credit Union
Administration is amending part 717 of
title 12, chapter VII, of the Code of
Federal Regulations as follows:

■

PART 717—FAIR CREDIT REPORTING
1. The authority citation for part 717
is revised to read as follows:

■

Authority: 12 U.S.C. 1751 et seq.; 15 U.S.C.
1681a, 1681b, 1681c, 1681m, 1681s, 1681s–
1, 1681t, 1681w, 6801 and 6805, Pub. L. 108–
159, 117 Stat. 1952.

Subpart A—General Provisions
2. Amend § 717.3 by revising the
introductory text to read as follows:

■

§ 717.3

Definitions.

For purposes of this part, unless
explicitly stated otherwise:
*
*
*
*
*
■ 3. Revise the heading for Subpart I as
shown below.
Subpart I—Duties of Users of
Consumer Reports Regarding Address
Discrepancies and Records Disposal
■

4. Add § 717.82 to read as follows:
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§ 717.82 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to a
user of consumer reports (user) that
receives a notice of address discrepancy
from a consumer reporting agency, and
that is federal credit union.
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief—(1)
Requirement to form a reasonable belief.
A user must develop and implement
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reasonable policies and procedures
designed to enable the user to form a
reasonable belief that a consumer report
relates to the consumer about whom it
has requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other member account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address—(1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
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reporting period in which it establishes
a relationship with the consumer.
■ 5. Add Subpart J to part 717 to read
as follows:
Subpart J—Identity Theft Red Flags
Sec.
717.90 Duties regarding the detection,
prevention, and mitigation of identity
theft.
717.91 Duties of card issuers regarding
changes of address.

Subpart J—Identity Theft Red Flags
§ 717.90 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to a
financial institution or creditor that is a
federal credit union.
(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a federal credit union to obtain a
product or service for personal, family,
household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A share or deposit account.
(2) The term board of directors refers
to a federal credit union’s board of
directors.
(3) Covered account means:
(i) An account that a federal credit
union offers or maintains, primarily for
personal, family, or household
purposes, that involves or is designed to
permit multiple payments or
transactions, such as a credit card
account, mortgage loan, automobile
loan, checking account, or share
account; and
(ii) Any other account that the federal
credit union offers or maintains for
which there is a reasonably foreseeable
risk to members or to the safety and
soundness of the federal credit union
from identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5).
(6) Customer means a member that
has a covered account with a federal
credit union.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
federal credit union.
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(c) Periodic Identification of Covered
Accounts. Each federal credit union
must periodically determine whether it
offers or maintains covered accounts. As
a part of this determination, a federal
credit union must conduct a risk
assessment to determine whether it
offers or maintains covered accounts
described in paragraph (b)(3)(ii) of this
section, taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each federal credit union
that offers or maintains one or more
covered accounts must develop and
implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the federal credit union
and the nature and scope of its
activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the federal credit
union offers or maintains, and
incorporate those Red Flags into its
Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
federal credit union;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to members and to the safety
and soundness of the federal credit
union from identity theft.
(e) Administration of the Program.
Each federal credit union that is
required to implement a Program must
provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
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(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each federal credit
union that is required to implement a
Program must consider the guidelines in
Appendix J of this part and include in
its Program those guidelines that are
appropriate.
§ 717.91 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a federal credit union.
(b) Definitions. For purposes of this
section:
(1) Cardholder means a member who
has been issued a credit or debit card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
member’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 717.90 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
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provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
Appendices D–I [Reserved]
6. Add and reserve appendices D
through I to part 717.
■ 7. Add Appendix J to part 717 to read
as follows:
■

Appendix J to Part 717—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 717.90 of this part requires each
federal credit union that offers or maintains
one or more covered accounts, as defined in
§ 717.90(b)(3) of this part, to develop and
provide for the continued administration of
a written Program to detect, prevent, and
mitigate identity theft in connection with the
opening of a covered account or any existing
covered account. These guidelines are
intended to assist federal credit unions in the
formulation and maintenance of a Program
that satisfies the requirements of § 717.90 of
this part.
I. The Program
In designing its Program, a federal credit
union may incorporate, as appropriate, its
existing policies, procedures, and other
arrangements that control reasonably
foreseeable risks to members or to the safety
and soundness of the federal credit union
from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A federal credit union
should consider the following factors in
identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Federal credit
unions should incorporate relevant Red Flags
from sources such as:
(1) Incidents of identity theft that the
federal credit union has experienced;
(2) Methods of identity theft that the
federal credit union has identified that reflect
changes in identity theft risks; and
(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix J.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
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(5) Notice from members, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the federal credit union.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating members, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the federal credit union has
detected that are commensurate with the
degree of risk posed. In determining an
appropriate response, a federal credit union
should consider aggravating factors that may
heighten the risk of identity theft, such as a
data security incident that results in
unauthorized access to a member’s account
records held by the federal credit union or a
third party, or notice that a member has
provided information related to a covered
account held by the federal credit union to
someone fraudulently claiming to represent
the federal credit union or to a fraudulent
website. Appropriate responses may include
the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the member;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Federal credit unions should update the
Program (including the Red Flags determined
to be relevant) periodically, to reflect changes
in risks to members or to the safety and
soundness of the federal credit union from
identity theft, based on factors such as:
(a) The experiences of the federal credit
union with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the federal credit union offers or maintains;
and
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(e) Changes in the business arrangements
of the federal credit union, including
mergers, acquisitions, alliances, joint
ventures, and service provider arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the federal credit
union with § 717.90 of this part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
federal credit union responsible for
development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
federal credit union with § 717.90 of this
part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: the
effectiveness of the policies and procedures
of the federal credit union in addressing the
risk of identity theft in connection with the
opening of covered accounts and with
respect to existing covered accounts; service
provider arrangements; significant incidents
involving identity theft and management’s
response; and recommendations for material
changes to the Program.
(c) Oversight of service provider
arrangements. Whenever a federal credit
union engages a service provider to perform
an activity in connection with one or more
covered accounts the federal credit union
should take steps to ensure that the activity
of the service provider is conducted in
accordance with reasonable policies and
procedures designed to detect, prevent, and
mitigate the risk of identity theft. For
example, a federal credit union could require
the service provider by contract to have
policies and procedures to detect relevant
Red Flags that may arise in the performance
of the service provider’s activities, and either
report the Red Flags to the federal credit
union, or to take appropriate steps to prevent
or mitigate identity theft.
VII. Other Applicable Legal Requirements
Federal credit unions should be mindful of
other related legal requirements that may be
applicable, such as:
(a) Filing a Suspicious Activity Report
under 31 U.S.C. 5318(g) and 12 CFR 748.1(c);
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the federal credit union
detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
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(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix J
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix J of this part,
each federal credit union may consider
incorporating into its Program, whether
singly or in combination, Red Flags from the
following illustrative examples in connection
with covered accounts:
Alerts, Notifications or Warnings From a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 717.82(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or member, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or member
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or member presenting the identification.
8. Other information on the identification
is not consistent with readily accessible
information that is on file with the federal
credit union, such as a signature card or a
recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the federal credit union. For example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the member is not consistent
with other personal identifying information
provided by the member. For example, there
is a lack of correlation between the SSN
range and date of birth.
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12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the federal credit
union. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
federal credit union. For example:
a. The address on an application is
fictitious, a mail drop, or prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other members.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
members.
16. The person opening the covered
account or the member fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the federal credit union.
18. For federal credit unions that use
challenge questions, the person opening the
covered account or the member cannot
provide authenticating information beyond
that which generally would be available from
a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The member fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
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e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the member is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the member’s covered
account.
24. The federal credit union is notified that
the member is not receiving paper account
statements.
25. The federal credit union is notified of
unauthorized charges or transactions in
connection with a member’s covered
account.
Notice From Members, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Federal Credit Union
26. The federal credit union is notified by
a member, a victim of identity theft, a law
enforcement authority, or any other person
that it has opened a fraudulent account for
a person engaged in identity theft.

FEDERAL TRADE COMMISSION
16 CFR Part 681
Authority and Issuance
For the reasons discussed in the joint
preamble, the Commission is adding
part 681 of title 16 of the Code of
Federal Regulations as follows:

■

PART 681—IDENTITY THEFT RULES
Sec.
681.1 Duties of users of consumer reports
regarding address discrepancies.
681.2 Duties regarding the detection,
prevention, and mitigation of identity
theft.
681.3 Duties of card issuers regarding
changes of address.
Appendix A to Part 681—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Authority: Pub. L. 108–159, sec. 114 and
sec. 315; 15 U.S.C. 1681m(e) and 15 U.S.C.
1681c(h).
§ 681.1 Duties of users regarding address
discrepancies.

(a) Scope. This section applies to
users of consumer reports that are
subject to administrative enforcement of
the FCRA by the Federal Trade
Commission pursuant to 15 U.S.C.
1681s(a)(1) (users).
(b) Definition. For purposes of this
section, a notice of address discrepancy
means a notice sent to a user by a
consumer reporting agency pursuant to
15 U.S.C. 1681c(h)(1), that informs the
user of a substantial difference between
the address for the consumer that the
user provided to request the consumer
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report and the address(es) in the
agency’s file for the consumer.
(c) Reasonable belief. (1) Requirement
to form a reasonable belief. A user must
develop and implement reasonable
policies and procedures designed to
enable the user to form a reasonable
belief that a consumer report relates to
the consumer about whom it has
requested the report, when the user
receives a notice of address discrepancy.
(2) Examples of reasonable policies
and procedures. (i) Comparing the
information in the consumer report
provided by the consumer reporting
agency with information the user:
(A) Obtains and uses to verify the
consumer’s identity in accordance with
the requirements of the Customer
Information Program (CIP) rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121);
(B) Maintains in its own records, such
as applications, change of address
notifications, other customer account
records, or retained CIP documentation;
or
(C) Obtains from third-party sources;
or
(ii) Verifying the information in the
consumer report provided by the
consumer reporting agency with the
consumer.
(d) Consumer’s address. (1)
Requirement to furnish consumer’s
address to a consumer reporting agency.
A user must develop and implement
reasonable policies and procedures for
furnishing an address for the consumer
that the user has reasonably confirmed
is accurate to the consumer reporting
agency from whom it received the
notice of address discrepancy when the
user:
(i) Can form a reasonable belief that
the consumer report relates to the
consumer about whom the user
requested the report;
(ii) Establishes a continuing
relationship with the consumer; and
(iii) Regularly and in the ordinary
course of business furnishes information
to the consumer reporting agency from
which the notice of address discrepancy
relating to the consumer was obtained.
(2) Examples of confirmation
methods. The user may reasonably
confirm an address is accurate by:
(i) Verifying the address with the
consumer about whom it has requested
the report;
(ii) Reviewing its own records to
verify the address of the consumer;
(iii) Verifying the address through
third-party sources; or
(iv) Using other reasonable means.
(3) Timing. The policies and
procedures developed in accordance
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with paragraph (d)(1) of this section
must provide that the user will furnish
the consumer’s address that the user has
reasonably confirmed is accurate to the
consumer reporting agency as part of the
information it regularly furnishes for the
reporting period in which it establishes
a relationship with the consumer.
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§ 681.2 Duties regarding the detection,
prevention, and mitigation of identity theft.

(a) Scope. This section applies to
financial institutions and creditors that
are subject to administrative
enforcement of the FCRA by the Federal
Trade Commission pursuant to 15
U.S.C. 1681s(a)(1).
(b) Definitions. For purposes of this
section, and Appendix A, the following
definitions apply:
(1) Account means a continuing
relationship established by a person
with a financial institution or creditor to
obtain a product or service for personal,
family, household or business purposes.
Account includes:
(i) An extension of credit, such as the
purchase of property or services
involving a deferred payment; and
(ii) A deposit account.
(2) The term board of directors
includes:
(i) In the case of a branch or agency
of a foreign bank, the managing official
in charge of the branch or agency; and
(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.
(3) Covered account means:
(i) An account that a financial
institution or creditor offers or
maintains, primarily for personal,
family, or household purposes, that
involves or is designed to permit
multiple payments or transactions, such
as a credit card account, mortgage loan,
automobile loan, margin account, cell
phone account, utility account,
checking account, or savings account;
and
(ii) Any other account that the
financial institution or creditor offers or
maintains for which there is a
reasonably foreseeable risk to customers
or to the safety and soundness of the
financial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.
(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).
(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5), and includes
lenders such as banks, finance
companies, automobile dealers,
mortgage brokers, utility companies,
and telecommunications companies.
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(6) Customer means a person that has
a covered account with a financial
institution or creditor.
(7) Financial institution has the same
meaning as in 15 U.S.C. 1681a(t).
(8) Identity theft has the same
meaning as in 16 CFR 603.2(a).
(9) Red Flag means a pattern, practice,
or specific activity that indicates the
possible existence of identity theft.
(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.
(c) Periodic Identification of Covered
Accounts. Each financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this
determination, a financial institution or
creditor must conduct a risk assessment
to determine whether it offers or
maintains covered accounts described
in paragraph (b)(3)(ii) of this section,
taking into consideration:
(1) The methods it provides to open
its accounts;
(2) The methods it provides to access
its accounts; and
(3) Its previous experiences with
identity theft.
(d) Establishment of an Identity Theft
Prevention Program. (1) Program
requirement. Each financial institution
or creditor that offers or maintains one
or more covered accounts must develop
and implement a written Identity Theft
Prevention Program (Program) that is
designed to detect, prevent, and mitigate
identity theft in connection with the
opening of a covered account or any
existing covered account. The Program
must be appropriate to the size and
complexity of the financial institution
or creditor and the nature and scope of
its activities.
(2) Elements of the Program. The
Program must include reasonable
policies and procedures to:
(i) Identify relevant Red Flags for the
covered accounts that the financial
institution or creditor offers or
maintains, and incorporate those Red
Flags into its Program;
(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;
(iii) Respond appropriately to any Red
Flags that are detected pursuant to
paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft; and
(iv) Ensure the Program (including the
Red Flags determined to be relevant) is
updated periodically, to reflect changes
in risks to customers and to the safety
and soundness of the financial
institution or creditor from identity
theft.
(e) Administration of the Program.
Each financial institution or creditor
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that is required to implement a Program
must provide for the continued
administration of the Program and must:
(1) Obtain approval of the initial
written Program from either its board of
directors or an appropriate committee of
the board of directors;
(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and
administration of the Program;
(3) Train staff, as necessary, to
effectively implement the Program; and
(4) Exercise appropriate and effective
oversight of service provider
arrangements.
(f) Guidelines. Each financial
institution or creditor that is required to
implement a Program must consider the
guidelines in Appendix A of this part
and include in its Program those
guidelines that are appropriate.
§ 681.3 Duties of card issuers regarding
changes of address.

(a) Scope. This section applies to a
person described in § 681.2(a) that
issues a debit or credit card (card
issuer).
(b) Definitions. For purposes of this
section:
(1) Cardholder means a consumer
who has been issued a credit or debit
card.
(2) Clear and conspicuous means
reasonably understandable and
designed to call attention to the nature
and significance of the information
presented.
(c) Address validation requirements.
A card issuer must establish and
implement reasonable policies and
procedures to assess the validity of a
change of address if it receives
notification of a change of address for a
consumer’s debit or credit card account
and, within a short period of time
afterwards (during at least the first 30
days after it receives such notification),
the card issuer receives a request for an
additional or replacement card for the
same account. Under these
circumstances, the card issuer may not
issue an additional or replacement card,
until, in accordance with its reasonable
policies and procedures and for the
purpose of assessing the validity of the
change of address, the card issuer:
(1)(i) Notifies the cardholder of the
request:
(A) At the cardholder’s former
address; or
(B) By any other means of
communication that the card issuer and
the cardholder have previously agreed
to use; and
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(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or
(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§ 681.2 of this part.
(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.
(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.
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Appendix A to Part 681—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation
Section 681.2 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 681.2(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account.
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 681.2 of
this part.
I. The Program
In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.
II. Identifying Relevant Red Flags
(a) Risk Factors. A financial institution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:
(1) The types of covered accounts it offers
or maintains;
(2) The methods it provides to open its
covered accounts;
(3) The methods it provides to access its
covered accounts; and
(4) Its previous experiences with identity
theft.
(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags from sources such as:
(1) Incidents of identity theft that the
financial institution or creditor has
experienced;
(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and
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(3) Applicable supervisory guidance.
(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix A.
(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;
(2) The presentation of suspicious
documents;
(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;
(4) The unusual use of, or other suspicious
activity related to, a covered account; and
(5) Notice from customers, victims of
identity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.
III. Detecting Red Flags
The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as by:
(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(l) (31 CFR
103.121); and
(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of
existing covered accounts.
IV. Preventing and Mitigating Identity Theft
The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of identity theft, such as a data security
incident that results in unauthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial institution or creditor or to a
fraudulent website. Appropriate responses
may include the following:
(a) Monitoring a covered account for
evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;
(d) Reopening a covered account with a
new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered
account or not selling a covered account to
a debt collector;
(h) Notifying law enforcement; or
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(i) Determining that no response is
warranted under the particular
circumstances.
V. Updating the Program
Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant) periodically, to
reflect changes in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:
(a) The experiences of the financial
institution or creditor with identity theft;
(b) Changes in methods of identity theft;
(c) Changes in methods to detect, prevent,
and mitigate identity theft;
(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and
(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances,
joint ventures, and service provider
arrangements.
VI. Methods for Administering the Program
(a) Oversight of Program. Oversight by the
board of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:
(1) Assigning specific responsibility for the
Program’s implementation;
(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 681.2 of this
part; and
(3) Approving material changes to the
Program as necessary to address changing
identity theft risks.
(b) Reports. (1) In general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 681.2
of this part.
(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: The
effectiveness of the policies and procedures
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significant incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.
(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft. For example, a financial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags
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that may arise in the performance of the
service provider’s activities, and either report
the Red Flags to the financial institution or
creditor, or to take appropriate steps to
prevent or mitigate identity theft.
VII. Other Applicable Legal Requirements
Financial institutions and creditors should
be mindful of other related legal
requirements that may be applicable, such as:
(a) For financial institutions and creditors
that are subject to 31 U.S.C. 5318(g), filing a
Suspicious Activity Report in accordance
with applicable law and regulation;
(b) Implementing any requirements under
15 U.S.C. 1681c–1(h) regarding the
circumstances under which credit may be
extended when the financial institution or
creditor detects a fraud or active duty alert;
(c) Implementing any requirements for
furnishers of information to consumer
reporting agencies under 15 U.S.C. 1681s–2,
for example, to correct or update inaccurate
or incomplete information, and to not report
information that the furnisher has reasonable
cause to believe is inaccurate; and
(d) Complying with the prohibitions in 15
U.S.C. 1681m on the sale, transfer, and
placement for collection of certain debts
resulting from identity theft.
Supplement A to Appendix A
In addition to incorporating Red Flags from
the sources recommended in section II.b. of
the Guidelines in Appendix A of this part,
each financial institution or creditor may
consider incorporating into its Program,
whether singly or in combination, Red Flags
from the following illustrative examples in
connection with covered accounts:
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Alerts, Notifications or Warnings from a
Consumer Reporting Agency
1. A fraud or active duty alert is included
with a consumer report.
2. A consumer reporting agency provides a
notice of credit freeze in response to a
request for a consumer report.
3. A consumer reporting agency provides a
notice of address discrepancy, as defined in
§ 681.1(b) of this part.
4. A consumer report indicates a pattern of
activity that is inconsistent with the history
and usual pattern of activity of an applicant
or customer, such as:
a. A recent and significant increase in the
volume of inquiries;
b. An unusual number of recently
established credit relationships;
c. A material change in the use of credit,
especially with respect to recently
established credit relationships; or
d. An account that was closed for cause or
identified for abuse of account privileges by
a financial institution or creditor.
Suspicious Documents
5. Documents provided for identification
appear to have been altered or forged.
6. The photograph or physical description
on the identification is not consistent with
the appearance of the applicant or customer
presenting the identification.
7. Other information on the identification
is not consistent with information provided
by the person opening a new covered account
or customer presenting the identification.
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8. Other information on the identification
is not consistent with readily accessible
information that is on file with the financial
institution or creditor, such as a signature
card or a recent check.
9. An application appears to have been
altered or forged, or gives the appearance of
having been destroyed and reassembled.
Suspicious Personal Identifying Information
10. Personal identifying information
provided is inconsistent when compared
against external information sources used by
the financial institution or creditor. For
example:
a. The address does not match any address
in the consumer report; or
b. The Social Security Number (SSN) has
not been issued, or is listed on the Social
Security Administration’s Death Master File.
11. Personal identifying information
provided by the customer is not consistent
with other personal identifying information
provided by the customer. For example, there
is a lack of correlation between the SSN
range and date of birth.
12. Personal identifying information
provided is associated with known
fraudulent activity as indicated by internal or
third-party sources used by the financial
institution or creditor. For example:
a. The address on an application is the
same as the address provided on a fraudulent
application; or
b. The phone number on an application is
the same as the number provided on a
fraudulent application.
13. Personal identifying information
provided is of a type commonly associated
with fraudulent activity as indicated by
internal or third-party sources used by the
financial institution or creditor. For example:
a. The address on an application is
fictitious, a mail drop, or a prison; or
b. The phone number is invalid, or is
associated with a pager or answering service.
14. The SSN provided is the same as that
submitted by other persons opening an
account or other customers.
15. The address or telephone number
provided is the same as or similar to the
account number or telephone number
submitted by an unusually large number of
other persons opening accounts or other
customers.
16. The person opening the covered
account or the customer fails to provide all
required personal identifying information on
an application or in response to notification
that the application is incomplete.
17. Personal identifying information
provided is not consistent with personal
identifying information that is on file with
the financial institution or creditor.
18. For financial institutions and creditors
that use challenge questions, the person
opening the covered account or the customer
cannot provide authenticating information
beyond that which generally would be
available from a wallet or consumer report.
Unusual Use of, or Suspicious Activity
Related to, the Covered Account
19. Shortly following the notice of a change
of address for a covered account, the
institution or creditor receives a request for
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a new, additional, or replacement card or a
cell phone, or for the addition of authorized
users on the account.
20. A new revolving credit account is used
in a manner commonly associated with
known patterns of fraud patterns. For
example:
a. The majority of available credit is used
for cash advances or merchandise that is
easily convertible to cash (e.g., electronics
equipment or jewelry); or
b. The customer fails to make the first
payment or makes an initial payment but no
subsequent payments.
21. A covered account is used in a manner
that is not consistent with established
patterns of activity on the account. There is,
for example:
a. Nonpayment when there is no history of
late or missed payments;
b. A material increase in the use of
available credit;
c. A material change in purchasing or
spending patterns;
d. A material change in electronic fund
transfer patterns in connection with a deposit
account; or
e. A material change in telephone call
patterns in connection with a cellular phone
account.
22. A covered account that has been
inactive for a reasonably lengthy period of
time is used (taking into consideration the
type of account, the expected pattern of usage
and other relevant factors).
23. Mail sent to the customer is returned
repeatedly as undeliverable although
transactions continue to be conducted in
connection with the customer’s covered
account.
24. The financial institution or creditor is
notified that the customer is not receiving
paper account statements.
25. The financial institution or creditor is
notified of unauthorized charges or
transactions in connection with a customer’s
covered account.
Notice from Customers, Victims of Identity
Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in
Connection With Covered Accounts Held by
the Financial Institution or Creditor
26. The financial institution or creditor is
notified by a customer, a victim of identity
theft, a law enforcement authority, or any
other person that it has opened a fraudulent
account for a person engaged in identity
theft.
Dated: October 5, 2007.
John C. Dugan,
Comptroller of the Currency.
By order of the Board of Governors of the
Federal Reserve System, October 29, 2007.
Jennifer J. Johnson,
Secretary of the Board.
Dated at Washington, DC, this 16th day of
October, 2007.
By order of the Board of Directors.
Federal Deposit Insurance Corporation.
Robert E. Feldman,
Executive Secretary.
Dated: October 24, 2007.
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By the Office of Thrift Supervision.
John M. Reich,
Director.
By order of the National Credit Union
Administration Board, October 15, 2007.
Mary Rupp,
Secretary of the Board.
By direction of the Commission.
Donald S. Clark,
Secretary.
[FR Doc. 07–5453 Filed 11–8–07; 8:45 am]
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Employee’s Training Manual

Identity Theft Prevention Programs in
American Utilities: Guidelines for
Compliance with Red Flags

Employee Workbook for
Safeguarding Customer
Information

Red Flags Employee Training
It Takes a Thief
To begin this training, you are going to look at the world through the eyes of a criminal.
Imagine being in and around your utility on the lookout for secured information (Social
Security Number-SSN, driver’s license, Date of Birth-DOB, address, name, etc.). You
have a notebook and a brief case. Let’s see what you can find.
In the parking lot, you find an unlocked company vehicle with a laptop. Quickly, stick it
in your briefcase. You overhear a customer tell the CSR his name, address, and date of
birth. The CSR repeats the information back to him. You have written it down in your
notebook. Good work. A look around the dumpster reveals half of a crumpled application
that has what looks like coffee on it. On the barely readable paper is a name, address, date
of birth, social security number and place of employment. Now you are getting
somewhere. Take this stuff home. You have too much to run a risk. From a phone at the
customer’s place of employment, call the bank and ask about last payment. “I think I might
have paid that bill twice – What is the last check number you show? My husband keeps so
many accounts. Is that the First American Account or Regency Bank?”
This is just too much fun. Now you are going back to see what you can find when you go
inside the doors. First, write down any information in the area where new accounts are
opened. If the CSR leaves his desk, look in the trashcan for notes, on the desk for files and
quickly put them in your brief case. If there are any access codes or passwords taped or on
a sticky note on the monitor, write them down in your notebook. You have a buyer for that
stuff. Search any area for abandoned monitors that still have sensitive information on the
screen. Hey wait this desk has the access code numbers taped under the work area. Who
do they think they’re kidding? It just does not get better than this. Now let’s look for
purses. It takes a little time, but you just found the purse of a new employee. Wow, real
leather; at least our victim has nice taste.
Back at home camp, you check inside the purse: a cell phone, driver’s license, social
security card, ATM card, checkbook and pictures. You text her husband saying, “I forgot
the pin number!” If he gives it to you, respond thanks and celebrate. You have just
completed your first morning of life as a thief. Not bad.

In order to protect our customers from identity theft, we have to be one step ahead of
thieves. In each of the above situations, how could the utility employees better
protect the information?

Introduction:
In the time it takes to read this first sentence there will be four (4) new victims of identity theft in the United States.

The fastest and most financially devastating crime in the United States is identity theft. The
emotional and financial cost to the victim can affect their quality of life. In a utility, breaches in
information security, lessen the trust the public must place on us to establish the power
supplier/consumer relationship.

A.

How Legislation is Changing the Way We Monitor and React to Possible
Signs of Identity Theft or Red Flags.
The FACT Act (2003) was passed to set standards for guarding customer information.
On November 1, 2007, the red flags were added to hold businesses liable for the
prevention, detection and mitigation of identity theft.

Why Utilities?




Because utilities maintain on going accounts primarily for personal, family or household
purposes.
The accounts are designed to accept multiple payments.
Utilities are the site for a large portion of identity theft crime in the United States.

Are We Responsible to Our Members/Customers?
In a word, yes. The utility has the responsibility of developing an identity theft
prevention program to protect our customer’s personal information. The FACT Act
outlines the requirement to:
DETECT
PREVENT
MITIGATE1

Where Do We Begin?



1

Make a list of red flag indicators of identity theft drawn from experience in the utility
industry. In other words, what has been the past and current patterns used to gain
services under a stolen identity?
What proactive strategies can be incorporated into our day to day policies and
procedures that will discourage or detect identity thieves?

Control damage done

How Do We Add One More Thing On Our Plate?
In the utility industry, a strong sense of providing reliable service has always been
evident. We provide a critical service that our customers need to sustain everyday life.
The dedication to protecting and serving “the little lady at the end of the line” has
always been a part of our culture.
The Identity Theft Prevention Program is another step in the direction of providing
service for our customers. Protecting a customer’s personal identity information is
indeed our lawful responsibility.
Effective business practices and policies that spot attempted and actual identity theft
early have great potential for relieving the national crime wave. Identity thieves often
establish cell phone and utility (established proof of residency) accounts in the victim’s
name.
Utilities suffer significant losses from customers who use stolen identities for service and
walk away from large bills. Careful validation of identity in the process of opening an
account and the use of red flags (such as alerts) has already been demonstrated to
minimize losses. Proper screening of new and existing accounts not only protects secure
information but also is an effective approach to keeping the cost per kilowatt-hour
within reach of the working family.

What is a red flag?
A pattern, particular specific activity that indicates the possible risk of identity theft.

A red flag triggers the need to investigate, gather facts and mitigate.

Examples:






Any account that would adversely affect a consumers credit standing should be
considered at risk of identity theft and thus subject to a red flag
A consumer’s communication about attempted or actual identity theft
A company’s knowledge of a security breach within its own confines or that of an affiliate
with which the company has shared data
Attempts to open new accounts with altered documents
Suspicious actions by employees – downloading customer account information being
added to customer account

The vast majority of identity theft in the utility industry has historically been within families.
There is no reason to doubt that trend will still occur. There is, however, a much more dangerous
threat developing throughout the US. Professional or maybe we should just say very effective,
thieves will usually establish proof of residency with a utility bill. Our government is asking us to
not only protect our customer’s secured information, but be a part of the answer to the problem.
Remember, it is not our job to accuse, only to report. Being consistently kind and respectful is
always the right thing to do. This will keep the environment safer for us and we will be less likely
to accuse someone who is innocent. You may also find that the detective or police officer in your
area does not want a potential suspect to be forewarned.

Identity Theft versus Identity Fraud
Identity fraud occurs when someone gives you fictitious information such as:




a social security number that has never been issued.
an address that does not exist.
the name of a person that does not exist.

In this case the utility has the option to respectfully request additional information before
beginning services. A potential victim has not been established.
Identity theft occurs when someone gives you fraudulent information such as:




social security number issued to another individual.
social security number listed on death file.
name and address belonging to someone else.

In this case, the suspicion of a potential victim has been established.
Identity theft is a much more serious problem. Identity theft is when someone gathers
personal information and assumes a new identity as their own. This can include getting
seemingly authentic forms of identification using real or fake “breeder” documents (a
breeder document is a document used to establish identity for other forms of ID; for
example, presenting a birth certificate to the department of motor vehicles to get a
driver’s license). With their new identification in hand, criminals perpetrating an
actual identity theft can then open new accounts, apply for loans or mortgages, and
generally make a very big, expensive mess of the victim’s life.

Case No. 1
Title: “Stolen Identity”
In the public power industry, over 50% of all identity theft occur within families.
A sister in Middle Tennessee used a social security number that belonged to her sister that
lived in Kentucky. She is able to obtain fraudulent picture identification in her sister’s
name. She opens a new water, gas, electric and cable account at the local municipality.
While she paid the initial deposit, her bills are being returned by the post office. She has
made no attempt to make any payment at 60 days. A service man is sent to warn her about
the cutoff date and tells him she would be more than happy to pay. She explains she needs
the bills in writing because her father in Texas is paying them for her. The accounting
office grants her an additional 30 days to complete all transactions with the condition that
all accounts will be current by the 10th of the month. On the 8th, she has a church
organization working to help her raise the funds. On the 11th, the sister in Kentucky sees
the activity on her credit report. Her sister has had a lifelong habit of manipulating family
members to survive. For years they followed her from state to state cleaning up the mess.
The sister in Kentucky calls the utility and alerts them of the fraudulent use of her identity.

Topics of Discussion:
1. How would you verify the facts? How will we establish “reasonable basis”
for identity?

2. When you have confirmed that she has stolen her sister’s identity, how will
you proceed?

Case No. 2
Title: Mrs. B
Mrs. B sent her 10 year old grandson, John, a check for his birthday. John’s parents have
recently divorced on bad terms. His father sees the check in John’s book bag on a
scheduled visit and copies down the routing number and checking account number. He
uses the information to call in utility payments for the next three months. Mrs. B realizes
the theft when her sister comes by to help her manage her account. She is embarrassed, by
her former son-in-law’s behavior, but does not want to be held accountable for the $721.00
in charges and late fees. The Utility is notified of the son in law’s intent of fraudulent use
of Mrs. B’s banking account.

Topics of Discussion:

1. Could this theft have been detected before Mrs. B. called? How?

2. Do you think it is possible that Mrs. B has cleaned up the financial messes
made by this man before?

3. How should the Utility handle the current situation?

4. What can the Utility do to prevent a repetition?

Discuss with your supervisor, what is the policy in you utility in the event of:
Red Flags:

Next Step:

Mitigation:

Presentation of Suspicious
Documents
Documents provided for ID
appeared altered or forged.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account.

The photo or physical
description is not consistent
with the appearance of the
applicant.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification.

Do not open new covered
account. If the customer is
able to verify information, no
further action would be
necessary.

Inform the customer of the
discrepancy and ask the customer
to verify the inconsistent
information with supporting
documentation.

Do not open new covered
account. If the customer is
able to verify information, no
further action is necessary.

Ask the customer to fill out
another application in the office
and verify all suspicious
information. If proof of
ownership appears altered or
forged we would attempt to make
contact with the
landlord/property owner by
phone, to provide and verify the
information.

Do not open new covered
account without proper
documentation. If the customer
or landlord is able to provide
acceptable documentation and
verification of the suspicious
documentation no further
action is necessary.

Other information on
identification is inconsistent with
readily accessible information
given on the application.
Example last name is different.
Other information given to open
the new account is not
consistent with the ID of the
applicant. Example: Customer is
not referenced on the lease
agreement or deed.

An application appears to have
been altered or forged, or gives
the appearance of having been
destroyed and reassembled.

Suspicious Personal
Identifying Information

Applicant fails to provide all
personal ID upon request.
Example: Government issued
identification and proof of
ownership or corporate
documents.

Advise the customer that the
document presented is not
acceptable, and request to see
another form of identification or
additional documentation.

Do not open new covered
account without proper
documentation.

Unusual Use of Suspicious
Activity Related to the
Covered Account
Change of billing address is
followed by request for adding
additional properties to the
account (or shortly following the
notification of a change in
address, the utility receives a
request for the addition of
authorized users on the
account.)
Payments are made in a
manner associated with fraud.
For example, deposit or initial
payment is made and no
payments are made thereafter.
Mail sent to customer is
repeatedly returned.

Customer notifies utility that
they are not receiving their bill.
The utility is notified of
unauthorized charges or
transactions in connection with
a customer’s account.

In order to become an
authorized user the customer
must open a new account with
KEYS in which we will validate
their identification and obtain
proper documentation for
initiating service.

Do not open new covered
account until all proper
documentation and
identification is received.

Contact the Customer

Follow our normal collections
procedures.

Contact the customer to verify
and correct the mailing address.
In order to correct the address
the customer must verify their
date of birth and/or driver's
license number.
Verify the identity of the
customer by their date of birth
and/or driver's license number
and then verify the correct
address.
Ask the customer to file a formal
complaint with the proper
authorities.

If you are able to verify the
correct address and then
change the address on file, no
further action should be
necessary.
If you are able to verify the
correct address and then
change the address on file, no
further action should be
necessary.
Notify law enforcement as
needed.

Notice of Theft
Utility is notified by law officials
or others, that it has opened a
fraudulent account for a person
engaged in identity theft.

Advise law officials that proper
documentation must be
submitted to the utility. i.e. Court
Order

Depending on what law
enforcement asks you to do,
you may close or closely
monitor the account.

Case No. 3
Title: Kentucky Consumer
“My 9 year old daughter was a victim of identity theft through this organization.
Someone used my daughter’s Social Security Number to obtain unauthorized utilities in
her name. (The) utility was unwilling to assist in my daughter’s case in bringing the
perpetrator to justice. The (utility company) informed me that they do not run checks on
identification showed to them to ensure validity. The (utility company) informed me that
it is easier and cheaper to write off utility losses then to investigate and prosecute cases of
utility fraud/identity theft. I feel that this exemplifies poor public security and displays
ineptness towards individual rights. My daughter was a victim and I am sure there are
many more that will be victimized as long as companies refuse to stand up for laws that
protect us.” (This story posted online on 9/22/04)

Topics of Discussion:
1. Why do you think utilities tend to write off losses vs. investigate and
prosecute?

2. Why are children a target for stolen social security numbers?
3. Does the customer have a right to feel “protected?”

What is your role in the utility’s identity theft prevention program?
Due diligence with regard to protecting customer information
This includes your own daily habits:





Disposing of records or paper with notes
Taping access information around work station
Speaking in a manner that allows others to overhear secured information
Leaving your work area with the monitor on, files on desk, customer information
in view of others
 Sharing passwords, access codes, etc.
 Discussing personal information regarding a customer with other employees.
Carefully monitor your work area
If someone implies they are with an outside vendor authorized to access your equipment, verify
first with your supervisor.

Watch for unusual behavior, employees downloading large amounts of information,
unauthorized personnel or citizens in areas with secured information.

Validate identification for new and existing accounts. Check documents. Our customers do
have a right to feel protected.

Utility employees are not required or encouraged to confront individuals suspected
of committing a crime. It is our lawful obligation to report to the police any
“suspected” patterns of identity theft. It is the responsibility of the detective or
officer working in identity theft to do the investigation. The laws regarding reporting
identity theft are similar to reporting child abuse. You report when there is a
suspicion. It is up to law officials to determine if a crime has actually been
committed.

Keys Energy Services (KEYS)
Collections Procedures
Past Due Bills
-

Bills are past due if not paid by the due date, which is static per account.
An account can be disconnected five days after written notice is given for nonpayment.
A late payment penalty fee of 5% of the past due balance will be assessed.
A past due bill must be paid in full or have approved payment arrangements
from the Collections Department to avoid being subject to disconnection.

Collections Process
-

Once the billing schedule is received from the Finance Billing Clerk, the
Collections Representative prepares a monthly schedule which includes:






-

-

Cycle and Route Due Dates
Reminder Notice Request Date and Due Date
Bill Date
Cycle Field Visit Date and Due Date
Cycle Disconnection Date

Two business days after the bill due date (the new bill MUST be posted prior to
pulling the reminder notices) a reminder notice is sent out in the mail with a
must pay by date of approximately five or six calendar days from the date of the
reminder notice.
If payment is not received by the date indicated on the reminder letter, an
additional letter will be hand delivered to the service address any time after the
must pay by date that appeared on the reminder notice, depending on calendar
availability, a disconnect date will be stated on the disconnection notice. The
actual disconnection can be scheduled any time after the disconnect date on the
letter that is dropped, but is dependent upon calendar availability.

Criteria for Selection of Accounts for Visits and Disconnections
-

All residential accounts that total with their new bill $400.00 or more.
Accounts that are two months in arrears.
Business accounts past due amount is $100.00 or more.



The above criteria is also to be used when speaking to customers for
arrangements along with the calendar showing each cycle scheduled for a visit
and subsequent disconnection.

Collections Cycle Visit Procedures
-

-

The day prior to the scheduled cycle visit, pull the credit control visit list for that
cycle and highlight accounts based on the criteria above to determine all
customers that will be visited.
Pull the A/R aging for the cycle. Use the advanced find and select the cycle and
the end date = null.
Compare the A/R aging to the credit control arrears listing for that cycle and
highlight on the credit control listing all two month accounts, all accounts over
$400.00 in total on the aging and all deposit amounts over $150.00 with past
due balances $100.00 or greater on the credit control arrears listing.
Check accounts for misapplied payments, balance transfers, incorrect mailing
addresses or anything out of the ordinary.
Check account comments for all accounts that have been selected on the credit
control for payment arrangements.
If payment arrangements have been made on the account, notate those
arrangements on the credit control and delete from the exceptions edit the next
day, these accounts should not receive a visit.
Delete all customers that are not highlighted or had made payment
arrangements on the credit control list.
On the morning of the cycle visit, reassess the batch. This will delete all
customers that have made payments.
Print Letters for Meter Service Technician (DA) to drop.
Post credit control.

Disconnection Procedures (Day prior to scheduled disconnect)
-

-

The day prior to the scheduled cycle disconnection. Pull the disconnect list in
credit control.
Pull the original credit control list that was used to determine the cycle visits.
Then review all the selected accounts for special arrangements. All accounts
that do not meet the collections criteria must be deleted from credit control and
will be excluded from the disconnect list.
The disconnection list will be generated in Cognos (See Manual for Disconnection
List in Cognos)

Prior to the Meter Service Technician (DA) leaving, the following must be
completed (Disconnection Day)
-

Contact the Customer Services Leader to determine if any accounts on the
disconnection list had been paid in the night box.
Check all accounts on the list to ensure that a payment has not been made.
Check the service summary (for pending payments), balance history, and
account comments for payment or other pertinent information.
Once the disconnection list is completed the technician will make copies of the
disconnection list and hand it out to the Customer Service Department.
While the technician is out for disconnections continue to check and update the
list for payments.
When a payment is made contact the technician immediately to advise that the
account has been paid and to either 1025 (means to cancel any action) or
reconnect the account.

Upon Meter Services Technician (DA) returning to the Collections Office
-

Once the technician returns at approximately 4:30 p.m. update the original
disconnection list showing the accounts actually disconnected and their meter
readings.
An updated copy of the disconnection list is handed out at the end of the day. If
the Start Calls Manager cannot be updated due to time constraints a copy is also
taken upstairs to the dispatchers to be prepared to handle after hours calls.
If any accounts need to be reconnected after the technician is back at the office
contact the after-hours duty man to reconnect the account after 5 p.m. by either
calling the meter room or dispatch.
All accounts that have remained off at the end of day should be flagged in the
Start Calls Manager by 5:00 p.m.
After the technician returns or the following morning charge disconnect and
reconnect fees to all customers that were disconnected and reconnected.
Place the disconnect button and notate the disconnection date and meter
reading on all accounts that had been disconnected.
The next morning, if an account is locked in, determine if the account needs to
be disconnected at the leads. Try to make phone contact prior to having
dispatch send out the bucket truck to cut the leads for disconnection at the pole.

Disconnect/Reconnect Fees
-

Disconnect and reconnect fees are outlined in KEYS’ Electric Rate Tariffs.

Accounts Disconnected
-

Within 14 days following disconnection and prior to closing the account, as
customers make payments on their disconnected accounts charge a reconnect

-

-

-

fee and un-flag the account in the Start Calls Manager. Flag the account back to
an active status in Northstar.
For all Key West Housing Authority disconnections i.e. George Allen, Porter Place,
Poinciana, etc. Call the KW Housing Authority and notify that the service has
been disconnected due to non-payment, either the day of disconnect or no later
than the next business day. If after 14 days the account has not been paid give
this information to a Customer Service Representative to process this final as a
change of name.
All customers that have remained disconnected will appear on the Outage
Management System (OMS) Report, if these customers fail to have their service
reconnected within 14 days, final the account in Northstar.
Issue a final order 14 days after the disconnect date. If the account is in the
billing journal call the Finance Billing Clerk to remove it.
Check the summary screen to ensure that no incorrect charges have been
applied to the account. If incorrect charges have been applied issue the same
order type of service order again but in standard charges post a credit charge to
the account. Complete the order in Care when done.
Once the account is final in the system the customer must sign up for service
again in Customer Service.
 Make sure that the reading entry is more than or equal to the current
read when inputting the finals in the journal.
- Once the account is final in Northstar, remove the disconnect button from the
service details screen.

Low Income Assistance
-

-

Customers can be referred to Low Income Home Energy Assistance Program
(LIHEAP) for assistance. KEYS will try and coordinate with LIHEAP in order to
ensure that we receive payment confirmation prior to any pending
disconnections whenever possible.
Customers can also be referred to Catholic Charities, Sister Season Fund, and the
Salvation Army for assistance.

Returned Checks
-

-

If a check or similar instrument fails to clear the bank on which it is drawn, for
any reason, the service in question shall be subject to immediate discontinuance.
A returned item charge will be applied for the handling of the check or
instrument that has been returned regardless of the reason.
Only payment in the form of cash, money order, cashier’s check, or credit card
will be accepted to cover the cost of the returned check and the returned item
charge.
Returned item charge = $25.00 or 5% of the face value of the returned check
whichever is greater.
Once the utility has received three returned checks on any account, the account
will be flagged cash only and future payments must be paid in cash, cashier’s
check, money orders or credit card for a period of one year.

-

-

-

Under no circumstances will a check be accepted by KEYS if the person
presenting the check states or implies that monies are not currently available in
the account to cover the check, nor will a post-dated check be accepted as
payment for any portion of an account payment.
Returned checks will be debited from the customer’s account, and the proper
letter will be delivered.
The letter will contain all pertinent information related to the return and the pay
by date will be the next business day by 12 p.m. from the date the letter is
actually delivered.
The original letter will be hand delivered to the service address and one copy is
kept in the office attached to the returned check.
Accounts on the list not paid by noon the next business day will be disconnected.
Do not pursue collections on electronic checks that have been returned for
incorrect information. Try to make contact with the customer by phone, and if
necessary mail a letter to the customer advising them of the return.
As a one-time courtesy to customers KEYS can reverse one returned item charge
if it is a result of an input error on our website. A returned item charge can also
be reversed if the check was returned due to a bank error or fraud, and the
proper letter from the bank is received. The letter must be on banking
letterhead stating that a bank error or fraud caused the returned check.
Returned checks over $500.00 on final accounts need to be sent to the State
Attorney’s Office. This procedure is located in the Collections Manual.

Promissory Notes
-

-

On occasion, if as a result of a KEYS error the customer becomes delinquent
KEYS will allow a delinquent customer to sign a Promissory Note in order to pay
off his delinquent balance.
KEYS will give the customer a seven day grace period to make his note payment
before they are considered to be in default. If default occurs, the service will be
disconnected on the 8th day and all charges due to KEYS must be paid in addition
to disconnection and reconnection fees before the service will be reconnected.
For any unexpected changes to an account outside of the normal billings
including large transfer balances, please refer to the supervisor for promissory
note approval.

Letter of Credit
-

Upon request the Collections Representative can provide a customer with a letter
of credit to provide to their new utility company.

Customer Service Procedures
Obtaining New Service
All customers applying for service must complete and sign a “Contract for Service”
with KEYS. The following information shall be obtained from the person applying
for service: Applicant's name, date of birth, valid driver’s license or government
issued identification, address (including street, house number or apartment
number, or the name of subdivision with lot and block number), and a rent
receipt/lease agreement or proof of ownership. An officer of the corporation must
sign for any account that must be in a corporation’s name, and a copy of the
articles of incorporation must be furnished to KEYS. The documents must list the
corporate officer who is requesting electrical service. If the above is not available,
KEYS may accept a Corporate Statement on company letterhead (see required
sample verbiage online @ www.keysenergy.com/forms/corporate-verbiagetemplate.pdf) or in lieu of letterhead the statement must be submitted with a
business card attached for the representative requesting the service. The
statement must either be notarized or accompanied by a copy of valid government
issued photo identification. In order to establish service the tenant/owner must
appear on the lease, rent receipt or deed at the location they are requesting
service.
Service is furnished to the customer upon acceptance of the customer’s Contract
for Service by KEYS. Applications are accepted by KEYS with the understanding
that there is no obligation to render service if not available, or other than the
character of service then available at the point of connection. A copy of the written
contract, accepted by KEYS, with the applicant’s signature, together with a copy
of the Customer Service Policy will be furnished to the applicant for their records
and information.
The owner or tenant of the property must sign all applications for the introduction
of electric service into any premises, or for the extensions of a distribution line for
the conveyance of such electric service, on forms furnished by KEYS. All
applications for electric service shall remain in effect until the owner or tenant

making the service deposit wishes the service to be discontinued. Anyone signing
up for service for someone else must bring a notarized letter of authorization.
All customers applying for residential service will be required to initial a “Residential
Household Affidavit” located on the “Contract for Service Form.” This affidavit affirms
the tax exemption for residential use of electrical service. If the “Residential Household
Affidavit” was signed incorrectly the customer is liable for paying all applicable sales tax,
interest and penalties assessed by the Florida Department of Revenue whether or not
collected by KEYS at the instance of a sale.
Authorized Account Holder
KEYS’ permits up to two customers to establish electrical services collectively, with both
parties having full authorization to transact business as they may determine necessary.
In order to become the customer of record you must open a new account with KEYS in
which we will validate identification and obtain all the proper documentation for initiating
service.
Mailing Address Change
Only the Customer of Record can request a mailing address change. In order to change
a mailing address we must verify the Customer of Record’s date of birth and/or driver’s
license number.
Disconnection of Service
Only the authorized account holder can disconnect electrical service. In order to
disconnect service we must verify the Customer of Record’s date of birth and/or
driver’s license number. Before terminating service we must obtain an updated
mailing address for the customer’s final billing. We should request that the
customer sign a termination of service agreement that will be kept on file.
Electronic Debit Program
An electronic debit program has been established to allow customers to pay
electric bills authorizing KEYS to debit their bank accounts or credit cards
automatically each month. Customers who wish to participate in the electronic
debit program must agree to KEYS’ terms and conditions in regard to the
electronic debit for bill payment and must complete the “Electronic Debit
Authorization” form. In addition, if new customer signs up for the electronic
debit program at the same time they are establishing service the initial deposit
fee will be waived.

Public Records Request and Policies
UTITLITY BOARD OF THE CITY OF KEY WEST

Subject: Records Management Policies/Procedures
Introduction
Florida Public Records Law, as codified in Chapter 119, Florida Statutes
(F.S.), provides in part a clear mandate to public agencies to manage public records in
a professional manner. The Florida Department of State, Division of Library and
Information Services provides a significant body of standards and requirements that
govern the "life cycle" of Florida's public records.
"Public Records" means all documents, papers, letters, maps, books, tapes,
photographs, films, sound recordings, data processing software, or other material,
regardless of physical form or characteristics, or means of transmission, made or
received pursuant to law or ordinance or in connection with the transaction of official
business by any agency. It is critical to understand that format, media type or
duplication does not affect the public record status of information created or received
by a public agency. According to the life cycle principle, information is managed from
creation to final disposition, or permanent preservation. Successful management of
records and information must include each aspect of the life cycle. These include:
1. A clear decision as to what information to create or collect,
2. Information format and media selection,
3. Storage requirements,
4. Access and use,
5. Retention requirements, and
6. Final disposition or preservation.

Utilizing a life cycle approach to records management will assist in the
economical, efficient and integrated management of the public record.

1. Scope:
This procedure covers the maintenance of an ongoing Records Management and
Archives Program to minimize the quantity of paper stored while meeting or exceeding
requirements imposed by law, proper accounting and management practice.
2. Policies:
a. Storage
In the normal course of business, all vital records will be captured electronically in a
designated electronic record filing system or in their original paper form. Proper
equipment will be available to allow reproduction of all electronically-maintained records
onto paper for customer service, legal requirements, and other purposes.
b. Identifying Vital Records
Vital records are an integral part of records retention. They are defined as those
records which are critical to support the operations of Keys Energy Services (both
past and present).
c. Statutory Authority
1. Chapter 119, Florida Statutes, Public Records Act, defines “public records" in
terms of physical characteristics and in legal and/or official documentation
relationships. In addition, the Chapter establishes the legal basis for the custody
and disposal of public records and for public access.
2. Chapter 257, Florida Statutes, establishes the State's Records Management
and Archives Program under the direction of the Division of Library and
Information Services, Department of State; it specifically provides for a system
for the scheduling and disposal of public records.
The Act also authorizes the Division to establish and coordinate standards,
procedures, and techniques for efficient and economical record making and
keeping.
d. Disaster Recovery
Master copies of vital records identified in the General Records Schedule will be
stored in an offsite, hurricane-proof structure and easily accessible. An updated
inventory listing of all vital records will be maintained.

3. Procedures
a. General Retention Procedures
The life, or duration, which a record is retained is established based upon various
criteria.
The General Records Schedule describes all records and identifies the proper retention
period. The Schedule is maintained by the Florida Department of State – Division of
Library and Information Services.
The State of Florida has developed “The Basics of Records Management.” It is available
on line at http://dlis.dos.state.fl.us/index_RecordsManagers.cfm. Keys Energy Services
follows the guidelines established in this document (attachment A).
b. Filing and Retrieval Procedures
1. Filing
Keys Energy Services has established an electronic record filing system for the
storage and retrieval of most official records.
2. Retrieval
When storage of paper records is appropriate, as needed (most often on an
annual basis), those records are to be boxed in authorized storage boxes, labeled
and given to the RECORDS COORDINATOR. Records Coordinators are
responsible for indexing the contents of each box and maintaining that list. The
RECORDS COORDINATOR will index and store the box on site until the next
scheduled pick up. Records will remain in the authorized storage center until
they have met the retention requirements and State authorized destruction takes
place.
The record retrieval form is to be submitted to the RECORDS COORDINATOR for
all hard copy record retrieval requests. All retrieval requests require the
Department Manager's signature. Please refer to the attached copy of the
Records Retrieval Request Form. Record requests will be handled on a priority
basis and as soon as possible after receipt by the RECORDS COORDINATOR.
Please be specific about the priority rating. All hard copy records are to be
returned to the RECORDS COORDINATOR as soon as possible (but not more
than two weeks) to ensure proper filing and storage for future retrieval.
Iron Mountain has a list of all KEYS personnel authorized to retrieve records. This
list is reviewed annually by the RECORDS COORDINATOR and the General
Manager/CEO in order to maintain security standards. For our protection, they

make NO exceptions.

Subpoenas for records should be sent to the Records Coordinator. This will be
the office of retention for all subpoenas for records as well.

Records Exempt from Public Disclosure
Florida Statute Section 119.071 contains a number of exemptions for specified
categories of public officials, employees, and current or former active duty service
members of the United States Armed Forces, who served after September 11, 2001,
and their families by providing an exemption from disclosure for the home address,
telephone numbers, photographs, social security numbers, place of employment of the
spouse/children and locations of schools/daycare facilities attended by their children.
If a person qualifies for exemption under FS 119.071, they may request that KEYS keep
all information, as listed in FS 119.071, confidential from public disclosure, unless
required to do so by court order. To make the request for exemption from public
disclosure -- the customer/requestor must contact KEYS' Customer Service office, or the
employee/requestor must contact KEYS’ human resources office.
For more information, Florida Statute Section 119.071 can be accessed through the link
show below:
http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&URL=01000199/0119/Sections/0119.071.html
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COMPUTER ACCEPTABLE USE POLICY
 Overview
Information Technology’s intentions for publishing an Acceptable Use Policy are not to impose
restrictions that are contrary to KEYS established culture of openness, trust and integrity. IT is
committed to protecting KEYS employees and the company from illegal or damaging actions by
individuals, either knowingly or unknowingly.
Internet/Intranet/Extranet-related systems, including but not limited to computer equipment,
software, operating systems, storage media, network accounts providing electronic mail, WWW
browsing, and FTP, are the property of KEYS. These systems are to be used for business purposes
in serving the interests of the company, and of our customers in the course of normal operations.
Please review other related policies in this handbook relating to computer for further details.

Effective security is a team effort involving the participation and support of every KEYS employee
and affiliate who deals with information and/or information systems. It is the responsibility of
every computer user to know these guidelines, and to conduct their activities accordingly.
 Purpose
The purpose of this policy is to outline the acceptable use of computer equipment at KEYS. These
rules are in place to protect the employee and KEYS. Inappropriate use exposes KEYS to risks
including virus attacks, compromise of network systems and services, and legal issues.
 Scope
This policy applies to employees, contractors, consultants, temporaries, and other workers at
KEYS, including all personnel affiliated with third parties. This policy applies to all equipment that
is owned or leased by KEYS.


Policy



General Use and Ownership
 While KEYS network administration desires to provide a reasonable level of privacy, users
should be aware that the data they create on the corporate systems remains the property
of KEYS. Because of the need to protect KEYS network, management cannot guarantee
the confidentiality of information stored on any network device belonging to KEYS.
 Employees are responsible for exercising good judgment regarding the reasonableness of
personal use. Employees should be guided by policies on personal use, and if there is any
uncertainty, employees should consult their supervisor or manager.
 For security and network maintenance purposes, authorized individuals within KEYS may
monitor equipment, systems and network traffic at any time.
 KEYS reserves the right to audit networks and systems on a periodic basis to ensure
compliance with this policy.



Security and Proprietary Information
 The user interface for information contained on Internet/Intranet/Extranet-related
systems should be classified as either confidential or not confidential, as defined by
corporate confidentiality guidelines, details of which can be found in Human Resources
policies. Examples of confidential information include but are not limited to: company
private, corporate strategies, competitor sensitive, trade secrets, specifications, customer
lists, and research data. Employees should take all necessary steps to prevent
unauthorized access to this information.
 Keep passwords secure and do not share your logon information (USERNAME /
PASSWORD) with anyone including IT. Authorized users are responsible for the security
of their passwords. User level passwords should be complex (minimum 8 alpha numeric
characters) changed every month.
 All PCs, laptops and workstations should be secured with a password-protected
screensaver with the automatic activation feature set at 10 minutes or less, or by locking
the computer (control-alt-delete-lock computer) when the PC is unattended.
 Because information contained on portable computers is especially vulnerable, special care
should be exercised.
 Postings by employees from a KEYS email address to newsgroups should contain a
disclaimer stating that the opinions expressed are strictly their own and not necessarily
those of KEYS, unless posting is in the course of business duties.
 All PCs, laptops and workstations used by the employee that are connected to the KEYS
Internet/Intranet/Extranet, whether owned by the employee or KEYS, shall be continually

executing approved virus-scanning software with a current virus database. Unless
overridden by departmental or group policy.
 Employees must use extreme caution when opening e-mail attachments received from
unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code. Before
opening, contact your IT Department.
 Unacceptable Use
The following activities are, in general, prohibited. Employees may be exempted from these
restrictions during the course of their legitimate job responsibilities (e.g., systems administration
staff may have a need to disable the network access of a PC, laptop and workstation if that host
is disrupting production services).
Under no circumstances is an employee of KEYS authorized to engage in any activity that is illegal
under Local, State, Federal or international law while utilizing KEYS-owned resources.
The lists below are by no means exhaustive, but attempt to provide a framework for activities
which fall into the category of unacceptable use.
 System and Network Activities
The following activities are strictly prohibited, with no exceptions:
 Violations of the rights of any person or company property, or similar laws or regulations,
including, but not limited to, the installation or distribution of "pirated" or other software
products that are not appropriately licensed for use by KEYS.
 Unauthorized copying of copyrighted material including, but not limited to, digitization and
distribution of photographs from magazines, books or other copyrighted sources,
copyrighted music, and the installation of any copyrighted software for which KEYS or the
end user does not have an active license is strictly prohibited.
 Exporting software, technical information, encryption software or technology, in violation
of international or regional export control laws, is illegal. The appropriate management
should be consulted prior to export of any material that is in question.
 Introduction of malicious programs into the network or server (e.g., viruses, worms,
Trojan horses, e-mail bombs, etc.).
 Revealing your account password to others or allowing use of your account by others.
This includes family and other household members when work is being done at home.
 Using a KEYS computing asset to actively engage in procuring or transmitting material
that is in violation of sexual harassment or hostile workplace laws in the user's local
jurisdiction.
 Making fraudulent offers of products, items, or services originating from any KEYS
account.
 Making statements about warranty, expressly or implied, unless it is a part of normal job
duties.
 Effecting security breaches or disruptions of network communication. Security breaches
include, but are not limited to, accessing data of which the employee is not an intended
recipient or logging into a server or account that the employee is not expressly authorized
to access, unless these duties are within the scope of regular duties. For purposes of this
section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet
spoofing, denial of service, and forged routing information for malicious purposes.
 Port scanning or security scanning is expressly prohibited.
 Executing any form of network monitoring which will intercept data not intended for the
employee's host, unless this activity is a part of the employee's normal job/duty.
 Circumventing user authentication or security of any host, network or account.
 Interfering with or denying service to any user other than the employee's host (for
example, denial of service attack).

 Using any program/script/command, or sending messages of any kind, with the intent to
interfere with, or disable, a user's terminal session, via any means, locally or via the
Internet/Intranet/Extranet.
 Providing information about, or lists of, KEYS employees to parties outside KEYS.


Email and Communications Activities
 Sending unsolicited email messages, including the sending of "junk mail" or other
advertising material to individuals who did not specifically request such material (email
spam).
 Any form of harassment via email, telephone or paging, whether through language,
frequency, or size of messages.
 Unauthorized use, or forging, of email header information.
 Solicitation of email for any other email address, other than that of the poster's account,
with the intent to harass or to collect replies.
 Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type.
 Use of unsolicited email originating from within KEYS networks of other
Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service
hosted by KEYS or connected via KEYS network.
 Posting the same or similar non-business-related messages to large numbers of Usenet
newsgroups (newsgroup spam).

 Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
 Definitions
Term Definition
Spam Unauthorized and/or unsolicited electronic mass mailings.
COMPUTER PASSWORD POLICY
Overview
Passwords are an important aspect of computer security. They are the front line of protection for
user accounts. A poorly chosen password may result in the compromise of KEYS entire corporate
network. As such, all KEYS employees (including contractors and vendors with access to KEYS
systems) are responsible for taking the appropriate steps, as outlined below, to select and secure
their passwords.
Purpose
The purpose of this policy is to establish a standard for creation of strong passwords, the
protection of those passwords, and the frequency of change.
Scope
The scope of this policy includes all personnel who have or are responsible for an account (or any
form of access that supports or requires a password) on any system that resides at any KEYS
facility, has access to the KEYS network, or stores any non-public KEYS information.
Policy
 All new employees must read this document and sign off on its acceptance.

General
 All system-level passwords (e.g., root, enable, NT admin, application administration
accounts, etc.) must be changed on at least a quarterly basis.
 All production system-level passwords must be part of the IT administered global
password management database.
 All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at
least every 30 days.
 User accounts that have system-level privileges granted through group memberships or
programs must have a unique password from all other accounts held by that user.
 Passwords must not be inserted into email messages or other forms of electronic
communication.
 All user-level and system-level passwords must conform to the guidelines described below.
Guidelines
General Password Construction Guidelines
Passwords are used for various purposes at KEYS. Some of the more common uses include: user
level accounts, web accounts, email accounts, screen saver protection, voicemail password, and
local router logins. Since very few systems have support for one-time tokens (i.e., dynamic
passwords which are only used once), everyone should be aware of how to select strong
passwords.
Poor, weak passwords have the following characteristics:
 The password contains less than eight characters
 The password is a word found in a dictionary (English or foreign)
 The password is a common usage word such as: names of family, pets, friends, coworkers, fantasy characters, etc.
 Computer terms and names, commands, sites, companies, hardware, software.
 The words "KEYS" or any derivation.
 Birthdays and other personal information such as addresses and phone numbers.
 Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
 Any of the above spelled backwards.
 Any of the above preceded or followed by a digit (e.g., secret1, 1secret)
Strong passwords have the following characteristics:
 Contain both upper and lower case characters (e.g., a-z, A-Z)
 Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~=\`{}[]:";'<>?,./)
 Are at least eight alphanumeric characters long.
 Are not a word in any language, slang, dialect, jargon, etc.
 Are not based on personal information, names of family, etc.
 Passwords should never be written down or stored on-line. Try to create passwords that
can be easily remembered. One way to do this is create a password based on a song title,
affirmation, or other phrase. For example, the
 Phrase might be: "This May Be One Way To Remember" and the password could be:
"TmB1w2R!" or "Tmb1W>r~" or some other variation.
NOTE: Do not use either of these examples as passwords!
Password Protection Standards

Do not use the same password for KEYS accounts as for other non-KEYS access (e.g., personal
ISP account, option trading, benefits, etc.). Where possible, don't use the same password for
various KEYS access needs. For example, select one password for the HARRIS systems and a
separate password for KEYS network log in authentication.
Do not share KEYS passwords with anyone, including administrative assistants or secretaries. All
passwords are to be treated as sensitive, Confidential KEYS information.
Here is a list of "don’ts":
 Don't reveal a password over the phone to ANYONE
 Don't reveal a password in an email message
 Don't reveal a password to the boss
 Don't talk about a password in front of others
 Don't hint at the format of a password (e.g., "my family name")
 Don't reveal a password on questionnaires or security forms
 Don't share a password with family members
 Don't reveal a password to co-workers while on vacation
If someone demands a password, refer them to this document or have them call someone in the
Information Technology Department.
Do not use the "Remember Password" feature of applications (e.g., Outlook, Internet Explorer).
Again, do not write passwords down and store them anywhere in your office. Do not store
passwords in a file on ANY computer system (including Palm Pilots or similar devices) without
encryption.
Change passwords at least once every 30 days.
If an account or password is suspected to have been compromised, report the incident to IT and
change all passwords.
Password cracking or guessing may be performed on a periodic or random basis by IT or its
delegates. If a password is guessed or cracked during one of these scans, the user will be required
to change it.
Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
Definitions Terms
Application Administration Account Any account that is for the administration of an application
(e.g., Oracle database administrator, ISSU administrator).

ELECTRONIC COMMUNICATION SYSTEMS
All electronic and telephonic communication systems (“systems”) and all communications and
information transmitted by, received from, or stored in those systems are the property of the
KEYS and may not be deleted, removed, or otherwise disposed of except with express permission

of KEYS consistent with the employee’s job duties and responsibilities. All pass codes or
encryption keys are the property of KEYS. KEYS retains the right to monitor all of its electronic
and communication systems at its discretion, including, but not limited to, listening to, recording
of transcribing, copying, or otherwise storing in a separate location all voicemail, e-mail messages,
data and program files, etc.
Employees using any KEYS provided systems for personal purposes do so at their own risk of loss
and all employees hereby expressly consent to KEYS monitoring, recording, and transcribing all
such personal use. Personal use of the KEYS provided equipment, including systems, shall be
limited to use that is incidental to KEYS’ business usage, that is personal to the employee, and
that occurs on an irregular and infrequent basis.
Employees are prohibited from using KEYS’ systems for any commercial activity unrelated to
KEYS’ business or unrelated to the employee’s compensation and benefits provided by KEYS, i.e.,
the systems should not be used for personal gain, advancement of individual views, or solicitation
of non-KEYS business. Use of the systems must not disrupt the operations of KEYS and not
interfere with your productivity.
Employees are not permitted to use a pass code or encryption key, to access a file, or to retrieve
any stored communication unless authorized to do so, or unless they have received prior
clearance from an authorized KEYS representative. Employees are not permitted to use a pass
code that has not been issued to that employee or that is unknown to KEYS. Employees are not
permitted to use an encryption key or program that has not been provided by KEYS or that has
not been provided to KEYS prior to use. Further, employees are not permitted, without proper
authorization, to provide other employees or individuals access to a pass code or encryption key.
Employees who violate this policy are subject to disciplinary action up to and including
termination.
In addition to the foregoing prohibitions, employees are prohibited from engaging in the
inappropriate use of any systems. Inappropriate use may result in loss of access privileges and
disciplinary action up to and including termination. Inappropriate use includes, but is not limited
to:
 Unauthorized access of another employee’s e-mail or voicemail account or
any other account maintained on the systems as well as unauthorized access
to data stored on any electronic or telephonic system. This would include
any attempt to obtain unauthorized access.
 Any effort to inhibit authorized access to data, mail, or programs stored on
electronic or telephonic systems.
 Any effort to prevent the KEYS’ monitoring of an electronic telephonic system.
 Transmission of obscene or harassing messages to any other individual, i.e.,
hate mail, obscenity, ethnic slurs, racial comments, off-color jokes, antisocial
behavior, in violation of any policy herein or any State or Federal law.
 Use of the electronic and/or telephonic communication system to violate any
other policy of the KEYS.
 Any illegal, unethical, or other activity that could adversely affect the KEYS,
including the KEYS’ reputation or image.

 Accessing sexually oriented Internet sites, the intentional storage for later
use or transmission of sexually oriented material.
 Unauthorized downloading of software.
 Unauthorized copies of copyrighted materials whether created, distributed,
or knowingly utilized.
 Posting inaccurate, inappropriate, and unlawful business information.
 Unauthorized attempts to break into any computer whether it belongs to the
KEYS or another organization.
 Copying, sending, or posting confidential materials of the KEYS or its
members, unless duly instructed to do so.
 Sending chain letters.

PERSONNEL RECORDS AND PRIVACY
Privacy
KEYS respects the privacy of its employees; however, as a public entity, KEYS must comply with
Florida's Public Records Law. If a request is made for information from an employee’s personnel
file, KEYS must comply; however, if time permits, Human Resources will attempt to contact the
employee to advise them of said request.
Information Updates
Maintaining a correct and up-to-date personnel record is important because it enables KEYS to
reach you in an emergency, properly maintain your insurance and other benefits and compute
your payroll deductions. Employees should notify Human Resources promptly and in writing of
changes to:
1. address and telephone number;
2. marital status (for insurance and tax purposes);
3. name;
4. beneficiary / dependents listed in your insurance policy;
5. emergency contact information.

An employee must use the BenTek online employee benefits enrollment system to make changes
to life insurance beneficiary designations.
The BenTek website can be accessed at
https://www.mybentek.com/keysenergy/.
In addition, if you would like to provide us with documentation concerning the completion of any
training or educational courses, we will include them in your training record.
All documents stored in the personnel record by KEYS will remain with the record indefinitely.
Although State retention schedules may suggest a limited necessity for certain documents, it is
our practice that no documents that have been properly placed in the record will be removed at
any time, for any reason.

PERSONNEL FILES & PRIVACY

PUBLIC RECORDS REQUESTS
Recognizing there are several legal and other considerations involved in responding to a request
for public records, all public records requests should be forwarded to the Records Coordinator
immediately.
The role of the Records Coordinator will be to direct staff persons on how to timely and accurately
respond to public records requests, while ensuring that the legal obligations of KEYS are met.
If the Records Coordinator is unavailable, the KEYS staff member should coordinate with the first
available person, in order, from the following list of KEYS staff positions: Director of Management
Services, Assistant General Manager or General Manager & CEO.
Most sizeable governmental entities in Florida have a person who is designated to handle public
records requests. Therefore, it is not uncommon for a staff person who receives a public records
request to consult with another staff person to appropriately comply with the request. As well,
make sure to obtain the contact information for the person making the public records request.
KEYS is obligated by Florida’s Sunshine Law to provide any member of the public access to KEYS’
public records and also to safeguard those public records. It is also the legal responsibility of
KEYS to protect certain exempt and/or confidential information contained in its public records.
Public records can include, but are not limited to, documents, papers, letters, maps, books, tapes,
photographs, sound recordings or other material that is made or received in connection with the
official business of KEYS. Most records of KEYS are public records.
On a routine basis, KEYS employees may receive requests for information from sources outside
of KEYS. Generally, the information requested is for records that are unquestionably public
documents of KEYS. At the other extreme, there are records that are exempt and/or confidential
or contain exempt and/or confidential information. These types of documents can include, but
are not limited to, litigation records, discrimination complaints, deferred compensation records,
direct deposit records, medical records, social security numbers, bid proposals and data
processing software.
In between the obviously public records and the exempt and/or confidential records are records
that may require review and the exercise of some discretion to determine whether KEYS may
disclose such records of information, or there may be questions on how to safeguard those public
records while they are being reviewed. Also, sometimes, public record exemptions do not apply
to entire records, but apply only to certain types of information contained in public records. This
requires a KEYS staff member to copy the public record and redact the exempt information from
that public record prior to allowing a member of the public to inspect or examine the public record.

SECURITY
For security reasons, (with the exception of rights provided by s. 790.251, F.S., which allows a
legally-owned firearm on the premises as long as said firearm is lawfully possessed and locked

inside or locked to a private motor vehicle in the parking lot), employees are not to bring firearms,
weapons of any kind (whether the firearms or weapons are loaded or not), explosives, alcohol,
any intoxicant, any narcotic, any barbiturate, any amphetamine, any hallucinogen, or any other
stimulating or depressing drug onto KEYS premises at any time, unless the drugs are prescribed
as medication by a physician, and the employee's Supervisor and the Director of Management
Services has been notified of the prescription per the Drug Free Workplace Policy – Exceptions
for Prescription Medications.
Note: Keys Energy Services’ facilities located at 6900 Front Street, Extended are exempt from s.
790.251, F.S., as provided in subsection (7)(a), and therefore, no firearms or weapons of any
kind are permitted anywhere on said property.
Identification cards are provided to each employee upon hire. As a protective measure, every
employee must wear their I.D. card while on KEYS property (unless the I.D. card could cause the
employee harm while performing his/her job duties) and while representing KEYS during working
hours off of KEYS’ property and within KEYS’ service area.
KEYS has installed remotely-operated electric gates at the Ralph Garcia Steam Plant, William
Arnold Service Building, and at the T&D complex for the purpose of maintaining security of these
premises. All gates shall remain closed at ALL TIMES unless stated otherwise herein.
OPERATIONS:
1. Gates are designed to open with a vehicular transmitter or by calling the control stations
at each location on the telephone located outside the gates. Each KEYS assigned vehicle
will have a transmitter assigned. Transmitters should be initiated at least twenty-five (25)
feet before approaching the entrance of gate, then proceeds with caution.
2. When vehicles are exiting the premises, the gates will automatically open by an inductive
loop, which is located approximately six (6) feet from the gate.
3. Entering or exiting through KEYS property without the use of a transmitter could be
achieved by the use of telephones located on each side of gate. However, at the Service
Building all pedestrian traffic will use the employee entrance.
4. At the T&D complex, where personnel presently park their private vehicles on KEYS
property; these vehicle owners will be assigned transmitters.
5. At the Stock Island Generation Site where personnel presently park their private vehicles
on KEYS property; these vehicle owners will be assigned transmitters.
6. Each Section Supervisor shall issue and establish responsibilities for gate transmitters for
each vehicle in their section.
VISITORS
No visitors or vendors are allowed on KEYS property without permission from management.
Property means any and all KEYS property, whether it is the Service Building, Power Plants,
Substations, etc. This applies to former employees as well as to strangers. It is the responsibility
of each Supervisor to refer unauthorized visitors or vendors to the Department Director.

Visits by personal friends or family of employees are discouraged, unless permitted by the
Supervisor.
No visitor is allowed to wander about the premises unescorted. No visitor is allowed to break
KEYS’ rules affecting safety; and any employee seeing such an infraction should inform his or her
Supervisor.
All vendors must report to the Buyers, located at KEYS’ Stock Island address on Front Street or
the prearranged, individual department.
Groups of visitors, such as schoolchildren or senior citizens, who wish to make a guided tour of
KEYS, are welcome. Arrangements for this must be made well in advance with the
Communications Department.
A "visitor" is not to be confused with a "customer." All customer-related business will be
conducted on the first floor of the Service Building so that no customer should have to
"wander" throughout the building. Any person in the Service Building on customer-related
business will not be required to obtain a visitor's pass.

Section 817.5681, Florida Statutes
Effective: 2015
Title XLVI. Crimes
Chapter 817 Fraudulent Practices
817.568 Criminal use of personal identification information.—
(1) As used in this section, the term:
(a) “Access device” means any card, plate, code, account number, electronic serial
number, mobile identification number, personal identification number, or other
telecommunications service, equipment, or instrument identifier, or other means of account
access that can be used, alone or in conjunction with another access device, to obtain
money, goods, services, or any other thing of value, or that can be used to initiate a
transfer of funds, other than a transfer originated solely by paper instrument.
(b) “Authorization” means empowerment, permission, or competence to act.
(c) “Harass” means to engage in conduct directed at a specific person that is intended to
cause substantial emotional distress to such person and serves no legitimate purpose.
“Harass” does not mean to use personal identification information for accepted commercial
purposes. The term does not include constitutionally protected conduct such as organized
protests or the use of personal identification information for accepted commercial purposes.
(d) “Individual” means a single human being and does not mean a firm, association of
individuals, corporation, partnership, joint venture, sole proprietorship, or any other entity.
(e) “Person” means a “person” as defined in s. 1.01(3).
(f) “Personal identification information” means any name or number that may be used,
alone or in conjunction with any other information, to identify a specific person, including
any:
1. Name, postal or electronic mail address, telephone number, social security number,
date of birth, mother’s maiden name, official state-issued or United States-issued driver
license or identification number, alien registration number, government passport number,
employer or taxpayer identification number, Medicaid or food assistance account number,
bank account number, credit or debit card number, or personal identification number or
code assigned to the holder of a debit card by the issuer to permit authorized electronic use
of such card;
2. Unique biometric data, such as fingerprint, voice print, retina or iris image, or other
unique physical representation;
3. Unique electronic identification number, address, or routing code;
4. Medical records;
5. Telecommunication identifying information or access device; or
6. Other number or information that can be used to access a person’s financial resources.

(g) “Counterfeit or fictitious personal identification information” means any counterfeit,
fictitious, or fabricated information in the similitude of the data outlined in paragraph (f)
that, although not truthful or accurate, would in context lead a reasonably prudent person
to credit its truthfulness and accuracy.
(2)(a) Any person who willfully and without authorization fraudulently uses, or possesses
with intent to fraudulently use, personal identification information concerning another
person without first obtaining that person’s consent, commits the offense of fraudulent use
of personal identification information, which is a felony of the third degree, punishable as
provided in s. 775.082, s. 775.083, or s. 775.084.
(b) Any person who willfully and without authorization fraudulently uses personal
identification information concerning a person without first obtaining that person’s consent
commits a felony of the second degree, punishable as provided in s. 775.082, s. 775.083, or
s. 775.084, if the pecuniary benefit, the value of the services received, the payment sought
to be avoided, or the amount of the injury or fraud perpetrated is $5,000 or more or if the
person fraudulently uses the personal identification information of 10 or more persons, but
fewer than 20 persons, without their consent. Notwithstanding any other provision of law,
the court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 3 years’ imprisonment.
(c) Any person who willfully and without authorization fraudulently uses personal
identification information concerning a person without first obtaining that person’s consent
commits a felony of the first degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services received, the payment sought to
be avoided, or the amount of the injury or fraud perpetrated is $50,000 or more or if the
person fraudulently uses the personal identification information of 20 or more persons, but
fewer than 30 persons, without their consent. Notwithstanding any other provision of law,
the court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 5 years’ imprisonment. If the pecuniary
benefit, the value of the services received, the payment sought to be avoided, or the
amount of the injury or fraud perpetrated is $100,000 or more, or if the person fraudulently
uses the personal identification information of 30 or more persons without their consent,
notwithstanding any other provision of law, the court shall sentence any person convicted of
committing the offense described in this paragraph to a mandatory minimum sentence of 10
years’ imprisonment.
(3) Neither paragraph (2)(b) nor paragraph (2)(c) prevents a court from imposing a
greater sentence of incarceration as authorized by law. If the minimum mandatory terms of
imprisonment imposed under paragraph (2)(b) or paragraph (2)(c) exceed the maximum
sentences authorized under s. 775.082, s. 775.084, or the Criminal Punishment Code under
chapter 921, the mandatory minimum sentence must be imposed. If the mandatory
minimum terms of imprisonment under paragraph (2)(b) or paragraph (2)(c) are less than
the sentence that could be imposed under s. 775.082, s. 775.084, or the Criminal
Punishment Code under chapter 921, the sentence imposed by the court must include the
mandatory minimum term of imprisonment as required by paragraph (2)(b) or paragraph
(2)(c).
(4) Any person who willfully and without authorization possesses, uses, or attempts to use
personal identification information concerning a person without first obtaining that person’s
consent, and who does so for the purpose of harassing that person, commits the offense of
harassment by use of personal identification information, which is a misdemeanor of the
first degree, punishable as provided in s. 775.082 or s. 775.083.
(5) If an offense prohibited under this section was facilitated or furthered by the use of a
public record, as defined in s. 119.011, the offense is reclassified to the next higher degree
as follows:
(a) A misdemeanor of the first degree is reclassified as a felony of the third degree.
(b) A felony of the third degree is reclassified as a felony of the second degree.
(c) A felony of the second degree is reclassified as a felony of the first degree.

For purposes of sentencing under chapter 921 and incentive gain-time eligibility under
chapter 944, a felony offense that is reclassified under this subsection is ranked one level
above the ranking under s. 921.0022 of the felony offense committed, and a misdemeanor
offense that is reclassified under this subsection is ranked in level 2 of the offense severity
ranking chart in s. 921.0022.
(6) Any person who willfully and without authorization fraudulently uses personal
identification information concerning an individual who is younger than 18 years of age or
60 years of age or older without first obtaining the consent of that individual or of his or her
legal guardian commits a felony of the second degree, punishable as provided in s. 775.082,
s. 775.083, or s. 775.084.
(7) Any person who is in the relationship of parent or legal guardian, or who otherwise
exercises custodial authority over an individual who is younger than 18 years of age or 60
years of age or older, who willfully and fraudulently uses personal identification information
of that individual commits a felony of the second degree, punishable as provided in s.
775.082, s. 775.083, or s. 775.084.
(8)(a) Any person who willfully and fraudulently uses, or possesses with intent to
fraudulently use, personal identification information concerning a deceased individual or
dissolved business entity commits the offense of fraudulent use or possession with intent to
use personal identification information of a deceased individual or dissolved business entity,
a felony of the third degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084.
(b) Any person who willfully and fraudulently uses personal identification information
concerning a deceased individual or dissolved business entity commits a felony of the
second degree, punishable as provided in s. 775.082, s. 775.083, or s. 775.084, if the
pecuniary benefit, the value of the services received, the payment sought to be avoided, or
the amount of injury or fraud perpetrated is $5,000 or more, or if the person fraudulently
uses the personal identification information of 10 or more but fewer than 20 deceased
individuals or dissolved business entities. Notwithstanding any other provision of law, the
court shall sentence any person convicted of committing the offense described in this
paragraph to a mandatory minimum sentence of 3 years’ imprisonment.
(c) Any person who willfully and fraudulently uses personal identification information
concerning a deceased individual or dissolved business entity commits the offense of
aggravated fraudulent use of the personal identification information of multiple deceased
individuals or dissolved business entities, a felony of the first degree, punishable as
provided in s. 775.082, s. 775.083, or s. 775.084, if the pecuniary benefit, the value of the
services received, the payment sought to be avoided, or the amount of injury or fraud
perpetrated is $50,000 or more, or if the person fraudulently uses the personal identification
information of 20 or more but fewer than 30 deceased individuals or dissolved business
entities. Notwithstanding any other provision of law, the court shall sentence any person
convicted of the offense described in this paragraph to a minimum mandatory sentence of 5
years’ imprisonment. If the pecuniary benefit, the value of the services received, the
payment sought to be avoided, or the amount of the injury or fraud perpetrated is $100,000
or more, or if the person fraudulently uses the personal identification information of 30 or
more deceased individuals or dissolved business entities, notwithstanding any other
provision of law, the court shall sentence any person convicted of an offense described in
this paragraph to a mandatory minimum sentence of 10 years’ imprisonment.
(9) Any person who willfully and fraudulently creates or uses, or possesses with intent to
fraudulently use, counterfeit or fictitious personal identification information concerning a
fictitious person, or concerning a real person without first obtaining that real person’s
consent, with intent to use such counterfeit or fictitious personal identification information
for the purpose of committing or facilitating the commission of a fraud on another person,
commits the offense of fraudulent creation or use, or possession with intent to fraudulently
use, counterfeit or fictitious personal identification information, a felony of the third degree,
punishable as provided in s. 775.082, s. 775.083, or s. 775.084.

(10) Any person who commits an offense described in this section and for the purpose of
obtaining or using personal identification information misrepresents himself or herself to be
a law enforcement officer; an employee or representative of a bank, credit card company,
credit counseling company, or credit reporting agency; or any person who wrongfully
represents that he or she is seeking to assist the victim with a problem with the victim’s
credit history shall have the offense reclassified as follows:
(a) In the case of a misdemeanor, the offense is reclassified as a felony of the third
degree.
(b) In the case of a felony of the third degree, the offense is reclassified as a felony of the
second degree.
(c) In the case of a felony of the second degree, the offense is reclassified as a felony of
the first degree.
(d) In the case of a felony of the first degree or a felony of the first degree punishable by a
term of imprisonment not exceeding life, the offense is reclassified as a life felony.
For purposes of sentencing under chapter 921, a felony offense that is reclassified under
this subsection is ranked one level above the ranking under s. 921.0022 or s. 921.0023 of
the felony offense committed, and a misdemeanor offense that is reclassified under this
subsection is ranked in level 2 of the offense severity ranking chart.
(11) A person who willfully and without authorization fraudulently uses personal
identification information concerning an individual who is 60 years of age or older; a
disabled adult as defined in s. 825.101; a public servant as defined in s. 838.014; a veteran
as defined in s. 1.01; a first responder as defined in s. 125.01045; an individual who is
employed by the State of Florida; or an individual who is employed by the Federal
Government without first obtaining the consent of that individual commits a felony of the
second degree, punishable as provided in s. 775.082, s. 775.083, or s. 775.084.
(12) In addition to any sanction imposed when a person pleads guilty or nolo contendere
to, or is found guilty of, regardless of adjudication, a violation of this section, the court shall
impose a surcharge of $1,001.
(a) The sum of $500 of the surcharge shall be deposited into the Department of Law
Enforcement Operating Trust Fund for the department to provide grants to local law
enforcement agencies to investigate offenses related to the criminal use of personal
identification information as provided in s. 943.0412.
(b) The sum of $250 of the surcharge shall be deposited into the State Attorneys Revenue
Trust Fund for the purpose of funding prosecutions of offenses relating to the criminal use of
personal identification information. The sum of $250 of the surcharge shall be deposited into
the Public Defenders Revenue Trust Fund for the purposes of indigent criminal defense
related to the criminal use of personal identification information.
(c) The clerk of the court shall retain $1 of each $1,001 surcharge that he or she collects
as a service charge of the clerk’s office.
(d) The surcharge may not be waived by the court. In the event that the person has been
ordered to pay restitution in accordance with s. 775.089, the surcharge shall be included in
a judgment.
(13) The prosecutor may move the sentencing court to reduce or suspend the sentence of
any person who is convicted of a violation of this section and who provides substantial
assistance in the identification, arrest, or conviction of any of that person’s accomplices,
accessories, coconspirators, or principals or of any other person engaged in fraudulent
possession or use of personal identification information. The arresting agency shall be given
an opportunity to be heard in aggravation or mitigation in reference to any such motion.
Upon good cause shown, the motion may be filed and heard in camera. The judge hearing
the motion may reduce or suspend the sentence if the judge finds that the defendant
rendered such substantial assistance.
(14) This section does not prohibit any lawfully authorized investigative, protective, or
intelligence activity of a law enforcement agency of this state or any of its political

subdivisions, of any other state or its political subdivisions, or of the Federal Government or
its political subdivisions.
(15)(a) In sentencing a defendant convicted of an offense under this section, the court
may order that the defendant make restitution under s. 775.089 to any victim of the
offense. In addition to the victim’s out-of-pocket costs, restitution may include payment of
any other costs, including attorney’s fees incurred by the victim in clearing the victim’s
credit history or credit rating, or any costs incurred in connection with any civil or
administrative proceeding to satisfy any debt, lien, or other obligation of the victim arising
as the result of the actions of the defendant.
(b) The sentencing court may issue such orders as are necessary to correct any public
record that contains false information given in violation of this section.
(16) Prosecutions for violations of this section may be brought on behalf of the state by
any state attorney or by the statewide prosecutor.
(17) The Legislature finds that, in the absence of evidence to the contrary, the location
where a victim gives or fails to give consent to the use of personal identification information
is the county where the victim generally resides.
(18) Notwithstanding any other provision of law, venue for the prosecution and trial of
violations of this section may be commenced and maintained in any county in which an
element of the offense occurred, including the county where the victim generally resides.
(19) A prosecution of an offense prohibited under subsection (2), subsection (6), or
subsection (7) must be commenced within 3 years after the offense occurred. However, a
prosecution may be commenced within 1 year after discovery of the offense by an
aggrieved party, or by a person who has a legal duty to represent the aggrieved party and
who is not a party to the offense, if such prosecution is commenced within 5 years after the
violation occurred.
History.—s. 1, ch. 99-335; s. 1, ch. 2001-233; s. 1, ch. 2003-71; s. 1, ch. 2005-229; s. 41,
ch. 2010-209; s. 2, ch. 2014-200; s. 17, ch. 2015-166.

Third Party Provider Agreement
The service provider understands that, in providing the services under this agreement,
it might have access to sensitive customer information. This information may include,
without limitation, customer account numbers, financial account or credit information,
personal identification information, or any other similar information. In order to comply
with the federal Fair and Accurate Credit Transactions Act of 2003, KEYS requires the
service provider to have written policies and procedures that will detect, prevent and
mitigate identity theft that may arise in performance of the contracted services. These
written policies and procedures shall identify relevant red flags that indicate possible
identity theft of KEYS’ customers, and shall include reasonable steps to prevent and
mitigate such identity theft. Attached to this agreement, and incorporated herein by
this reference, is a copy of the relevant provisions of KEYS’ own policy. Immediately
upon becoming aware of any red flag identified in KEYS’ policy or service provider’s
policy, the service provider shall notify KEYS and take the appropriate steps to prevent
and mitigate identity theft of any KEYS customer. It is the service provider’s
responsibility to protect our customers’ information and to comply with all provisions in
KEYS policy attached hereto as part of the covenants of this agreement.

Section 501.171, Florida Statues
501.171 Security of confidential personal information.—
(1) DEFINITIONS.—As used in this section, the term:
(a) “Breach of security” or “breach” means unauthorized access of data in electronic form
containing personal information. Good faith access of personal information by an employee or
agent of the covered entity does not constitute a breach of security, provided that the information
is not used for a purpose unrelated to the business or subject to further unauthorized use.
(b) “Covered entity” means a sole proprietorship, partnership, corporation, trust, estate,
cooperative, association, or other commercial entity that acquires, maintains, stores, or uses
personal information. For purposes of the notice requirements in subsections (3)-(6), the term
includes a governmental entity.
(c) “Customer records” means any material, regardless of the physical form, on which personal
information is recorded or preserved by any means, including, but not limited to, written or
spoken words, graphically depicted, printed, or electromagnetically transmitted that are provided
by an individual in this state to a covered entity for the purpose of purchasing or leasing a
product or obtaining a service.
(d) “Data in electronic form” means any data stored electronically or digitally on any computer
system or other database and includes recordable tapes and other mass storage devices.
(e) “Department” means the Department of Legal Affairs.
(f) “Governmental entity” means any department, division, bureau, commission, regional
planning agency, board, district, authority, agency, or other instrumentality of this state that
acquires, maintains, stores, or uses data in electronic form containing personal information.
(g)1. “Personal information” means either of the following:
a. An individual’s first name or first initial and last name in combination with any one or more
of the following data elements for that individual:
(I) A social security number;
(II) A driver license or identification card number, passport number, military identification
number, or other similar number issued on a government document used to verify identity;
(III) A financial account number or credit or debit card number, in combination with any
required security code, access code, or password that is necessary to permit access to an
individual’s financial account;
(IV) Any information regarding an individual’s medical history, mental or physical condition,
or medical treatment or diagnosis by a health care professional; or
(V) An individual’s health insurance policy number or subscriber identification number and
any unique identifier used by a health insurer to identify the individual.
b. A user name or e-mail address, in combination with a password or security question and
answer that would permit access to an online account.

2. The term does not include information about an individual that has been made publicly
available by a federal, state, or local governmental entity. The term also does not include
information that is encrypted, secured, or modified by any other method or technology that
removes elements that personally identify an individual or that otherwise renders the information
unusable.
(h) “Third-party agent” means an entity that has been contracted to maintain, store, or process
personal information on behalf of a covered entity or governmental entity.
(2) REQUIREMENTS FOR DATA SECURITY.—Each covered entity, governmental entity,
or third-party agent shall take reasonable measures to protect and secure data in electronic form
containing personal information.
(3) NOTICE TO DEPARTMENT OF SECURITY BREACH.—
(a) A covered entity shall provide notice to the department of any breach of security affecting
500 or more individuals in this state. Such notice must be provided to the department as
expeditiously as practicable, but no later than 30 days after the determination of the breach or
reason to believe a breach occurred. A covered entity may receive 15 additional days to provide
notice as required in subsection (4) if good cause for delay is provided in writing to the
department within 30 days after determination of the breach or reason to believe a breach
occurred.
(b) The written notice to the department must include:
1. A synopsis of the events surrounding the breach at the time notice is provided.
2. The number of individuals in this state who were or potentially have been affected by the
breach.
3. Any services related to the breach being offered or scheduled to be offered, without charge,
by the covered entity to individuals, and instructions as to how to use such services.
4. A copy of the notice required under subsection (4) or an explanation of the other actions
taken pursuant to subsection (4).
5. The name, address, telephone number, and e-mail address of the employee or agent of the
covered entity from whom additional information may be obtained about the breach.
(c) The covered entity must provide the following information to the department upon its
request:
1. A police report, incident report, or computer forensics report.
2. A copy of the policies in place regarding breaches.
3. Steps that have been taken to rectify the breach.
(d) A covered entity may provide the department with supplemental information regarding a
breach at any time.
(e) For a covered entity that is the judicial branch, the Executive Office of the Governor, the
Department of Financial Services, or the Department of Agriculture and Consumer Services, in
lieu of providing the written notice to the department, the covered entity may post the
information described in subparagraphs (b)1.-4. on an agency-managed website.
(4) NOTICE TO INDIVIDUALS OF SECURITY BREACH.—
(a) A covered entity shall give notice to each individual in this state whose personal
information was, or the covered entity reasonably believes to have been, accessed as a result of
the breach. Notice to individuals shall be made as expeditiously as practicable and without
unreasonable delay, taking into account the time necessary to allow the covered entity to
determine the scope of the breach of security, to identify individuals affected by the breach, and
to restore the reasonable integrity of the data system that was breached, but no later than 30 days
after the determination of a breach or reason to believe a breach occurred unless subject to a
delay authorized under paragraph (b) or waiver under paragraph (c).
(b) If a federal, state, or local law enforcement agency determines that notice to individuals
required under this subsection would interfere with a criminal investigation, the notice shall be

delayed upon the written request of the law enforcement agency for a specified period that the
law enforcement agency determines is reasonably necessary. A law enforcement agency may, by
a subsequent written request, revoke such delay as of a specified date or extend the period set
forth in the original request made under this paragraph to a specified date if further delay is
necessary.
(c) Notwithstanding paragraph (a), notice to the affected individuals is not required if, after an
appropriate investigation and consultation with relevant federal, state, or local law enforcement
agencies, the covered entity reasonably determines that the breach has not and will not likely
result in identity theft or any other financial harm to the individuals whose personal information
has been accessed. Such a determination must be documented in writing and maintained for at
least 5 years. The covered entity shall provide the written determination to the department within
30 days after the determination.
(d) The notice to an affected individual shall be by one of the following methods:
1. Written notice sent to the mailing address of the individual in the records of the covered
entity; or
2. E-mail notice sent to the e-mail address of the individual in the records of the covered entity.
(e) The notice to an individual with respect to a breach of security shall include, at a minimum:
1. The date, estimated date, or estimated date range of the breach of security.
2. A description of the personal information that was accessed or reasonably believed to have
been accessed as a part of the breach of security.
3. Information that the individual can use to contact the covered entity to inquire about the
breach of security and the personal information that the covered entity maintained about the
individual.
(f) A covered entity required to provide notice to an individual may provide substitute notice in
lieu of direct notice if such direct notice is not feasible because the cost of providing notice
would exceed $250,000, because the affected individuals exceed 500,000 persons, or because the
covered entity does not have an e-mail address or mailing address for the affected individuals.
Such substitute notice shall include the following:
1. A conspicuous notice on the Internet website of the covered entity if the covered entity
maintains a website; and
2. Notice in print and to broadcast media, including major media in urban and rural areas
where the affected individuals reside.
(g) Notice provided pursuant to rules, regulations, procedures, or guidelines established by the
covered entity’s primary or functional federal regulator is deemed to be in compliance with the
notice requirement in this subsection if the covered entity notifies affected individuals in
accordance with the rules, regulations, procedures, or guidelines established by the primary or
functional federal regulator in the event of a breach of security. Under this paragraph, a covered
entity that timely provides a copy of such notice to the department is deemed to be in compliance
with the notice requirement in subsection (3).
(5) NOTICE TO CREDIT REPORTING AGENCIES.—If a covered entity discovers
circumstances requiring notice pursuant to this section of more than 1,000 individuals at a single
time, the covered entity shall also notify, without unreasonable delay, all consumer reporting
agencies that compile and maintain files on consumers on a nationwide basis, as defined in the
Fair Credit Reporting Act, 15 U.S.C. s. 1681a(p), of the timing, distribution, and content of the
notices.
(6) NOTICE BY THIRD-PARTY AGENTS; DUTIES OF THIRD-PARTY AGENTS;
NOTICE BY AGENTS.—
(a) In the event of a breach of security of a system maintained by a third-party agent, such
third-party agent shall notify the covered entity of the breach of security as expeditiously as
practicable, but no later than 10 days following the determination of the breach of security or

reason to believe the breach occurred. Upon receiving notice from a third-party agent, a covered
entity shall provide notices required under subsections (3) and (4). A third-party agent shall
provide a covered entity with all information that the covered entity needs to comply with its
notice requirements.
(b) An agent may provide notice as required under subsections (3) and (4) on behalf of the
covered entity; however, an agent’s failure to provide proper notice shall be deemed a violation
of this section against the covered entity.
(7) ANNUAL REPORT.—By February 1 of each year, the department shall submit a report to
the President of the Senate and the Speaker of the House of Representatives describing the nature
of any reported breaches of security by governmental entities or third-party agents of
governmental entities in the preceding calendar year along with recommendations for security
improvements. The report shall identify any governmental entity that has violated any of the
applicable requirements in subsections (2)-(6) in the preceding calendar year.
(8) REQUIREMENTS FOR DISPOSAL OF CUSTOMER RECORDS.—Each covered entity
or third-party agent shall take all reasonable measures to dispose, or arrange for the disposal, of
customer records containing personal information within its custody or control when the records
are no longer to be retained. Such disposal shall involve shredding, erasing, or otherwise
modifying the personal information in the records to make it unreadable or undecipherable
through any means.
(9) ENFORCEMENT.—
(a) A violation of this section shall be treated as an unfair or deceptive trade practice in any
action brought by the department under s. 501.207 against a covered entity or third-party agent.
(b) In addition to the remedies provided for in paragraph (a), a covered entity that violates
subsection (3) or subsection (4) shall be liable for a civil penalty not to exceed $500,000, as
follows:
1. In the amount of $1,000 for each day up to the first 30 days following any violation of
subsection (3) or subsection (4) and, thereafter, $50,000 for each subsequent 30-day period or
portion thereof for up to 180 days.
2. If the violation continues for more than 180 days, in an amount not to exceed $500,000.
The civil penalties for failure to notify provided in this paragraph apply per breach and not per
individual affected by the breach.
(c) All penalties collected pursuant to this subsection shall be deposited into the General
Revenue Fund.
(10) NO PRIVATE CAUSE OF ACTION.—This section does not establish a private cause of
action.
(11) PUBLIC RECORDS EXEMPTION.—
(a) All information received by the department pursuant to a notification required by this
section, or received by the department pursuant to an investigation by the department or a law
enforcement agency, is confidential and exempt from s. 119.07(1) and s. 24(a), Art. I of the State
Constitution, until such time as the investigation is completed or ceases to be active. This
exemption shall be construed in conformity with s. 119.071(2)(c).
(b) During an active investigation, information made confidential and exempt pursuant to
paragraph (a) may be disclosed by the department:
1. In the furtherance of its official duties and responsibilities;
2. For print, publication, or broadcast if the department determines that such release would
assist in notifying the public or locating or identifying a person that the department believes to be
a victim of a data breach or improper disposal of customer records, except that information made
confidential and exempt by paragraph (c) may not be released pursuant to this subparagraph; or

3. To another governmental entity in the furtherance of its official duties and responsibilities.
(c) Upon completion of an investigation or once an investigation ceases to be active, the
following information received by the department shall remain confidential and exempt from s.
119.07(1) and s. 24(a), Art. I of the State Constitution:
1. All information to which another public records exemption applies.
2. Personal information.
3. A computer forensic report.
4. Information that would otherwise reveal weaknesses in a covered entity’s data security.
5. Information that would disclose a covered entity’s proprietary information.
(d) For purposes of this subsection, the term “proprietary information” means information that:
1. Is owned or controlled by the covered entity.
2. Is intended to be private and is treated by the covered entity as private because disclosure
would harm the covered entity or its business operations.
3. Has not been disclosed except as required by law or a private agreement that provides that
the information will not be released to the public.
4. Is not publicly available or otherwise readily ascertainable through proper means from
another source in the same configuration as received by the department.
5. Includes:
a. Trade secrets as defined in s. 688.002.
b. Competitive interests, the disclosure of which would impair the competitive business of the
covered entity who is the subject of the information.
(e) This subsection is subject to the Open Government Sunset Review Act in accordance with
s. 119.15 and shall stand repealed on October 2, 2019, unless reviewed and saved from repeal
through reenactment by the Legislature.
History.—s. 3, ch. 2014-189; s. 1, ch. 2014-190.
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Agenda Item Summary Sheet

Meeting Date: December 5, 2018
Proposer: Mona Clark, Utility Board, Vice Chair
Department: Utility Board
Agenda Item #: 10d

AGENDA ITEM WORDING: Approve Good Friday, April 19, 2019, as an
Additional Holiday for KEYS Employees.
REQUESTED ACTION: Motion to Approve Good Friday, April 19, 2019, as an
Additional Holiday for KEYS Employees.
DISCUSSION: As we enter the giving season, it is appropriate to recognize
KEYS employees for all they give throughout the year. Every day, KEYS
employees give their best to serve the residents and business of the Florida
Keys. Additionally throughout the year, KEYS employees give to the
community by participating in Blood Drives, events like Children’s Day and the
Christmas Parade, and charitable drives. In recognition of all that our
employees give and as a gesture of the Utility Board’s thanks, I ask the Utility
Board to consider declaring Good Friday, April 19, 2019, as an additional
holiday.
FINANCIAL IMPACT:
Total Cost: $1,522.08

Budgeted: Yes, within the total Payroll Budget
Source of Funds: O&M
1-31-560101-10-00000

